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If I say "Welcome to Embedded World 2019", that's meant to 
cover more than the crowded and noisy halls of the Nurnberg 
Messe between 25 and 28 February — I am also welcoming 
you to the platform called Elektor Industry, of which this mag¬ 
azine is just a part, and the first of three printed editions for 
the year 2919. All three are linked to an electronics trade show 
in Germany, and the line-up for 2019 is: (1) Embedded World, 
(2) Sensor + Test, and (3) Productronica. In between, we're 
active with online articles, news feeds, and social media, from 
www.elektormagazine.com basecamp. 

This edition of Elektor Industry has more than a story to tell 
on one of Elektor Industry's most successful activities: help¬ 
ing start-ups, spin-outs and scale-ups to reach a professional 
level and find professional partners in funding, production and 
marketing their brainchild. Elektor's vehicle doing just that with 
terrific speed and impact in the world of electronics is called 


Fast Forward. Start-ups should not waste precious time on 
listening to stories on existing stuff and why it is so good. Press¬ 
ing the fast forward button like I did on my tape recorder 30 
or so years ago, shows innate eagerness to discover and push 
ahead rather than look back. Mind you, you can also go too 
fast, and the 'Play' and 'Reverse' buttons have their function 
too as Niclas Fritz from BatchOne points out in his extremely 
hands-on article (p. 36), which is packed with caveats for the 
unwary in start-up land. 

Back to "basecamp", at Embedded World that's Hall 4A, booth 
646. Do stop by at Elektor, we're eager to discuss technology 
and trends, as well as your participation in Fast Forward edi¬ 
tion Productronica 2019. 


Jan Buiting, Editor-in-Chief 
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MonoDAQ-U-X 

for Low-cost High-quality 
Data Acquisition 

unboxed and reviewed by Elektor Labs 


By Clemens Valens (Elektor Labs) 

The MonoDAQ-U-X is a rather 
curiously shaped measuring 
device roughly the size of a 
packet of cigarettes. According 
to the manufacturer it is a 
"multifunctional, isolated USB 
data acquisition device for 
voltage, current, temperature, 
strain and resistance 
measurement". Can such a 
small device combine so much 
functionality, I wondered, and put 
the MonoDAQ through its paces. 



What is it? 

The MonoDAQ-U-X is a rather curiously 
shaped measuring device roughly the size 
of a packet of cigarettes (I don't smoke 
so I may be wrong; its official dimensions 
are 95.5 x 67.3 x 27.8 mm). Accord¬ 
ing to the manufacturer it is a "multi¬ 
functional, isolated USB data acquisition 
device for voltage, current, temperature, 
strain and resistance measurement". It 
vaguely reminds of National Instruments' 
myDAQ, also in terms of typical applica¬ 
tions (Figure 1). 

The device's flexibility is in large part due 
to eight configurable I/O pins that can be 
either analogue or digital and inputs or 
outputs. A 14-pin connector gives access 
to these eight configurable I/O ports, in 
addition to a 2-way digital port (support¬ 
ing the 1-Wire protocol), a current input 
(0.5 ft floating or not, or 1 kft) and a 
programmable voltage output (for sensor 
excitation pr as power supply). 


Robust, can be strapped to 
almost anything 

Made of aluminium and weighing about 
170 grams, the MonoDAQ-U-X feels 
robust and quite heavy. Communica¬ 
tion between the MonoDAQ-U-X and the 


host computer is over a galvanically iso¬ 
lated USB-C connection. It has slits to 
strap it to the system to be measured 
and multiple devices can be stacked 
thanks to a special mounting design 
(Figure 2). 



Figure 1: A typical MonoDAQ-U-X setup to measure power consumption of a device. (Source: MonoDAQ) 


6 Elektor Industry 1/2019 


















































Multiple MonoDAQs can be hooked up 
to the same computer by using one or 
more suitable USB-C hubs (but check 
with MonoDAQ first before investing in 
a hub, they are not all created equal). 
The MonoDAQ-U-X is not a high-speed 
USB oscilloscope... it is a precision data 
acquisition device. It can do 16 bits up to 
50 kS/s on a single channel; at a sample 
rate of 100 Hz the resolution is speci¬ 
fied as 20 bits. The sample rate budget 
is shared by the activated input chan¬ 
nels. For many measurement applications 
these specifications will be sufficient. 


Note that the MonoDAQ comes in two 
speed grades: 50 kS/s (type U-X-50) and 
l t kS/s (type U-X-l). We tried the high 
speed one (50 kS/s). 

Specifications short list 

In analogue mode the device can be con¬ 
figured up to: 

• 8x single ended input (2 V or 
±100 mV) 

• 4x single ended buffered (±10 V, 
inputs 1, 3, 5, 7) 

• 4x differential input (±2 V, input 
pairs 1&2, 3&4, 5&6 and 7&8) 

• 2x differential buffered input (±10 V, 
input pairs 1&3 and 5&7) 

• 2x single ended output, 0-4 V, 
shared over two pairs (2&4 and 6&8) 



Figure 2: MonoDAQs can be stacked to create 
complex measurement systems. 


In digital mode these pins can be used 
(together with D9 & D10) as up to ten 
TTL-compatible I/O ports. 

To understand pin configuration and see 
how pins affect each other, it's a good 
idea to play a bit with the Channel Setup 
tool in the software (see below). 

Analogue output 

The power supply or excitation output is 
either a low-noise (<1 pV RMS ) excitation 
voltage (2, 3.3, 5, 10 and 24 V) or an 
adjustable power supply (1.2 to 24 V), 
and can provide up to 200 mA of current 
(but never more than 1 W). 

These features make it for instance pos¬ 
sible to connect up to four thermocouples 
or two strain gauges at the same time. 
The MonoDAQ demo kit contains three 


El ARTICLE TAGGING 



preconfigured measurement connectors: 
a servo, a thermocouple and a load cell 

(Figure 3). 

More sensors and capabilities 

The MonoDAQ-U-X also contains a humid¬ 
ity and temperature sensor (to be acti¬ 
vated in the DEWESoft device settings) 
and a 6-axis inertial measurement unit 
(IMU). The digital port (D9 & D10) makes 
it possible to connect even more types 
of sensors. Its built-in 1-Wire capability 
not only allows the connection of those 
popular DS18B20 (or the 'S' type) tem¬ 
perature sensors to the device, but it 
can also store configuration data inside 
1-Wire EEPROMs (like the DS2431), a 
clever feature. 

Excellence by virtue of software 

An instrument like the MonoDAQ-U-X is 
not of much use without proper software, 
and this is where the product excels. It 
comes with a built-in LITE licence for 
DEWESoft, a powerful data acquisition, 
processing and visualization tool that 
addresses similar markets and applica¬ 
tions as National Instruments' LabVIEW, 
but with a different approach. Because 
the licence is built into the device, instal¬ 
lation is very easy (at least the 64-bit 
version on Windows 10 that I tried). 



Figure 3: MonoDAQ with hardware in MonoDAQ demo kit connected. 
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Figure 4: DEWESoft displaying data from a load cell captured by the MonoDAQ. The user can design 
his/her own interface, this is what I came up with. 


DEWESoft X3 

DEWESoft X3 (Figure 4) features all 
sorts of data analysis tools that can be 
used in real time on the incoming data. 
The user can design his/her own user 
interface with various graphs. All that 
is required are a few mouse clicks. If 
the predefined functions are not suit¬ 
able, mathematical equations can be 
entered and executed as well. Data can 
be recorded and exported to all sorts 
of file formats to allow further analysis 
and treatment in the tool of your choice. 
Besides recording data DEWESoft can 
also record video allowing to visually link 
data to events. 



Figure 5: The MonoDAQ in its box. 

It comes with a USB-C to USB-A cable. 


Tutorials [1] and real-life application 
notes show in detail how to set up a sys¬ 
tem with a MonoDAQ-U-X and DEWESoft. 
A demo kit with a servo, a T-type ther¬ 
mocouple and a compression load cell is 
available to get a feeling for the device. 
The demo connectors from the demo kit 
use the 1-wire EEPROM-configuration- 
storage feature, making them easy to 
recognise by the software. 

Java + Python = Raspberry Pi 

Even though DEWESoft would be the pre¬ 
ferred tool for most users, it may not be 
suitable in all situations. Platforms sup¬ 
porting Java (including Windows) can use 
the Isotel DAQ & Metering (IDM) tool — a 
Java-based configuration and recording 
software package — that will even run on 
Raspberry Pi and Android smartphones. 
IDM allows the MonoDAQ-U-X to be con¬ 
trolled in Python. 

Conclusion 

With its galvanically isolated USB-C port 
and sturdy aluminium enclosure the 
MonoDAQ-U-X is a robust and versatile 
data acquisition device (Figure 5). Mul¬ 
tiple devices can be connected to the 
same computer. 

The MonoDAQ-U-X features eight ports 
individually configurable as analogue or 
digital input or output. Analogue inputs 
can also be grouped to create differential 
inputs. Besides these eight configurable 
ports a two-way digital port is available 
that supports the 1-Wire protocol. An 
analogue output to drive sensors or to 


power a subsystem (up to 24 V, 1 W) 
has not been forgotten either. Further¬ 
more, integrated in the MonoDAQ-U-X 
are a temperature and humidity sensor 
and a 6-axis IMU. 

Great price/performance ratio 

Supported by the (Windows-only) DEWE¬ 
Soft data acquisition, processing and 
visualization tool setting up a measure¬ 
ment environment is quick and easy. 
Data analysis and processing can be 
done on-the-fly by adding predefined 
processing blocks or by entering mathe¬ 
matical equations directly. Captured data 
can, of course, be exported for further 
analysis in your preferred tool. 

Users who do not or cannot use DEW¬ 
ESoft can control the MonoDAQ-U-X with 
the tool Isotel DAQ & Metering (IDM) on 
Java-supporting platforms from macOS 
to Raspberry Pi or Android smartphones. 
It also provides a gateway for controlling 
the MonoDAQ-U-X in Python. 

In short, the MonoDAQ-U-X is an excel¬ 
lent price/performance choice for anyone 
with a data-acquisition need not requir¬ 
ing high speeds. 

Editor's note: The MonoDAQ is available 
shortly from the Elektor Store 
(www.elektor.com). N 

Weblinks 

[1] MonoDAQ tutorials : 

https://www.monodaq.eom/u/ 

quick-start/ 

[2] Isotel DAQ & Metering : 

https://www.isotel.eu/idm/device/ 

monodaq/monodaq-u-x.html 
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Smaller, lighter, more powerful: 
Three new Lithium-Ion cells 



On 26 February 2019, the globally leading interna¬ 
tional trade fair Embedded World starts in Nurem¬ 
berg. The trade fair for embedded systems will 
particularly be focussing on topics such as elec¬ 
tronic system security, distributed intelligence and 
the Internet of Things. The provision of suitable 
energy for the connected world of the future forms 
the focus of VARTA Microbattery's trade fair presentation. 
At Booth 717 in Hall 3A, the company will be showcasing 
batteries for use in a wide variety of applications including 
wearable technologies, IT/communications, industrial/robot¬ 
ics, consumer, medical, automotive, and home & garden. 
"Our rechargeable Lithium-Ion batteries are innovation driv¬ 
ers. We continually develop our products through systematic 
research work", explains Herbert Schein, CEO of VARTA AG, 
and adds: "Batteries are increasingly becoming a strategic 
component that demands high quality and reliability." 


convenience for end users. Short charging times, 
high reliability and robust construction com¬ 
plete the profile of the CP series. The cylin¬ 
drical shape and high energy density of 
the CoinPower series make these micro¬ 
batteries the ideal solution for wearables, 
automotive technology and medical devices. 
We're constantly accelerating the miniatur¬ 
isation of our cells. This enables manufacturers 
to make their application devices ever smaller and flatter," 
says Matthias Dorsch, Product Manager at VARTA Microbat¬ 
tery GmbH. The CoinPower series is produced fully automat¬ 
ically in one of Europe's most high-tech production lines at 
VARTA Microbattery in Ellwangen, Germany. 

www.varta-microbattery.com 

www.varta-storage.com 



VARTA Microbattery is presenting three new Lithium-Ion cell 
types for its proven CoinPower series at Embedded World: 
the CP 0854, CP9440 and CP7840. The new CoinPower (CP) 
models are even smaller and lighter, and offer even more 
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New Capes for Beagleboard 1-GHz 
Single-Board-Computer 


beagleboard 


I _© 
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BeagleBoard.org® introduces a selection of Capes (daugh¬ 
ter-board add-on products) to easily expand the use of their 
1-GHz single board computers (SBC) for new and exciting 
capabilities. Celebrating 10 years of working with the elec¬ 
tronics, industrial and education industries, BeagleBoard.org® 
has facilitated over 1 million innovative applications such as 
robotics, space, smart buildings and gaming. 

Available for both BeagleBone®-family and PocketBea- 
gle®-family products, these Capes will speed time to project 


or industrial prototype. Available today, Capes have features 
such as 9-Axis IMU, Barometer, motor controllers, Servo out¬ 
puts, switching regulator, RS485, CAN, interfaces for high 
current loads, power regulation, gaming, and communications. 

BeagleBoard.org® is the first open-source Linux, completely 
open-source hardware community. Each board ships with 
Debian Linux and can run any OS desired. 

www.beagleboard.org/capes 
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etectronica Fast Forward 2018 Highlights 

Q&A with Christian Reuter 

On Arrow's involvement in FFA 2018 


By C.J. Abate, Director of Marketing, Elektor 


The electronica 2018 Fast Forward Award (FFA) 
event jointly staged by Elektor and Messe Munchen 
was co-sponsored by global technology provider 
Arrow. Here we have Arrow's Christian Reuter look 
back on the event in his answers to 9 pertinent 
questions asked by Elektor's C.J Abate. 


C.J. Abate: Arrow sponsored electronica Fast Forward 
Award, the startup platform powered by Elektor. The 
competition — which took place throughout 2018 and 
wrapped up at electronica 2018 in Munich — gave start¬ 
ups from around the globe a chance to showcase their 
electronics technologies. Given the high traffic to the 
booth and the positive feedback from attendees, we're 
very pleased with the event. How satisfied are you with 
the event's outcome? 

Christian Reuter: For Arrow it was great to be part of Fast 
Forward at electronica 2018. Our booth was always crowded 
with visitors. Almost all start-ups came to our booth to talk 
with us about the optimization of their development and about 
services Arrow we offer in addition to components provision. 
Another reason to stop by was to learn more about our cam¬ 
paigns in collaboration with crowdfunding platform Indiegogo. 
Also, many visitors showed high interest in the presentations 
or our demo boards. In sum we are very pleased with our 
presence at Fast Forward. 



Christian Reuter, Training Officer Engineering 


track temperature, humidity, brightness or shocks and control 
your home, garden or summer house. The programming of the 
boards is easy, and due to the Arduino header it is possible to 
stack a shield if needed. We also had many requests for our 
System on Module boards like the Dragonboard and i.mx7 
board. These boards target Linux users who need an industrial 
version of a Raspberry-Pi. Many visitors were also interested 
in the Chameleon board. This board is based on a Cyclone-V 
FPGA and some FPGA knowledge is needed to work with it. 


C.J.: A few years ago. Arrow began developing its own 
boards in cooperation with its customers. Prior to elec¬ 
tronica 2018, Arrow offered free boards to the Elektor 
community members (via the "Arrow Board Raffle") so 
they could start developing new electronics products. Tell 
us about Arrow's boards — specifically those that are the 
most popular among engineers developing new products. 

Christian: The raffle was phenomenal. We hoped that a few 
hundred Elektor readers would participate. Within the eight 
weeks of the raffle, more than 1000 participants filled out the 
form to get a board. Among the most popular were smart- 
home boards like our ARIS board family. With these boards it 
is possible to easily start a smart home project and remotely 


C.J.: The entire Elektor team was impressed by the excep¬ 
tional innovations presented by startups that participated 
in electronica Fast Forward. What are your thoughts on 
the participants and winners? 

Christian: For me as a jury member it was great to listen to 
all pitch presentations, and it was not easy to select the top 
start-ups on the final day. The level of innovation was very 
high, so perfect for Arrow to be part of it given we are known 
for "Guiding Innovation Forward". Also the bandwidth of ideas 
was great. The participants covered smart home, thought about 
education, software tools for developers, predictive mainte¬ 
nance, new interactive board games and smart wearables. 
And don't forget the cocktail machine that really was an eye 
catcher. I'm confident that some of them will be successful. 
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C J.: About 3 years ago. Arrow and Indiegogo launched a 
crowdfund-to-production service for entrepreneurs. You 
highlighted this service at the electronica 2018 event. 
Provide some details about the service and how entre¬ 
preneurs can use it. How do you support entrepreneurs 
from ideation through production? 

Christian: Well, as an entrepreneur you just need to launch 
the campaign on the Indiegogo webpage or on arrow.com. In 
c e your project relates to electronics, it will be automatically 


Student Day @ Embedded World 2019 


C J: Arrow has also been one of the main sponsors of the 
Student-Day at Embedded World for years. Can you tell our 
readers something conclusive? 

Christian: Arrow has been a sponsor of Student Day for 
several years. We also want to attract the attention of 
tomorrow's engineers. First, because we are always looking 
for new employees and have an initiative through our 
Graduate Development Program to offer young graduates 
a career entry program. Furthermore, all of them are 
potential developers we want to realize innovative projects 
with in the future. Of course, we also support students in 
their projects within the scope of their studies. 


reviewed by an Arrow engineer. Next step is that we get in 
contact with the entrepreneurs and in this case it depends on 
the campaign / project which service is needed. Some of the 
Fast Forward start-ups looked into this straight away and dis¬ 
cussed with us the next step of production or modification of 
their device. Some of them launched an Indiegogo campaign 
and plan to work closely with us moving forward. 

C.J.: How exactly can Arrow help startups deal with 
prototyping and manufacturing challenges? 

Christian: Arrow has a partner program with companies we 
work with for this support. If a startup needs support for the 
CAD design, software, certification, production or something 
different, we work with experienced partners who can offer 
this service. These are the same partners we work with on our 
traditional customer projects. Additionally an Arrow engineer 
supports startups during the full process. 


C.J.: What does it mean to become Arrow Certified? 
What are the benefits? 

Christian: Arrow is reviewing all campaigns from Indiegogo. If 
we think a campaign is a great idea, we issue the "Arrow Cer¬ 
tification" which is published on Indiegogo. This might lead to 
more investors given it is visible that Arrow sees a potential. 


C.J.: Arrow had two separate zones electronica 2018 
where it showed off the solutions it can deliver. One zone 
was focused on Internet of Things solutions. 

The other focused on software solutions. The Elektor 
community will be very interested to learn about what 
Arrow is doing with software. 

Christian: Arrow is a global technology and services provider. 
Nowadays the biggest part of the developing phase is the soft¬ 
ware development. To offer the right services we have soft¬ 
ware resources and we want to support our customers with the 
latest technologies and technical trends. Artificial Intelligent 
(AI) is coming more and more, so this is just one example 
we're focusing on. 

C J.: Tell us out about Arrow's commitment to fostering 
startup growth. How does sponsoring events like elec¬ 
tronica fast forward figure into Arrow's overall plan to 
engage and support the electronics startup scene? 

Christian: As we talked already about the Fast Forward award 
and the high level of innovation the startups demonstrated, 
Arrow wants to drive this innovation. The goal is to guide start¬ 
ups with our services and experience to build a long-term busi¬ 
ness relationship. With Indiegogo and such events we can get 
in direct contact with entrepreneurs. We'd like to get in con¬ 
tact with them at a very early stage of the development phase. 
The sooner a startup gets in contact with us, the better we can 
support them. As startups don't know business partners like 
us in detail, such events present us with great opportunities. 

C.J.: Thousands of Elektor community members have 
great ideas for innovative new electronics products. But 
many of them think of themselves as engineers, not 
as businessmen and businesswomen. And thus, they're 
reluctant to take their first step down the path of becom¬ 
ing entrepreneurs. Do you have any advice or words 
of encouragement for these potential startup leaders? 

Christian: I think most important is that you are 100% sure 
to do this step. Second: don 't do it alone. You will see that 
the workload is too high to cover all tasks by yourself and you 
can't be expert in finance, engineering and marketing. Many 
entrepreneurs don't see all the needs, they are mainly devel¬ 
opers and not sales or marketing experts. You can have the 
best product but if no one knows it or it's too expensive, you 
can't sell it. At the Arrow partner network we have compa¬ 
nies, who guide startups regarding these requirements. They 
will provide you with a marketing analysis, support on how to 
run a crowd funding campaign or get financial support. Arrow 
is happy to support on logistics and technical support. N 
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An Introduction to 

Embedded Motion Control 


By Dr. Stephan Kubisch, Head of R&D, Trinamic 

This article provides an introduction to, and 
overview of, the subject of embedded motion 
control and some considerations for design 
engineers when implementing motion control 
in embedded systems. Embedded motion 
control is a major emerging trend that's 
being driven by the interconnectedness of 
many different systems, such as new edge 
device applications in the Internet of Things (IoT) 
and the industrial IoT (IIoT), as well as other trends 
such as increasing integration and miniaturization of 
systems, and the spread of mobile/wearable consumer 
electronics - and artificial intelligence (AI). 


What's driving the emergence of 
embedded motion control? 

Several different trends, both application related and user (engi¬ 
neering) related, are working together to spur the increase 
in embedded motion control. Even before the recent emer¬ 
gence of IoT and IIoT edge devices, many of these trends were 
already occurring. 



Figure 1: Miniaturised PCB custom-made for a perfect fit in Ossur's Power 
Knee, a battery-powered prosthetic leg. 


• (Application related) Simultaneous increasing miniaturisa¬ 
tion/integration and automation: One of the most import¬ 
ant trends, and one that influences so many others, is 
the increasing miniaturisation and integration of systems, 
components, and assemblies, at the same time they are 
also being automated. This is also true in new minia¬ 
ture motor types with very small form-factors, for exam¬ 
ple Faulhaber PRECIstep stepper motors [1]. Demand for 
stepper motors overall continues to rise, due in part to a 
rise in demand for miniature motors, according to a report 
by P&M Market Research reports [2]. Although industrial 
machinery has been the largest market segment for step¬ 
per motors, said this report, their rising use in medical 
equipment, desktop manufacturing, or home automation 
will drive market growth by 2023. 

• Electromechanical actuators are getting smaller and so 
is the available space for some kind of driver stage or 
embedded electronics. At the same time, what could be 
implemented before only in large microcontrollers (MCUs) 
can now be done in small, smart, highly integrated solu¬ 
tions. Engineers are looking for the most amount of inte¬ 


gration, both functionally and physically, in the smallest 
possible space. This is true of both silicon and product 
packaging, as more engineers make use of systems-on- 
chip (SoCs), and system-in-package (SiP) configurations 
paired with a small-outline printed-circuit board (PCB). 

• (Application related) New applications enabled by min¬ 
iaturisation/ integration: Increasing miniaturisation and 
integration, and increasing automation, are already occur¬ 
ring in what have been the typical application areas for 
motion control: industrial automation, robotics, laboratory 
automation, and medical equipment systems. 

The miniaturisation/integration trend is also enabling many 
new mobile, wearable, and other lightweight systems in med¬ 
ical and consumer-side applications (Figure 1). Design needs 
here are driven by mobility, battery power, and connectivity, 
which require small devices, in addition to the building block 
approach to motion control design. A good example is smart¬ 
phones: years ago they had lots of dedicated voice and graphics 
processors, and a general processor for the operating system. 
Today, these have all been integrated into a single processor. 
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Other applications being enabled by this trend include 3D 
printing, and IoT-connected devices for consumers. This lat¬ 
ter group includes connected home devices such as window 
shades, blinds, and cameras for smart home systems; environ¬ 
mental controls such as connected thermostats; appliances; 
robots; drones; automotive; and consumer devices that require 
stepper motors. For wearables, some examples are small por¬ 
table insulin pumps containing small stepper motors, which 
also need a wired or wireless interface and are battery driven, 
and virtual reality goggles. 

• (Application related) Growing interconnectedness fostered 
by the IIoT: Networks are growing. Bandwidth is growing. 
The amount of information exchanged over all networks, 
including over the Internet, is growing. Global semicon¬ 
ductor and technology companies are placing their highest 
focus on solutions for networking, for data centres, and 
high-bandwidth communication technologies - in global 
telecommunication and media, in industrial control appli¬ 
cations, as well as in automotive and home networks. 

To keep pace with this development requires more intelli¬ 
gent systems, including motion control and drive solutions 
at the network edge with standardised APIs and standard 
interfaces so these systems can understand and communi¬ 
cate with each other. 

• (Application related) AI: Artificial intelligence is a trend 
on the algorithm side, in software and dedicated hard¬ 
ware, and it is a radical change. AI allows for intelligent 
and autonomous machines, it allows for systems that make 
decisions based on their available "information" without 
human control, it allows for learning/adaptive machines, 
and it allows for interactive machines. Because of AI, new 
application areas are emerging which will become com¬ 
modities in a few years, such as advanced robotics in fac¬ 
tories [3] and in medical applications, the transportation & 
delivery industry, or toys. Nevertheless, to actually interact 
with the real, physical world — transforming digital infor¬ 
mation into physical motion and vice versa — Al-based 
systems require smart actuators. Such smart actuators are 
examples of embedded motion control systems. 

• (User/engineer related) Software-centric engineering: 

At the same time, a different trend is also making stan¬ 
dardised APIs and interfaces a must. TRINAMIC Motion 
Control is seeing a new generation of engineers focused 
more on software and applications than on the hard¬ 
ware design of motion control and motor control. Because 
more and more engineers are not familiar with the phys¬ 
ics of motion control and motors, or an understanding 


of mechanical and materials challenges, standardised 
interfaces and APIs have become increasingly important. 
These engineers want to work with interfaces, not motors, 
so they expect motion control solutions that incorpo¬ 
rate these and are ready to use. This trend is raising the 
abstraction level needed in the products engineers use 
for development, which in turn makes the building block 
approach to motion control a necessity (Figure 2). 



Figure 2: All control and communication embedded in KUKA's YouBot is 
taken care of by Trinamic, freeing KUKA's engineering teams from motion 
control so that they can focus on their core expertise instead. 


• (User/engineer related) Hiding complexity: Two differ¬ 
ent drivers are helping engineers develop systems with¬ 
out having to deal with all the complexity of these new 
small systems with their multiple sensors, algorithms, and 
interfaces. In addition to the increase in embedded motion 
control, which hides the complexity of interfaces by pro¬ 
viding them out of the box, many design components are 
becoming commodity and off-the-shelf. What has been 
exclusive before is now standard, in what design engineers 
expect from a drive or a chip. Yet these still have the same 
complexity, which is why no one wants to implement these 
functions all over again, so they must be made available 
as building blocks. 
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What exactly is embedded motion control? 

Embedded motion control not only means using an embedded 
system for motion control tasks or implementing the motor 
and motion control functions in highly integrated microchips. 
Embedded motion control means more than just motor con¬ 
trol. It means the whole motion control system in miniature. 
So what does this mean in detail? 

• It's about communication and synchronisation: This 
means communication with higher-level control entities in 
IoT/IIoT environments, with multiple actuators and sen¬ 
sors, but also synchronization across multiple systems or 
in multi-axis application scenarios. Engineers must con¬ 
sider not only a motor and how to use it in the application, 
but also how the actuators connect to and interact with all 
the other building blocks in a real, physical system. 

• It's about abstraction and ease-of-use: This means 
embedding motion control tasks and related functions in 
a complete, out-of-the-box subsystem that puts together 
electronics, software, interfaces, motors, and sensors. 
Motion control has become a building block. Engineers 
want this and need this. The reasons are challenging time- 
to-market requirements and the need to focus on the 
actual application layer instead of "standard" or "base" 
functions. 


TRINAMIC Motion Control 

Instead of semiconductor makers that just want to sell more 
chips, TRINAMIC Motion Control (TMC) began with engineers 
who wanted to design better drives. Its founders knew 
that designing motion control technology in hardware, not 
software, was essential for motors that work efficiently, reliably, 
smoothly, and quietly. 

The Hamburg, Germany-based fabiess semiconductor 
company's own motion control architecture divides power 
electronics into three building blocks: a microcontroller for 
digital processing, a driver that translates digital signals 
into electrical power, and a gate driver plus power switches. 
This simplifies development, and makes it easier to design 
components best suited for each block. In 2015, TMC became 
the first supplier worldwide with an EtherCAT-compliant slave- 
controller IC for integrating complex, real-time, latency-free 
I/O peripherals. 

TMC now has over 20 years of application experience in 
embedded motion control. It develops and sells ICs, modules, 
and integrated mechatronics to market-leading manufacturers 
worldwide. Examples include Ecovent, GE, Honeywell, Kuka, 
Markforged, Ossur, Xerox, and Zeiss. The company's products 
have been integrated into a wide range of applications in 
digital manufacturing, biotechnology, lab automation, materials 
handling, and factory automation. 


• It's about the mechanical side: motion and motor control 
are always related to mechanics, rugged or harsh environ¬ 
ments, and various physical constraints. With increasing 
miniaturisation, space is also limited or requires custom 
outlines. Designing embedded motion control systems 
always starts on the mechanical side — this is key. 

To summarise the typical attributes of embedded motion con¬ 
trol systems: 

• They combine different blocks that had previously been 
separate: control/bus interface, application software, sen¬ 
sors, actuators, and some piece of "intelligence." 

• They hide complexity by encapsulating sophisticated algo¬ 
rithms and functions — or even just common state-of-the- 
art functions. 

• They can "talk" using a standardised protocol and offer 
an API. Thus, they offer an excellent software interface, 
which is welcome in AI applications for example. 

• They can do more than just spin a motor: they can also 
evaluate sensors, preprocess data, act mostly auton¬ 
omously, and offer safety & monitoring functions and 
diagnosis. 

• Embedded motion control solves mechanical challenges. 

• Embedded motion control systems transfer digital infor¬ 
mation into physical motion (Figure 3). 

Considerations for implementing 
embedded motion control 

What makes embedded motion control so attractive to today's 
design engineers? It's cheaper, available off-the-shelf in ready- 
to-use building-block form so it saves development time, and 
includes standard interface protocols. 

The lower cost of embedded motion control comes from shorter 
time-to-market, reduced overhead cost of firmware develop¬ 
ment and updates, and reduced BOM cost. These three advan¬ 
tages are especially important in certain application areas, such 
as consumer electronics. 

In connected IoT/IIoT-related applications, since they are small 
and often mobile, energy efficiency and noise control are at 
least as important as cost, and can be major design challenges: 

• Energy efficiency: low voltage, (sensorless) field-oriented 
control, offloaded processor. 

• Noise cancellation: microstepping, current control, and 
voltage control for smooth, precise, and ultimately silent 
motion. 

There are several overall considerations when making the deci¬ 
sion of whether to implement embedded motion control. Design 
engineers should ask themselves: 
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Figure 3: Top-level block diagram of the TMC8670 shows the different blocks that are all combined in one single motor driver chip, such as 
communication and FOC in hardware. 


• What's my sweet spot in terms of cost? 

• Am I an expert in motion control or not? 

• Can I/do I want to do it on my own? 

• How much time for developing my application can I 
eliminate? 

Trinamic has addressed several of these themes in two white 
papers: "How motion control defines system design — The 
engineering view" [4] and "Build vs. Buy: Why Developing 
Your Motor Driver with Smart Microsystems May Be Your Best 
Option." [5] 


Another example of integration and miniaturization is Trinam- 
ic's TMC4671 [10], a fully integrated servo controller with inte¬ 
grated analog-to-digital converters (ADCs), position sensor 
interfaces, and position sensor interpolators, and the PANdrive 
products [11], which are complete drive systems, including 
motor, ready to be used out of the box (Figure 4). 

If you think about all of these trends like AI, IoT, and IIoT, it 
becomes clear that they are typically located more on the pro¬ 
cessing and communication side. Nevertheless, many systems 


While all of these are key questions, time-to-market is an 
ever-increasing factor and development times are shrinking 
rapidly. In fact, engineers at Trinamic are affected by this, too, 
during our own internal design process. For example, several 
new customers for custom projects have said they need to get 
a board working in only two weeks. So it's important to keep in 
mind that, while some engineers might want to design every¬ 
thing themselves, that may take too long for today's reduced 
product development cycles. 

Conclusion: examples of embedded motion control 

The design of motion control is no longer difficult or compli¬ 
cated: instead, it has become a set of mainstream functions, or 
building blocks, which can help designers reduce their develop¬ 
ment overhead. We can now embed functions and sub-blocks 
physically (motor, sensors, housing, physical interface) and 
logically (algorithms, communication stacks, dedicated hard¬ 
ware accelerators), combined according to an engineer's spe¬ 
cific application needs. 

Examples of increasing integration and miniaturisation can be 
found in Trinamic's smart stepper controller + driver IC fam¬ 
ily, such as the TMC5130 [6] /TMC5160 [7] integrated motor 
driver and motion controller IC. The TMC5072 [8] can even 
drive two motors directly out of the IC. The TMC8670 dedi¬ 
cated EtherCAT motion controller IC [9] is an example of the 
highest levels of integration. It's an SoC with a field-program¬ 
mable gate array (FPGA) and a real MCU inside, and includes 
EtherCAT real-time bus interfaces, protocol stacks, plus servo 
motor control in a single device. 
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TRINAMIC PANdrive Architecture 



Figure 4: Top-level block diagram of a PANdrive™ smart motor solution by Trinamic. 


need a bridge to the real world. When people think about the 
IoT, they think sensors and data (the cloud). However, it's the 
actuators that give meaning to the IoT and make life comfortable 
by enabling the physical cloud, which consists of all the physi¬ 
cal devices connected to the Internet. Embedded motion con¬ 
trol is this bridge that connects the digital to the physical. N 
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[11] : https://www.trinamic.com/products/drives/ 

pandrives-details/pd42-x-1670/ 


The Author 

After obtaining his degree at the University of Rostock, 
Institute of Applied Microelectronics and Computer 
Engineering, Dr. Stephan Kubisch started out as a Senior 
IC Designer at Trinamic in 2010. It wasn't before long that 
he became the Head of R&D, where he not only oversees 
the R&D department in the headquarters in Hamburg, 
Germany, but also the R&D team in Tallinn, Estonia. 



i 




16 Elektor Industry 1/2019 






























































Tools for Cyber Secure 
Software Development: 
The AdaCore Approach 



How do you know a Cyber system is 
really secure? That's a simple ques¬ 
tion on a very complex subject. One 
requirement of a cyber system is that 
the software must execute the given 
functionality correctly, without identify¬ 
ing weaknesses that could undermine 
or interfere with the system's mission. 


language standard) and extensive 
support for C and C+ + . 

• Codepeer, as a tool for static code 
analysis in Ada, with the help of 
which runtime and logic errors in 
existing code bases and during 
new development can be found 
quickly and easily. 



These vulnerabilities can allow access 
to the cyber system and allow attack¬ 
ers to gain control over the system 
or the data. In order to handle this 
requirement cost-effectively, program¬ 
mers should use a programming lan¬ 
guage and the necessary tools from 
the outset to identify and avoid errors 
and vulnerabilities early in the devel¬ 
opment cycle. Because only in early 
phases these errors can be corrected 
the easiest. 

AdaCore has provided tools to achieve 
this goal since its founding in 1994 
and serves customers in security-crit¬ 
ical domains such as aerospace, 
defense, finance and transportation. 
The company portfolio includes: 

• The GNAT Pro development envi¬ 
ronment, with a complete set of 
tools for the programming lan¬ 
guage Ada (in all versions of the 


• The SPARK Pro Toolbox, which 
allows the possibility of mathemat¬ 
ically based proofs for the verifica¬ 
tion of software, for example, the 
absolute freedom of runtime errors 
in software. 

• The QGEN Toolbox with qualifiable 
and customizable tools consisting of 
a code generator and model verifier 
for a secure set of Simulink(©) and 
Stateflow© models. 

CodePeer and SPARK Pro were recog¬ 
nized as CWE-compatible tools by the 
MITRE organizations in the Common 
Weakness Enumeration Compatibil¬ 
ity and Effectiveness Program. Both 
tools detect a variety of weaknesses 
in the code, such as buffer overflows 
and many more of CWE's Top 25 Most 
Dangerous Software Errors. 


www.adacore.com 
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By C J. Abate, Elektor Industry US correspondent 



electronica Fast Forward Winner 

Wizama Honored 

at CES 2019 


WIZAMA BOARD GAME CONSOLE 


CONNECTED 

PAWNS 


CONNECTED 

DICE 


Wizama is scoring big. Less than two months after 
winning Second Prize in the 2018 electronica Fast 
Forward, the Startup Platform Powered by Elektor, 
the Brittany, France-based game design company 
has been named an Innovation Awards honoree at 
CES 2019. 


Wizama presenting at CES 2019. 


Querom, V-Juice, ValCUN, Volabo, and Wizama. The next day 
the 'wildcard' was awarded to Wisebatt, raising the number 
of finalists to seven in total. After the final round of pitches, 
Teiimo — a start-up company specializing in wearable elec¬ 
tronics and smart textiles — was unanimously chosen as the 
overall winner. 


With its interactive board game console, Wizama combines the 
fun of traditional board games (cards, dice, and pawns) with 
21st-century digital gameplay. The SquareOne game console 
features a built-in touchscreen, speakers, and game pieces 
such pawns, dice, and cards. User can update profiles, choose 
languages, and record games. According to the team, the game 
console is intended to "bring board games to life to catch the 
attention of young players, while maintaining the conviviality 
and sociability of board games." 

Wizama is scoring big. Less than two months after winning 
Second Prize in electronica Fast Forward, the Startup Platform 
Powered by Elektor, the Brittany, France-based game design 
company has been named an Innovation Award honoree at 
CES 2019. 

Wizama offers several games, including: Cosmo Squabble 
(2-on-2 spaceship battle), Atlantis (rebuild a city), Chromacy 
(game of conquest), Chessaria ("chess meets Zelda"), Kru- 
bera (shoot monsters to collect gems), Fist Full of Screw (roll 
player game in a junkyard), Noara (Tactical MOBA in a fantasy 
universe), and Oya Stones (a racing game inspired by Game 
of Goose). 

The Wizama team includes Franck Botta (CEO/CTO), Florent 
Guitton (COO), and Damien Botta (HR Manager). Visit www. 
elektormagazine.com/labs/contest/e-ffwd-contest to learn more 
about Wizama and other innovative participants, electronica 
Fast Forward 2018 was organized in collaboration with at the 
world's most important electronica trade show in Munich. Three 
intense days of presentations resulted in six finalists: Teiimo, 


Interested in promoting your startup? Check out www.elek- 
tormagazine.com/p-ffwd for the next edition of Fast Forward 
which takes place at productronica 2019 in Munich, Germany 
(November 12-15, 2019). N 



Wizama presenting at CES 2019. 
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Keysight Technologies Delivers Professional 
Functionality in Entry-Level Oscilloscope 


Keysight Technologies, Inc. have announced their new 
200 MHz, 4-channel models of the InfiniiVision 1000 X-Se- 
ries oscilloscopes, providing professional-level measurements 
and capabilities at an affordable price, including 4-wire Serial 
Peripheral Interface (SPI) decode and remote connection via 
local area networks (LANs). 

The new InfiniiVision 1000 X-Series oscilloscopes use the 
same user interface and measurement technology found in 
the higher performance Keysight InfiniiVision oscilloscopes. 
The intuitive front panel is easy-to-use and features built-in 
help enabling customers to quickly understand oscilloscope 
functions and improve overall test efficiency. Seventeen com¬ 
plementary training signals are preloaded to ensure rapid 
use of the advanced measurement and analysis capabilities 
inherent in the InfiniiVision 1000 X-Series. 

The InfiniiVision 1000 X-Series oscilloscopes are available 
at 70, 100, and 200 MHz of bandwidth and accelerate inno¬ 
vations with: 

• Custom Keysight MegaZoom IV ASIC technology which 
delivers 50,000 waveforms per second update rate and 
2 GSa/s sample rate which allows visualization of random 


and infrequent glitches and anomalies that similarly priced 
oscilloscopes might miss. 

• Six-in-one instrument integration including a frequency 
response analyzer (Bode plotting), function generator, pro¬ 
tocol analyzer, digital voltmeter, and frequency counter, 
which saves valuable bench space. 

• Standard LAN connectivity enables multiple engineers to 
work on one instrument by connecting to the network via 
LAN and accessing an Internet browser for remote control. 
This allows students and coworkers to share equipment and 
work on projects from anywhere, saving time and money. 

• Professional-quality measurements and software analy¬ 
sis capabilities including 24 automatic measurements, the 
gated (FTT) function, and mask testing help quickly ana¬ 
lyze and determine signal parameters. 

The new InfiniiVision 1000 X-Series models are bandwidth 
upgradable via software license, enabling customers to pur¬ 
chase the bandwidth needed now, and upgrade as designs 
evolve in the future. 


https://connectlp.keysight.com/FindYourLocation_1000Xoscilloscope 
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Software Integrity Protection 

Wibu-Systems mission statement 
for the Cyber Alliance 


r 



By Oliver Winzenried, CEO, 
WIBU-SYSTEMS AG 


Wibu-Systems' hardware secure elements (CmDongles) are available in several form factors. 

V___ 



The integrity of embedded systems can be ensured through the use of cryptographic methods in a clearly 
defined process and a secure hardware device for key management and state storage. With CodeMeter, 
Wibu-Systems offers a smart card-based protection system, which is available for industrial interfaces. 
CodeMeter supports common operating systems like Windows, macOS, Linux as well as Windows Embedded, 
Real Time Linux, VxWorks and PLCs like CODESYS and more. It contains a secure implementation of 
symmetric and asymmetric encryption methods (AES, RSA, ECC) as well as hash functions (SHA-256), 
functions for signature validation (ECDSA) and a random number generator. CodeMeter includes all the 
available tools needed to implement all the steps described above for integrity protection, software protection 
and the prevention of code tampering. 


Control systems are increasingly inter¬ 
connected and communicate via public 
networks. Cyber-Physical systems merge 
the analog world with the physical world, 
and the digital world with virtual reality. 
This is also referred to as "Industry 4.0", 
a trend which offers not only comfort and 
added value, but also opens the systems 
to the outside, thus intensifying the risk 
of attacks from outer sources. 

This added risk is real and gives rise to 
a need for additional counter measures; 
not only to prevent the loss of intellec¬ 
tual property but to prevent the introduc¬ 
tion of malware through malicious code 
tampering. By using the right integrity 
protection measures security layers can 
be added to accomplish these new pro¬ 
tection tasks. 


What is integrity protection? 

The term "Integrity Protection" encom¬ 
passes security measures, namely pro¬ 
tection of system resources, programs 
and data against unauthorized manipula¬ 
tion, or at least identification and display 
of such modifications. 

The challenge consists in guaranteeing 
data integrity, and, if not possible, bring¬ 
ing the system to a safe mode and stop¬ 
ping the execution of any function. 

The best integrity protection solutions 
are based on cryptography and associ¬ 
ated security mechanisms, such as digital 
signatures and message authentication. 

Where are the touch points for 
copy and know-how protection? 

With copy protection we intend to prevent 
the counterfeiting of complete machines 


and equipment. IP protection means the 
protection of the proprietary algorithms 
and methods from reverse-engineering. 
To effectively withstand the increase in 
counterfeiting of complete systems, the 
protection of software and data of these 
systems gains critical importance. 
Currently software represents a signifi¬ 
cant investment; in addition the software 
innovations in machinery and plant engi¬ 
neering are on the rise. 

The automotive sector alone is respon¬ 
sible for 90% of all electronic- and soft¬ 
ware- driven innovations; it is estimated 
that the software-based added value will 
increase to 40% over the next few years. 
The results of a survey conducted by 
VDMA in 2018 show a sales shortfall of 
7.3 billion euro in 2018. 7 out of 10 com- 


20 Elektor Industry 1/2019 












panies are affected by product piracy and 
43% of the manufacturers are suffering 
from reproduction of complete machines. 

21% of the respondents said that they 
are ready to implement technical pro¬ 
tection solutions. 33,000 jobs could be 


terns increases, the relevance of digital 
data protection in production and, more 
generally, of networked data protection 
and systems integrity will play a much 
greater role. 

New solutions based on strong encryp- 



created in the German machinery and 
plant engineering industry, if only prod¬ 
uct piracy was reduced. The chart in 
Figure 1 shows the rising trend in 
recent years. 

I 

An effective software protection solution 
| is therefore a fundamental requirement 
1 for the protection of product innovations. 
As the digitization of production sys- 

i 


tion and embedding secure hardware 
elements (like dedicated ASICs and 
smart card chips) can be used for soft¬ 
ware protection, IP protection as well 
as integrity protection. 

Basic glossary of cryptography 

To better understand the processes 
described below, here is a brief expla¬ 
nation of some terms: 


Mechanical and Industrial Engineering Enterprises Affected by Product and Brand 
Piracy over Time 
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Number of companies affected compared to previous years. 


N=136 (2018) 


Figure 1: Revenue and damage caused by product piracy (source: VDMA). 
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Symmetric Encryption: With symmetric 
cryptosystems both parties use the same 
key or a simply derived key. Examples of 
a symmetric cryptosystem are FEAL (Fast 
Encryption Algorithm), IDEA (International 
Date Encryption Algorithm), DES (Data 
Encryption Standard) or AES (Advanced 
Encryption Standard). The advantage of a 
symmetric cryptosystem is a high encryp¬ 
tion rate, while the disadvantage or the 
challenge is the secure key exchange. 

Asymmetric encryption: With asym¬ 
metric cryptosystems, also referred to as 
PKI (Public Key Infrastructure), the parties 
don't have to share a common secret key 
in order to communicate. Unlike symmet¬ 
ric cryptosystems, a user creates a key 
pair consisting of a secret part, the pri¬ 
vate key, and a non-secret part, the pub¬ 
lic key. The public key allows anyone to 
encrypt data for the holder of the private 
key to verify his digital signature or for 
authentication. The private key enables 
its holder to decrypt data which has been 
encrypted with the public key, to create 
digital signatures and to authenticate. 
Examples of asymmetric algorithms are 
RSA (Rivest, Shamir and Adleman) or ECC 
(Elliptic Curve Cryptography). 

Hash functions: A hash function is a 
function that maps a string of arbitrary 
length to a character string of fixed length. 
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A cryptographic hash function is a spe¬ 
cial form of the hash function, which is 
additionally collision-resistant or a one¬ 
way function (or both). Hash functions 
are used to verify the integrity of files or 
messages; to obfuscate password files; as 
a basis for digital signatures; as pseudo¬ 
random number generators and for the 
construction of block ciphers. Examples 
are MD5 as well as SHA-1 and SHA-256. 

Digital Certificates: A digital certifi¬ 
cate is a digital record that guarantees 
the identity for certain characteristics of 
people or objects, and whose authentic¬ 
ity and integrity can be verified through 
cryptographic methods. The digital cer¬ 
tificate contains in particular the data 
necessary for its verification. 

Widespread are the public key certifi¬ 
cates compliant with the X.509 standard, 
which confirm the identity of the holder, 
and other properties of a public crypto¬ 
graphic key. 

Attacks on Cyber-Physical 
Systems 

In order to develop effective methods 
aimed at preventing attacks, the threat 
scenario should be known. Some of the 
possible attacks to embedded systems 
are listed here below. 

1) Attackers develop a "fake device", a 
device that looks just like the original, 
but whose functions have been altered 
for nefarious purposes, that could be 
installed for example as a replacement 
part during equipment service. 

2) Attackers develop their own software 
and run it by replacing the memory 
card in the embedded system. 

3) Attackers extract the memory card out 
of the embedded system, manipulate 
the software and plug the card back 
into the system. 

4) Attackers modify the software on the 
embedded system by controlling the 
communication interfaces from the 
outside. 

5) Attackers monitor an embedded sys¬ 
tem, while in use by the application, 
in order to analyze it and to develop 
avenues of attack. 



Configuration data (Application) 
Application (Runtime) 
Operating System 


Hardware / Bootloader 



Figure 2: Basic structure of an embedded system. 


Development of an embedded 
system and its challenges 

In principle, a typical embedded system 
is designed in different shells. It has to 
be kept in mind that an outer shell can 
access the memory of an inner shell, 
whereas the opposite is not possible in 
most cases. The outer shell (hardware 
/ bootloader) is the initial shell of the 
overall process (Figure 2). 

The sequence below outlines the actions 
needed to implement an integrity pro¬ 
tection system. The step-by-step guide¬ 
lines show how the integrity can be guar¬ 
anteed level by level. The procedure is 
described in greater detail in the follow¬ 
ing sections. 


1) The boot loader verifies the integrity 
of the operating system and loads it 
after validation. 

2) The operating system only starts once 
the boot loader has been validated to be 
trust-worthy through a reverse check. 

3) The operating system verifies the 
integrity of the application and loads 
it only if it has been validated. 

4) The application only starts if the oper¬ 
ating system has been validated to be 
trust-worthy through a reverse check. 
The application verifies the integrity 
of the configuration data and only 
uses them if they are validated. 



1 


The Alliance for Cyber Security 

WIBU-SYSTEMS is actively involved with the Alliance for Cyber-Security, an initiative 
of the German Federal Office for Information Technology Security (BSI), which was 
founded in cooperation with BITKOM, the voice of the Information Technology, 
telecommunications and new media industry in Germany. The mission of the Alliance 
is to provide current, valid and complete information. With this goal in mind, it is 
collecting a great store of knowledge and expertise from the members which will be 
shared in the form of a comprehensive knowledge base supporting the exchange of 
information and experience. This article aims to contribute to the understanding of the 
main foundations underlying the use of integrity protection for electronic computers 
in a fully dedicated technical environment, the embedded systems. It is crucial that 
the know-how delivered with these devices be protected against reverse-engineering; 
more importantly the ever-growing threat of economic crime and cyber-wars is a 
problem that should also be tackled. 
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Figure 3: Encryption and signature of an application. 
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Figure 4: Integrity verification (Forward-Check). 


5) Should the configuration data also 
contain executable code, a verifica¬ 
tion of the application level of trust 
is also possible. 

Implementation of the 
integrity check 

First, the unprotected original software 
has to be signed and encrypted in accor¬ 
dance with the following procedure. 

The AxProtector, a commercial tool for 
software protection, will be used for the 
following steps: 

1) Calculation of the hash values of the 
original software 

2) Signature of the hash value with the 
private key of the vendor. 

3) Encryption of the Originals Software 
using a key that is generated from a 
seed value within the original soft¬ 
ware, a secret key of the vendor and 
some other parameters that the pub¬ 
lisher selects. 


4) Attachment of the public portion 
of the signature certificate to the 
encrypted software. 

The first part of the integrity check (for¬ 
ward check), i.e. the verification of the 
software to be loaded or the correspond¬ 
ing data, is carried out as pictured in 

Figure 3. 

The verification consists of the follow¬ 
ing steps, which are executed while the 
application is being loaded. 

This is performed with the aid of a sys¬ 
tem integrated tool, AxEngine from Wibu- 
Systems, see Figure 4. 

1) If a valid license is present, the en¬ 
crypted software is decrypted. 

2) The certificate attached to the creden¬ 
tials or the certificate chain is verified 
against the public root key. 

3) The hash value of the decrypted origi¬ 
nal software is calculated. 


4) The signature of the hash is verified 
using the public key. 

In addition to these necessary steps, 
further measures can be implemented 
increasing the security to a higher level, 
such as sophisticated handling of certifi¬ 
cates for the authorized use of a specific 
device. 

It is also possible to implement checks 
against a preset expiration date of the 
certificate, or the existence of a certificate 
revocation CRL List. Such verifications can 
also be executed periodically at runtime 
in the system memory (watchdog). 

The solution based on the CodeMeter 
technology covers the following steps, 
which can also prove especially effective 
in automated build processes: 

• Encryption of the program code, 
to prevent static code analysis and 
reverse engineering 

• Signature of the program code, of 
both the application and operating 
system image. 

• Storage of the shared secrets for 
decryption 

• Storage of the private signature key 
on the vendor's site. 

• Signature and hash verification dur¬ 
ing loading and runtime operations. 

Backward check 

This is the check that verifies whether 
the boot process was carried out correctly 
by the operating system. 

Unless this step is present, the integ¬ 
rity check of the operating system by 
the application is difficult to carry out 
because the subsequent step has only 
limited access to the previous step. 

To compensate for the missed access, a 
state machine in a trustworthy hardware 
is needed. Such configuration is found 
in the Trusted Computing Group, TCG. 
By using the so-called Trusted Platform 
Modules (TPM), it is possible to save cor¬ 
rect states in registries. 

These registries include, for example, mea¬ 
surements of the boot loader, which will be 
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Figure 5: Backward check with a Trusted Device. 
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Figure 6: Graphic representation of a certificate chain. 


considered later by the operating system 
to verify the integrity of the previous step. 

Figure 5 shows the process of a back¬ 
ward check using a "Trusted Device", 
which manages the current status. 

The "inner shell" is, for example, the 
operating system, the „outer shell" of 
the boot loader. The trusted device, e.g. 
a TPM chip or CodeMeter dongle, stores 
the status of the boot loader. Only when 
this has been executed correctly, can the 
operating system start. This also applies 
to the subsequent stages. CodeMe¬ 
ter offers, therefore, a secure status 
machine. This feature is called "Enabling". 

The decryption of the operating system, 
for example, will not be released until the 


integrity of the boot process has been 
validated; moreover the shared secrets 
are stored and not released until the pre¬ 
vious step has been successfully exe¬ 
cuted for the next step to occur. 

Pre-boot loader — the first step 

A safe first step is essential, since all 
subsequent checks depend upon its accu¬ 
racy. Attackers may in no case be able 
to decipher the code, or to extract secret 
keys. One solution is called "System on 
Chip" (SOC), in which these codes and 
keys are stored permanently on the chip, 
safe from any reading or manipulation 
attempted from the outside. 

This compact pre-boot loader simply 
ensures the integrity of the actual boot 


loader. To prevent attacks from the out¬ 
side, it is developed only once and cannot 
be updated on the system. 

Chain of Certificates 

Private keys are used for signing the pro¬ 
gram codes and parameters. These are 
saved in a secure hardware device, i.e. 
a CodeMeter dongle. The certificates are 
saved as files. They contain: 

• The Public Key. 

• Validity restrictions, e.g. expi¬ 
ration date or binding to a specific 
device. 

• The Purpose, for example, to sign 
the boot loader, the application, the 
configuration files, or to create other 
certificates. 

• Certificate of the key, which was 
used to create this certificate chain. 

It seems complicated at first. But makes 
sense in practice. The so-called root cer¬ 
tificate, which is at the top of the chain, 
is only used to create the certificates 
that will be utilized later in the process. 
The root certificate is stored securely and 
only used when new certificates must be 
created. The root certificate must not be 
compromised under any circumstances 
whatsoever. 

Figure 6 shows how the certificates for 
signing various program code and con¬ 
figuration files are derived from the root 
certificate and how the so-called "Certifi¬ 
cate Revocation Lists", CRLs are created. 
Consequently, if need be, through a sim¬ 
ple update of this list, the certificates of 
all devices in the field are revoked or 
invalidated. In the illustration: 

• Root certificates are valid indefi¬ 
nitely. They need to be locked in a 
safe place to prevent their loss and 
should only be used to create new 
Code Signing Root or Config Signing 
Root certificates. When the root cer¬ 
tificate has been compromised, the 

devices must be physically replaced. 

« 

• Code Signing Root Certificates 

are limited in time. They are used 
to create the actual Boot Signing 
and Code Signing certificates. In the 
case of loss, new certificates can 
be created with the aid of the root 
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certificate. Should the certificate be 
compromised, it can be added to a 
Certificate Revocation List (CRL) or 
forced invalid due to the expiration 
date. A CRL is present for example in 
the boot loader. 

• Boot Signing Certificates are used 
to sign the boot loader. 

• Code Signing x-Certificates are 

used to sign certain operating sys¬ 
tem images (like VxWorks) or appli¬ 
cations. These certificates receive 
additional parameters that are valid 
on specific systems only. These cer¬ 
tificates can be revoked just like the 
Code Signing Root certificates. 

• Config Signing Root Certificates 

are used to create a certificate for 
configuration data signature. Config 
Signing x-Certificates are used to 
sign configuration data. 

• CRL stands for "Certificate Revoca¬ 
tion List" and is used to revoke cer¬ 
tificates. Such lists are distributed 
online or through updates. N 
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btc EmbeddedTester base 

It's all about integration 


Contributed by BTC Embedded Systems AG 


BTC EmbeddedTester BASE is a 
tool for creating, managing and 
executing test cases on model 
and code level (MIL/SIL/PIL). 
With features like the connection 
to requirements management 
tools or the integrated coverage 
analysis, BTC EmbeddedTester 
BASE is your one-stop solution 
for Requirements-based Testing 
of Simulink/TargetLink models 
and generated or handwritten 
production code. 


Debugging 


Simulink 

TargetLink 

Microsoft Visual Studio 
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ts Management 

IBM DOORS 

PTC integrity 

Excel 

dSPACE SYNECT 

Import 



Write Test Results 

BTC EmbeddedTester BASE 


Test Authoring 
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Formal Test _ . .. 

Test Automation 

Requirements-based Test Generation 


Test Execution 


Import Test Architecture 


System Under Test 


TargetLink 

Simulink C-Code 

External Execution Environment 


Figure 1: Requirements management. 


Reporting 


• Test Results 

• Requirements Coverage 

• Model Coverage 

• Code Coverage 



Figure 2: The BTC Test Composer. 


Thanks to the tight integration with 
BTC EmbeddedSpecifier, it is also pos¬ 
sible to benefit from the power of for¬ 
malized requirements directly inside the 
requirements-based testing process, e.g. 
by automatically generating test cases 
from requirements, or by performing a 
formal test which automatically analyzes 
all test runs against all requirements. 

A complete API combined with a flexible 
plug-in concept allows adaptation and 
enhancement of BTC EmbeddedTester 
BASE features in order to address spe¬ 
cific project needs. 

Integrated with your 
development tools 

As shown in Figure 1 , BTC Embedded- 
Tester BASE provides a tight integration 
with Simulink and TargetLink, making it 
the perfect tool for the test of models and 
production code. For larger models, sub¬ 
functions can be tested independently 
without the need for model modification. 

A direct connection to requirements man¬ 
agement tools such as IBM DOORS, PTC 


Integrity or dSPACE SYNECT ensures reli¬ 
able traceability of requirements while 
avoiding error prone exchange formats 
like Excel. Test cases can be imported/ 
exported in various formats including 
Excel, MAT, XML, SignalBuilder or MDF. 
Additional formats can be easily inte¬ 
grated via a plug-in mechanism. 


Smart and powerful test 
authoring 

With BTC TestComposer we provide a 
powerful editor for functional test cases 
directly within BTC EmbeddedTester BASE. 
In contrast to generic editors such as 
Excel, TestComposer knows all details 
about the test architecture and protects 
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Requirement Coverage 
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Figure 3: Requirement Coverage in one overview. 
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Figure 4: The Formal Test Add-On in action. 

users against invalid data entry. Further 
features include a signal generator, a 
graphical viewer, flexible tolerance han¬ 
dling and verdict functions. You can run 
test cases directly within the editor, allow¬ 
ing you to visualize the results (Figure 2). 

Coverage on all levels 

For ensuring completeness within a 
requirements-based testing workflow, 
different coverage metrics should be 
measured and documented. While this 
usually requires a combination of various 
tools and scripts, BTC EmbeddedTester 
BASE centralizes the analysis for require¬ 
ment, model and code coverage within 
one user interface (Figure 3). Code cov¬ 
erage is calculated automatically in the 
background, therefore no instrumenta¬ 
tion is needed during the simulation of 
the production code. 

Flexible Debugging 

If a test case is failed, BTC Embedded- 
Tester BASE allows exporting a corre¬ 
sponding debug environment. This can 
be done either as a Simulink/Target- 
Link model, or as a Microsoft Visual Stu¬ 
dio project. In both cases, the debug 


environment is self-contained making 
it easy to exchange with colleagues or 
third parties. 

Formal Test Add-On 

With the Formal Test Add-On (Figure 4), 
the verification of safety critical require¬ 
ments is taken to a whole new level. 
After being formalized with BTC Embed- 
dedSpecifier, the formal requirements 
are automatically available within BTC 
EmbeddedTester BASE and shows if a 
particular requirement is violated by 
any of the test cases. Additionally, the 
formal requirements bring a meaning¬ 
ful and smart definition of requirement 
coverage based on its internal structure. 
This allows you to easily assure that all 
requirements are fully tested. 

Requirements-based Test 
Generation Add-On 

In case a particular formal requirement is 
not fully covered by existing test cases, 
the Requirements-based Test Generation 
add-on allows generating missing test 
cases fully automatically. M 
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Designing NVMe SSD 
for Industrial Applications 

Moving Forward - Native PCIe Interface SSD for Industrial Applications 


By Precyan Lee, Product Division Leader of Industrial SSD and Memory Solutions, Advantech 



SSD performance is one of the biggest considerations when designing industrial applications. SSD technology 
is still evolving from PATA to SATA and the speed of its interface continues to increase. The PCIe interface 
appeared in the market almost at the same time as SATA 3.0 Gbps (Gen. 2) became popular. But due to the 
limitations of Flash IC technology and lack of host support, PCIe SSD wasn't successful. That is until today, 
Flash IC performance has now fully caught up. 



SATA Gen. 3 

PCIe Gen. 3 x2 

PCIe Gen. 3 x4 

Interface bandwidth 

6 Gb/s 

16 Gb/s 

32 Gb/s 

Real product throughput 

560 MB/s 

1.97 GB/s 

3.94 GB/s 


DOS driver support for PCIe storage 
devices, and chipset native NVMe pro¬ 
tocol support are ready to make the 
next big leap forward. As PCIe SSD 
has matured and become an important 
storage option for certain market seg¬ 
ments, this paper discusses options for 
designing NVMe SSDs into industrial 
applications. 

Performance benefits 

The throughput of the PCIe interface is 
the most crucial value for users or sys¬ 
tem integrators. The table below shows 
the general bus speeds and differences. 


The superiority of the PCIe product is 
plain to see. 

PCIe SSD applications such as data cen¬ 
tres, image / video processing, machine 
vision, and all applications that perform 
intensive data processing on storage 
media, all benefit from such performance 
levels. 


In order to ensure the same high-per¬ 
formance levels with NVMe SSD media, 
which is at least 3 times 4 faster than 
SATA-based SSD, the data bus signal 
quality needs to be taken into account. 
Poor signal quality not only compromises 
data throughput, but also causes major 
reliability concerns. The host PCIe bus 
design that compliments NVMe has to 
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follow open device interface specifications 
for accessing non-volatile storage media 
attached via a PCI Express (PCIe) bus, 
and the system has to be verified by pro¬ 
fessional third-party signal integrity test 
labs. By doing so, compatibility between 
host (motherboard) and device (NVMe 
SSD) can be further assured. 

Platform compatibility 
Form factor selection 

I/O flexibility and compact design are 
often requested for industrial applica¬ 
tions. As a result, embedded systems or 
embedded motherboards tend to incor¬ 
porate different interfaces and sockets 
for different requirements. Even a small 
form factor board would still have a Mini- 
PCIe socket, an M.2 socket, and even 
a PCIe connector for different applica¬ 
tion scenarios. Having an SSD selection 
would also enhance overall system design 
flexibility so several selections of NVMe 
based SSD for popular PCIe sockets are 
available for industrial motherboards. 


is their very diverse specifications, which 
can be categorised in different keys as 
shown in the table below: 

Hardware and software 
requirements 

NVMe is new protocol for PCIe, it requests 
a certain level of chipset and OS driver 
support to work with its full functionality. 

• Hardware - Intel 6th generation core 
processors (Skylake, Kaby Lake, Cof¬ 
fee Lake) 

• OS - Windows 7 requests additional 
driver installation while Windows 
8.1, Linux Kernel 4.4.16 and their 
newer versions already have the 
NVMe driver built-in. 

Sophisticated power 
management design 

In order to support stable performance 
and industrial level reliability, the stability 
of power and voltage inputs for the IC in 
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MiniPCIe — one of the most popular sock¬ 
ets for industrial motherboards and avail¬ 
able on most boards. By default, supports 
xl interface, but with adjustments on both 
board and device x2 interface is possible. 

M.2 — is becoming popular not only for 
storage, but also wireless connection 
modules. The biggest problem with M.2 



Lanes 

Common application 

B key 

x4 

RF, cellular 

M key 

x4 

Storage 

A + E key 

x2 

WIFI 


Automatic Internal Soft Start Operation 

Current 



Figure 1: Reducing inrush current ensures a stable voltage level and prevents data read/write errors. 



Figure 2: This SSD internal power sequence 
ensures best efficiency and stability. 


NVMe SSDs is more important than the 
other kind of SSD. Several power manage¬ 
ment approaches should be considered. 

« 

Automatic internal soft start 
operation 

Reduce inrush current during instant 
power on, so the voltage level will be 
stable and not lead to data read/write 
errors (Figure 1). 
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Power sequence control 

There are multiple components (Flash IC 
/ Controller IC / DDR IC) requesting sep¬ 
arate power supply. A power sequence 
control function based on programmable 
on/off sequencing of multiple power sup¬ 
plies (Figure 2) ensures the SSD inter¬ 
nal power sequence will be well organ¬ 
ised to achieve high working efficiency 
and stability. 

Low power mode control 

In low power mode setting, the SSD 
operates in light load mode. To keep 
SSD working efficiently it relies on sta¬ 
ble power switching, driving loss protec¬ 
tion, and quiescent current. Normally a 


Figure 4: Power failure protection mechanism. 


power management IC will be needed 
to ensure stable 30 uA quiescent cur¬ 
rent (Figure 3). 

Power Failure Protection 

A proper power failure protection mech¬ 
anism has to be implemented in order to 
maintain the highest level of data pro¬ 
tection. This complete scheme as pic¬ 
tured in Figure 4 combines four differ¬ 
ent functions — Power Failure Saver, 
Power Drop Catcher, Flush Manager, 
and Voltage Stabilizer. Details can be 
referred to another designated white 
paper: Complete Power Failure Protec¬ 
tion for SQFIash [1]. 


Thermal solution makes NVMe 
SSD suitable for industrial 
applications 

NVMe SSDs made with high frequency 
processors (controller) consume more 
power, which also generates more heat 
than traditional SSD. For reliable usage 
in industrial applications, even wide tem¬ 
perature scenarios, Advantech's SQFIash 
NVMe series products are designed with 
several features that make them even 
more reliable. 

• Pre-design thermal simulation 
— thorough thermal simulation 
before and after PCB layout checks 
thermal weak points and deploys 
proper solutions to reduce mas¬ 
sive heat buildup in real applications 
(Figure 5). 



Figure 5: Heat buildup analysis using a 
thermal camera. 


• Industrial heatsink design — for rug- 
gedized applications that require 
high performance, NVMe SSD is the 
only option. Heat generation from 
SSDs is a big obstacle and prevents 
NVMe SSDs being implemented in 
many industrial application fields. 
Sophisticated thermal solutions with 
industrial grade heatsink designs 
can greatly improve their thermal 
performance and stable operation, 
enabling NVMe SSDs to be adopted 
in wide temperature /ruggedized 
environments (Figure 6). 

• Thermal throttling management 
— when an SSD controller detects 
overheating by the internal sensor, a 
built-in intelligent firmware feature 


Low Power Mode Control 


Current 



Time 


Figure 3: A power management IC will be needed to ensure stable 30 pA quiescent current. 
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Figure 6: Example of industrial heatsink design. 
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Figure 7: Proposed system for real-time temperature monitoring using Advantech's WISE-PaaS 
platform with SSD PMQ. 


throttles the overall SSD perfor¬ 
mance to force the controller IC to 
cool down and prevent hang-ups or 
even physical damage to a device. 
The throttling mechanism is also 
divided into several stages to pre¬ 
vent sudden speed drops. After tem¬ 
perature returns to normal levels, 
the SSD automatically resumes full 
speed operation. 

• Real-time temperature monitor¬ 
ing — the built-in thermal sensor 
in the NVMe SSD can monitor SSD 
working temperatures and pres¬ 
ent SMART data. Thermal informa¬ 
tion can be accessed easily from the 
operation site or even be acquired 
through cloud ready solutions like 



Advantech WISE-PaaS platform with 
SSD PMQ (Predictive Maintenance 
Quality) function (Figure 7). Users 
can even set thresholds for the sys¬ 
tem to alarm or adjust workloads 
automatically. N 


Precyan Lee is Advantech product 
division leader of industrial SSD and 
memory solutions. With his technical 
know-how and years of experience 
in embedded markets, Advantech's 
own brand SSD SQFIash has been 
successfully utilised through design- 
in service in various vertical markets 
such as automation, medical, 
machine vision, gaming, and defence 
industries. 



Weblinks 

[1] : https://www.advantech.com/ 
products/search/?q=Complete+ 
Power+Failure+Protection+for+ 
SQFIash 
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Investigating the Development Options 

Edge-based Industrial 
Machine Vision Applications 



By Mark Patrick, Mouser Electronics 


As we move further into the 
era of Industry 4.0 and 
the Industrial Internet 
of Things (IIoT), greater 
emphasis is certain to be 
placed on automation. 

With machine vision 
technology becoming ever 
more sophisticated, there 
is huge potential to improve 
manufacturers' quality 
levels while also accelerating 
throughput rates. The scope of 
this technology is broadening all 
the time too. New applications 
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are destined to play a bigger part Figure 1: The basic neural network concept. (Source: Intel), 
in our everyday lives, taking care 
of object detection/recognition in 


our cars' ADAS systems, enabling 
facial-based security mechanisms 
to be integrated into portable 
electronics, and countless other 
key tasks. 

In order to keep latency levels down 
and allow immediate action to be taken 
when required, a large proportion of 
industrial machine vision implemen¬ 
tations will need to be located at the 
network edge. Through this, it will 
be possible to avoid the risk of costly 
downtime in production lines and to 
prevent the lives of operatives being 
put in danger. There are major implica¬ 
tions to consider though, as it means 
that great autonomy must be placed 
at the edge too. 


Through machine learning inferences, 
recurring patterns can be drawn from 
captured data that will help to make 
better decisions when dealing with sim¬ 
ilar scenarios in the future. It must be 
noted, however, that applying such arti¬ 
ficial intelligence (AI) at the edge has 
significant technical challenges associ¬ 
ated with it. Especially given that the 
available resources there will be limited. 

Everywhere! 

Machine vision systems are pervasive. 
You'll find them everywhere you go and 
they are part of everything you use. From 
spam filters to image recognition and 
processing, they have permeated our 
daily lives, whether at home, at work, or 
commuting between the two. Within the 
industrial manufacturing and production 
environments you'll find many machine 
vision-based systems deployed. The basic 


approach is that digital cameras capture 
images of, say, packets of rice being filled 
and sealed. In real time, computer algo¬ 
rithms are used to process the images 
and, by comparing them against known 
"good" images, detect problems. Perhaps 
the bag has split, or has not been filled 
completely, or maybe the sealing process 
has left a corner open. As machine vision 
has advanced, so has its ability to detect 
more and more potential failure condi¬ 
tions, resulting in improved production 
quality and throughput. 

The algorithms used in such machine 
vision systems are broadly classified as 
artificial intelligence (AI) based and uti¬ 
lize deep-learning neural networks to dig¬ 
itally "see" the objects to be checked. 
As manufacturing operations continue to 
be transformed with initiatives such as 
Industry 4.0 and the Industrial Internet 


32 Elektor Industry 1/2019 













of Things (IIoT), machine vision appli¬ 
cations will play an increasing role in 
improving operational efficiencies. Unlike 
early AI implementations, which required 
huge compute resources that were often 
constrained to a data centre, today's AI- 
based machine vision applications need 
to be closer to the "edge" in order to 
provide highly accurate, fast and action¬ 
able image detection. 

Deep learning and neural 
networks 

Traditional computer programs are writ¬ 
ten to deliver a set result for a given 
number of input conditions. This is fine 
when you know what the inputs are going 
to be and there are a finite number of 
them. However, what happens when a 
system is confronted with a situation it 
hasn't seen before — how can you make 
it respond in an appropriate and use¬ 
ful way? 

Machine learning concepts allow algo¬ 
rithms to learn patterns from past data 
and then make decisions or predictions 
when they encounter future data. Ana¬ 
lyzing data or images can take a multi¬ 
layer approach, with each layer going 
into more detail than the one above. In 
this way, a system can learn to respond 
to a situation that it hasn't seen before. 
Machine learning is particularly popular 
for object detection and recognition, and 
typically uses what is termed an artificial 
or convolutional neural network (CNN). 

A convolutional neural network is a digi¬ 
tal interpretation of the part of the brain 
that processes visual information. As 
with any neural network (Figure 1), 
CNNs contain layers of nodes, but where 
they differ is that certain neurons are 
only connected to select others. This is 
because CNNs place emphasis on the 
spatial structure of data, just as our 
brains do. For example, when we see 
the beginnings of what we believe may 
be an image of a car (e.g. wheels, a 
windscreen and a door mirror), we then 
look in the same region as those parts 
for other elements to confirm or contra¬ 
dict this belief, such as a steering wheel, 
door pillars or light clusters. Looking at 
another random part of the image would 
be of diminished value, because it's less 
likely to lead us to a definitive answer 
as to whether the image is indeed a car. 
CNNs work on the same principle, and so 
are more efficient than fully connected 


networks, particularly when processing 
large images. 

Using CNNs for machine vision 
applications 

How a CNN is structured is referred to as 
the "network topology," and there are a 
number that have become established 
as standard. These include the popular 
AlexNet, and GoogleNet, which is fast 
gaining popularity and has a lot more 
complexity than AlexNet. Other topolo¬ 
gies include VGG and ResNet. From the 
development perspective, there are a 
number of open-source libraries, CNN 
frameworks and cross-platform paral¬ 
lel programming languages available to 
assist in the coding and rapid deploy¬ 
ment of CNNs. Caffe is an example of a 
popular framework, and contains all the 
network elements necessary to create, 
train, test and refine a CNN. 

How you build your CNNs will depend on 
what you're trying to achieve today and 
in the future. How many different catego¬ 
ries of "thing" are you looking for - is it 
just a handful, or are there thousands? 
What sort of image resolution or frame 
rate will you be working with? Will these 
grow? And do you just need to detect 
an object, or do you need to be able to 
draw a detailed bounding box around it 
and track its movement? 

For industrial machine vision applica¬ 
tions, such as those on a fast-moving 
production line, there are a number of 
specific image recognition challenges. 
Most of these relate to the quality of the 
detected image, and may involve some 
degree of pre-CNN algorithm image pro¬ 
cessing. Uniformity of object illumina¬ 
tion is another consideration in addition 
to being able to isolate the object within 
the area in which detection takes place. 
For example, being able to identify if a 
product label has been fixed to a bot¬ 
tle correctly requires detection of the 
edge of the label and that of the bottle. 
If the bottle is made from clear glass 
and the label backing is transparent, 
image processing needs to generate 
more dark pixels so the edges can be 
clearly identified. It also needs to avoid 
false triggers due to light reflections off 
production equipment or other mov¬ 
ing parts. Edge detection and thresh¬ 
olding algorithms are typically used in 
these situations to improve identifica¬ 
tion reliability. 
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Selecting which hardware platform to 
run your machine vision application on 
involves a number of decisions. As pro¬ 
cessor capabilities increase, running it 
on a high-performance CPU or GPU is 
a reality, although field-programmable 
gate arrays (FPGAs) have always been 
popular candidates. FPGAs enable you to 
dynamically build a compute architecture 
specifically for the problem you're try¬ 
ing to solve, and deliver extremely high 
performance. This is made possible by 
the FPGA's characteristics, including the 
thousands of dedicated single-precision 
floating-point multiply and accumulator 
blocks, and an embedded high-bandwidth 
memory, which can be configured to form 
a range of buffer and cache architectures 
and tightly coupled to the FPGA's com¬ 
pute elements. This keeps things on-chip 
for very low latency and a programmable 
interconnect, which enables you to stitch 
logic together to build exactly the topol¬ 
ogy you need. Ultimately, the hardware 
choices will be determined by the speed 
within which the vision detection system 
can detect and, if out of bbunds, high¬ 
light an error such that another process 
can intervene. 

The increasing demand for Al-based 
machine vision applications has led a 
number of manufacturers to package up 


Embedded Technology, Microcontrollers & Tools 33 




































pylon 

Viewer 


IP 


Direct 

Show 


C++API 


1 Configurator 

TWAIN 

Configurator us „ 
Configurator 



NET 


pylon Camera Software Suite 

(Windows/Unux/OS X, 32/64 B»t) 


GEN<i>CAM 


r 


T 


USES 

Vision Driver 


GigE Vision 
Filter Driver 


GigE Vision 
Performance Driver 


Camera Link 
Configuration Driver 


IEEE 1394 
Driver 


GenfCam XML File 


IN 


</> 


BCON 

Adapter API 


Figure 2: Pylon camera software suite. (Source: Basler). 


complete evaluation and development 
platforms to speed system validation 
and prototyping. For example, specialist 
embedded vision camera manufacturer 
Basler [1] offers a complete evaluation 
kit for its Dart range of cameras [2] that 
includes the pylon camera software suite 
(Figure 2). 

Based around an Intel Atom quad-core 
processor, the AAEON UP embedded 
vision kit pictured in Figure 3 [3] also 
includes a Basler camera and the pylon 
software. 

Both the above kits provide a good 
starting point for a simple machine 
vision application, but a fully featured 
Al-based approach warrants more com¬ 
pute resources and capabilities that can 
accelerate the neural network processing. 

Intel, for example, offers a number of dif¬ 
ferent approaches to machine vision. As 
mentioned earlier, FPGAs have long been 
associated with machine vision and are 
well suited to running neural networks. 
The Intel Max 10 FPGA family [4] is an 
example of a popular device series that 
is well suited to a number of Al-based 
vision applications, the functional block 
of which is shown in Figure 4. 

Fully supporting Intel's FPGAs and CPUs 
is the recently announced OpenVINO 
(open visual inference and neural net¬ 
work optimization) software toolkit (Fig¬ 
ure 5), which helps speed application 
design and optimizes the performance of 
workloads across a range of Intel hard¬ 


ware devices. OpenVINO's approach 
supports the heterogeneous execution 
of CNN tasks across CPUs, FPGAs and 
GPUs through a common API. It uses a 
library of functions and pre-optimized 
kernels to help reduce the overall devel¬ 
opment cycle and speed up time-to-mar¬ 
ket. It also hosts optimized calls into the 


OpenCV computer vision library and the 
OpenVX cross-platform computer vision 
acceleration API. 

Comprising three parts — deep learning, 
CNN-based computer vision techniques 
and hardware acceleration — the toolkit 
also includes a number of pre-trained 



Figure 3: AAEON UP development kit. (Source: AAEON UP) . 
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Figure 4: Intel Max 10 machine vision basic functional architecture. (Source Intel). 
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deep learning models. The computer 
vision aspects include a Python-based 
optimizer that can be called through a 
command line interface to import trained 
models from frameworks such as Caffe. 

Acceleration, the process of adding signifi¬ 
cant, typically parallel, compute resource, 
is not just limited to machine vision appli¬ 
cations but can be found in a growing 
range of other applications - for example 
in the data center, where it is used for 
speeding up browser search. However, 
the emphasis for many industrial vision 
applications is that the compute require¬ 
ment needs to be at the "edge," where 
systems can operate without reliance on 
the availability of cloud services. 

Intel recently announced the Intel Neu¬ 
ral Compute Stick 2, a comprehensive 
USB-based neural networking proto¬ 
typing platform based around the Intel 
Movidius Myriad X vision processing unit 
(VPU). The Movidius VPU comprises 16 
128-bit very long instruction word (VLIW) 
streaming hybrid architecture vector 
engine (SHAVE) cores that can be pro¬ 
grammed in C, and a dedicated neural 
compute accelerator engine. The Movid¬ 


ius Myriad X VPU is capable of delivering 
an impressive 1 trillion operations per 
second (TOPS) for neural network pro¬ 
cessing — see Figure 6. 

The Neural Compute Stick 2 is fanless, 
and enables deep learning neural net¬ 
work deployment to be undertaken from 
a single laptop computer. It is supplied 
with an Intel OpenVINO distribution 
to further aid the creation of a work¬ 
ing prototype. Once a working proto¬ 
type system has been created it can be 
quickly deployed on a Movidius-based 
single-board module such as the mini- 
PCI Express form factor AAEON UP AI 
CORE [5]. 

Al-based machine vision applications are 
now able to be developed and deployed 
quickly thanks to a comprehensive neural 
network software and development tool¬ 
kits such as OpenVINO and CNN frames 
like Caffe. The availability of compact, 
low-power hardware prototyping plat¬ 
forms further speeds the development 
of edge node vision systems. M 
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Figure 5: Intel OpenVINO framework. (Source Intel). 
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Figure 6: Intel Neural Compute Stick 2. (Source Intel). 
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electronica Fast Forward 2018 Highlights 




By Niclas Fritz, BatchOne 


anufactureyOlir 
ardware Product 


Electronic product manufacturing is a cyclic process, and many startups are sadly unaware of the dangers of 
jumping in overenthusiastically as well as at the wrong place. This article, a written rendering of a dynamic 
presentation by Niclas Fritz delivered at the electronica Fast Forward 2018 event, provides solid advice to 
prevent mistakes right at the beginning. 

Part 1 : Common Hardware Startup Pitfalls Kickstarter, Indiegogo and other crowdfunding pllatfornns have 
After everybody has mainly been talking about software, hard- made it much easier for entrepreneurs to fund their projects 

ware made its comeback, and not only by virtue of the Inter- early on. Finally, a global supply chain makes it possible for 

net of Things. Due to Arduino, Raspberry Pi & Co., first pro- everybody, even in the smallest village, to order parts from 

totypes could be built much faster. Likewise, 3D printing now China and tinker with them a few days later, 

permits testing first product designs and mechanical parts at Despite the new 'tools' available, hardware is still very difficult, 

a fraction of the costs compared to 10 years ago. In addition, There are dozens of blog posts of hardware founders that raised 
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Most hardware projects die within their first 3 years due to a lack of know-how, money & traction 



time 



Up to 1 year 


Proof-of-Concept 


between 2-3 years 


Product Development 


Manufacturing 


up to 5 years 



Figure 1: Typical hardware startup lifecycle. 
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Figure 2: Different Hardware Startups that failed for various reasons. 


money via crowdfunding, and failed to deliver. A simple google 
search would yield surprising findings. Examples are Ada, Coolest 
Cooler, i+ Case, instacube, mylDKey and Zano. Many projects 


keep failing because most founders have never developed and 
manufactured a product before, and they simply underestimate 
the complexity. Some of the main reasons are listed below 
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• Incomplete team 

Compared to a complex app that usually needs 2-3 skills (back¬ 
end & front-end development plus design), a hardware prod¬ 
uct easily needs 10 skills or more. Since many of the new 
hardware products are connected to the Internet, you need 
the same skills for your app to control your IoT device. On top 
of that, you need industrial design, mechanical engineering, 
electrical engineering, embedded software, project manage¬ 
ment, sourcing, purchasing, quality management, controlling 
as well as distribution, logistics, sales and marketing. All these 
extra steps make it much more challenging to get the physical 
products to your end customer. Without outsourcing some of 
the tasks to professionals, startups will not be able to deliver. 

• Chaotic project management 

Most hardware founders underestimate the importance of proper 
project management in hardware, as many steps must be com¬ 
pleted in a specific sequence. Likewise, they are often incapable 
of estimating the correct duration for the various steps. For¬ 
getting about one or taking more time with another can signifi¬ 
cantly delay your shipping date and put your product at risk. 

• Overconfidence 

Asking for advice has never hurt, especially in hardware. Prod¬ 
ucts are often very complex and small details can matter hugely. 
Even if you are sure about something, explain it to experts or 
friends to get some feedback. Investing in a product review 
and seeking feedback is sure to save both of you lots of money 
and other resources down the road. 

• Underemphasizing product development 

Doing a very good job on product development is more import¬ 
ant than many people think. It is complex, costly and takes 
even experienced engineers longer than they usually expect. 
But remember, the components and the industrial design you 
choose have a huge impact on manufacturing costs, quality 
and usability. Being rash or saving money during development 
will often result in delays. Both increase costs and potentially 
put your whole project at risk. 

• Underestimating the transition from prototype to 
serial production 

From day one, you need to think about how to manufacture 
your product. What can be 3D printed at home and assembled 
by hand might not be able to be manufactured at scale or at 
least not at the calculated price. Likewise, your proof-of-con- 
cept which will be up and running quickly on your Arduino or 
Raspberry Pi will need a lot of work to run on a cost optimized 
architecture. This often includes different chip sets and even 
different concepts. 

• Working with the wrong manufacturing partner 

Hardly any successful product was ever developed and manu¬ 
factured without the help of partners. Make sure to work with 
the right external experts and leverage their experience. Don't 
make the mistake of working with inexperienced partners or 
partners who don't care about you. Therefore: never rely on a 
solely virtual and online audit when choosing your partner(s). 
Double check if what they say is in line with what you see when 
you go and visit them. 


• Insufficient effort in sales 

Performance in sales early on is very important. In fact, spend¬ 
ing 50% on marketing and sales and 50% on product devel¬ 
opment is the right mix for any CEO in the beginning. Selling 
your product requires a tremendous effort. Before you ship 
your products, you need to build up a potential customer base 
and distribution partners, and online shops and retailers need 
to be lined up as well. 

Running out of money 

Managing your cash flow is of critical importance. Many start¬ 
ups run out of money when they have to pay manufacturing 
partners up front or even their own salaries. It often takes 
several months until the money of sold products comes in, 
even when the business is running fine. 


Part 2 : How to Develop and 

Manufacture your Product 

Developing and selling a product that customers want, along 
with reasonable production costs, is the difference between 
success and failure. Since you are not a multinational, you only 
have one attempt to get it right. Making too many mistakes or 
spending unnecessary money will kill you on the way. In the 
second part of this article, we will focus on how to develop and 
manufacture your product right. 


• How to build a proof-of-concept and verify your 
assumptions 

Before you even start to make your first prototype, you have 
to understand the problem you are trying to solve. The more 
time you spend on this, the faster you will ship your product. 
Go out there and talk to potential customers to get a better 
idea of what the problem is. Creating several key 'personas' to 
match the ideal customers also helps a lot to identify new and 
specific opportunities, making the overall product potentially 
much richer than initially intended. 


The next step is to create a proof-of-concept to validate your 
product idea and the solution you have designed for your iden¬ 
tified problem. One of the most important things in early prod¬ 
uct stages is to prototype often and rapidly. But ideally, come 
up with lots of ideas and evaluate them before you make your 
first prototypes. If you want to check an idea, try it out in 
the simplest way possible. Use a 3D printer to make a quick 
design and test it. If it works, great. If it does not, improve it 
and print again the next day. Sometimes it also makes sense 
to use different 3D printers. An Ultimaker for super-fast tests 
and a Formlabs for the more advanced concepts and delicate 
parts that already look more like the final version. For quick 
and dirty prototypes, it is often smart to start with cardboard 
for a first evaluation. Ideally, you can also use off-the shelf 
parts or use parts of competitors' products. 

Regarding the electronics, it is often best to start with an Ardu¬ 
ino or a Raspberry Pi for the first trials since they often have 
the right sensors included. If not, you can get shields with 
extra sensors, or hook up anything else you need. But if you 
already have an idea about your target architecture, select an 
evaluation board with a similar microcontroller. It is also rec¬ 
ommended to try out different libraries and forums for help 
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Figure 3: Example of a 3D printer. Source: Wikipedia Commons. 


Figure 4: Example of an Electronics Prototyping Setup using an Arduino. 
Source: Pixabay 


and extra speed. In the end it does not matter if the electron¬ 
ics you use right now are big, expensive and don't fit your first 
designs. Verifying your assumptions is more important. Saving 
costs and making your electronics smaller is going to be one 
of your main future goals. 

• How to choose the right electric components 

Once you have built a proof-of-concept and your future cus¬ 
tomers love it, it is time to choose the right electronic compo¬ 
nents and develop the first PCB layout. But before you start, 
it is essential to define the engineering specifications. The fol¬ 
lowing requirements should be included to ensure your prod¬ 
uct will not fall short: 

• Legal requirements and certifications needed 

• Environment under which the product operates including 



required tests 

• General hardware and sensors 

• Types of data you want to gather and process 

• Power and battery requirements 

• Firmware / APIs / libraries 

• Software and cloud services 

• Definition of all mechanical parts including their function 

• Materials used 

Now you have a rough idea of your product specifications. 
That's great! Next, start focusing on the electronic compo¬ 
nents, as they often have a big impact on other aspects of the 
product. Make sure they fulfill the legal, environmental, general 
hardware, including sensor, power and battery requirements. 
Afterwards, verify that they are available in small and large 
quantities at competitive prices and that they have short lead 



Figure 5: This picture shows (left) a printed circuit board (PCB) layout, created on a computer and (right) the manufactured board, 
populated with parts. Source: Wikipedia 
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times. Since this is usually hard to figure out on your own, it 
is highly recommended to work with an electronic distributor. 
They know everything about the components and can make 
sure that they work well together, are affordable and whether 
they will still be available for ordering in a few years. Chang¬ 
ing the microprocessor one week before you order your com¬ 
ponents for mass production because it is not available will 
likely kill your startup. Choosing the wrong components is a 
common mistake many startups make, but it is also an easy 
one to avoid. 

Next, you should make a first PCB design based on the selected 
electronic components. If your PCB is very complex for the lay¬ 
out, it sometimes makes sense to use a development board 
with a bigger form factor, with easy access to all components. 
This can speed up the development time and help to debug 
many problems. Start writing the software and make the first 
test with your electronic hardware to double check whether the 
components harmonize and operate as planned. Make imme¬ 
diate changes if things don't work as planned or in case you 
identify superior components in terms of price, lead times or 
performance, since this is the last time changes won't cost 
you much money. 

• How to design and engineer your product 

Once you have identified your product specs, selected the 
electronic components, designed the target PCB schematics / 
layout, it is time to start thinking about the industrial design 
(ID) of the product. Unless there is no experienced industrial 
designer in your team, it is of critical importance that you 
team up with a professional industrial designer right away. 
Your designer of choice should ideally have years of experi¬ 
ence in your specific area (e.g. automotive, consumer tech, 
med-tech) and has already introduced many products to the 
market. This will save you lots of time and money in the long 
run, as you will receive valuable feedback about aesthetics, 
usability, manufacturability and how to reduce your manu¬ 
facturing costs from the start. By the way, industrial design 
is one of the best tasks you can outsource. Working together 
with an agency or a freelancer that is understanding startups 
and is charging decent fees is also usually much cheaper and 
faster than hiring a designer full-time. In addition, an agency 
often uses input from 2 or 3 designers in the 'ideation' phase 
to get better results much faster. 

A good product design takes the following points into account: 

• Usability is more important than function 

• Good aesthetics are key 

• The best designs are simple 

• The design should support mechanical functions 

• Details matter a great deal 

• Manufacturing of the parts should be easy and reasonable 
in price 

• Make sure to meet all certifications and/or regulations 
(CE, FCC, drop test, IP Class etc.) 

• Repairs and customer support should be easy 

• Avoid common mistakes such as faulty sealings and 
overheating 

• Company logo and other branding elements should sup¬ 
port the design 

• Never forget product packaging requirements 



Figure 6: Examples of first design sketches during a BatchOne ideation 
workshop. 

A good design process starts with understanding the customer 
journey and how users engage with the product. This should 
be documented with story boards from day one where the 
product is packed and unpacked, used the first time, used 
again, potentially updated and repaired as well as replaced and 
recycled. Once you have an understanding, start to develop 
the first design sketches. As soon as you are able to pick 1 to 
3 clear winners, start to make the first 3D models with CAD 
programs and optimize your designs. Be sure to include lim¬ 
iting factors such as the size of important mechanical parts, 
PCBs and other components. 3D renderings can also help 
you to better evaluate the quality of the designs. Next, build 
your first design models and prototypes to evaluate how your 
product feels and how potential customers use it. Since it is 
an iterative process, keep improving everything you don't like 
until you are happy. 

In parallel with developing your electronics and starting to work 
on your industrial design, you should start working on your 
first mechanical concepts. Begin to prototype your opening 
or release mechanisms or whatever mechanics your product 



Figure 7: Example of several design prototypes which look like the future 
product but don't work. 
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requires. Make sure to try out some off the shelf components 
and experiment with different materials such as plastic and 
metal. The goal is to find a simple solution that works and is 
inexpensive to manufacture. 

After, the industrial design is finished and your mechanical con¬ 
cepts are working, the next step is to take care of the Mechan¬ 
ical Engineering (ME). Of course, you can also hand over the 
3D design files to your ME partner. Some design agencies have 
an ME team inhouse, some don't. In case the design agency 
does not offer engineering services, the same rules to finding 
the right ME partner apply as when looking for and ID part¬ 
ner. In the mechanical engineering phase, the design is taken 
to the next level and all housing and mechanical parts of your 
product are prepared for production. Wall thicknesses, draft 
angles and sealings are added, or fine-tuned, fixing features 
for the housing parts are created and the overall assembly is 
checked once again. Ideally this phase has two loops of pro¬ 
totypes, so you can identify any issues early on. Whatever is 
bothering you now, will certainty bother your customers later 
and result in negative feedback. And now is the last chance 
to easily fix them! 

• How to manufacture your product and ship your first 
batch 

Once you have united the electronics, mechanics and design and 
ended up with a product which is about 80% ready, it is time 
to start optimizing for mass production. But before you take 
any additional steps, it is important to find the right partners 
for injection molding, electronics, assembly and other steps 
you are going to outsource. Each partner should be selected 
carefully. This will take a lot of time and often months pass 
before you reach a final agreement. One wrong decision can 
endanger your whole project. To find a good partner, it is rec¬ 
ommended to evaluate up to 10 potential partners as a first 
step. Ask the best 5 for a quote and evaluate them based on 
the following points: 

• Level of related experience with similar products 

• Do they have enough capacity? Can they scale up with you? 

• How do they communicate with you? Do they speak the 
same language? 



Figure 8: Optimization of the wall-thickness during the mechanical 
engineering phase to increase manufacturability. 



Over 1,5 million products available. 
Together we'll find your components. 
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• Feedback quality of their engineering staff 

• How realistic is the proposed timeline? 

• Willingness to sign an NDA? How do they handle your 
data? 

• What kind of quality processes are in place and how do 
they control them? 

• Do they have a dedicated project management team? Do 
they listen? 

• What are the payment terms? The later you have to pay, 
the better! 

• Total costs - keep in mind, it hardly ever pays off to go 
with the cheapest option! 

Once you have chosen your manufacturing partners, it is very 

important to work together from this point onwards and jointly 

finalize your product design, since you will benefit from their 

established manufacturing know-how and processes. 


• Design multi-functional parts (e.g. structural + electricity 
earthing) 

• Design for ease of fabrication 

• Provide tolerances 

Some general advice to reduce assembly costs is to make sure: 

• Parts are inserted from top 

• Parts are self-aligned 

• Parts do not need to be oriented 

• Parts are secured immediately (e.g. with clips, no screws 
needed) 

• Parts require no / as little mounting aids as possible 

• Parts require only one hand for assembly when assembled 
by hand 

• Manual labor is reduced to a bare minimum 

• Product can be assembled by unskilled labor / without a 
lot of training 


Some general advice to reduce manufacturing costs is to: 

• Simplify the design and reduce the number of parts 

• Develop modular designs which can be used for other 
product versions 

• Use standard components 



Figure 9: Example of a CAD tool design. 


About BatchOne 

BatchOne helps hardware startups and established companies 
to design, develop, manufacture and sell breakthrough products 
by offering hands on support, access to capital and our industry 
partners. With our interdisciplinary and experienced team of 
engineers, designers as well as sales and marketing experts, 
we take your idea and prototype from scratch and turn it into 
a final product. Offering all critical services out of one single 
source, we can support you on specific tasks or take over 
the entire product development and manufacturing process 
completely for you. 

www.batchone.com 


At this point you build your engineering prototypes without 
ordering expensive tools just yet. The goal is to do some assem¬ 
bly dry runs and evaluate the overall quality of the product. 
The main focus is usually the refining of the design of plastic 
and metal parts for high volume production as well as the last 
optimization of the PCBs and cable lengths. 

Once you are set, the next step is to order the tools. Your con¬ 
tract manufacturer will now manufacture the first few dozen 
units, using your defined manufacturing assembly procedures. 
To ensure your manufacturer is doing things according to your 
specifications, station at least one engineer at the manufactur¬ 
ing site. It is also important to do basic quality tests including 
power, thermal, and electromagnetic interference / static etc. 
Any identified flaws should be dealt with until all specifications 
are fulfilled. 

This is the first time, you know how your final product is man¬ 
ufactured and what it looks like. Now is the time to get the 
last certifications and tests (battery, drop, temperature, etc.) 
done. Any certification you can get done during the devel¬ 
opment process, should be done before. Depending on the 
complexity of the product, it can take 10+ weeks to get some 
certifications. Check also for cosmetic features like in-mold 
decoration, pad printing, plastic colors, or screen printing and 
optimize if necessary. From now on, you will start to ramp up 
the production and increase the percentage of products off the 
assembly line that work, and number of units made per day. 
These will be the first units you can sell. Congratulations, you 
have taken a huge step! 

Manufacturing is a never-ending process. Unfortunately, you are 
still at the very beginning. Your goal now is to carefully analyze 
your manufacturing process to further reduce the costs of goods 
sold and to reduce the failure rate below 1%. Also make sure 
that all training procedures as well as quality assurance (QA) 
and quality control (QC) procedures are in place. Continuously 
test all products and process and improve whenever possible. 
Likewise, start optimizing the supply chain for subsequent pro¬ 
duction runs. If demand is high, set up additional lines. Most 
importantly, already start working on your next product. Like in 
the music industry, "One-Hit Wonders" don't survive long. N 
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SIGLENT Technologies 
presents a new Flagship 
Oscilloscope 


The new SDS5000X series is available with a 
bandwidth up-to 1 GHz, a maximum sample rate 
of 5 GS/s, and a maximum acquisition memory of 
250 Mpts. It features powerful data analysis and 
measurement features and is well equipped to solve 
the complex challenges of embedded circuit design. 


SIGLENT Technologies has introduced their new flagship oscil¬ 
loscope at DesignCon in Santa Clara. The SDS5000X-series is 
available with bandwidths of 350, 500, and 1 GHz, features a 
maximum sample rate of 5 GS/s, 250 Mpts of acquisition mem¬ 
ory and a waveform-update rate of up-to 110,000 wfm/s. To 
help maintain high test speeds, many of its waveform analysis 
features are implemented in hardware. 


can be upgraded with decoding kits for more specialized buses 
(CAN-FD, I 2 S, FlexRay and MIL1553B) at any time. The scope 
also features bandwidth upgrade options that give you the flexi¬ 
bility to get the performance you need at a price you can afford. 
The price for the oscilloscopes in SDS5000X series starts at 
€2529 plus VAT. N 

www.siglenteu.com 



The SDS5X includes a full digital trigger with qualified and zone 
triggering to help isolate faults more quickly. This technique 
enables a highly sensitive and accurate trigger control. It also 
includes a new low noise front end that delivers an industry 
leading vertical sensitivity of 500 pV/div, making the SDS5X 
a perfect tool for debugging small signals. 

One of the best features of this new platform is the usability. 
The scope includes a large 10.1" touch screen that includes 
gesture operation and a clear layout that makes the scope 
extremely easy-to-use. For example, setting up the zone trig¬ 
ger is as simple as drawing a square with your finger. 

For multi-domain analysis, the oscilloscope has hardware-based 
frequency analysis utilizing up-to 2 Mpts for the FFT-calculation. 
This deep memory FFT provides higher frequency resolu¬ 
tion than many other FFT based systems. Furthermore, 
the SDS5X can be upgraded to include MSO/16 digital 
channels and an external 25 MHz arbitrary waveform 
generator at any time. 


For serial bus troubleshooting, the SDS5X includes free decoding 
on all low speed serial buses (RS232, CAN, LIN, and I 2 C) and 
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How Safe are Embedded Systems? Well... 

The Barr Group, a consultancy company helping engineers to develop embedded systems, carried out a 
survey showing that 60% of all embedded systems are being developed with the Internet in mind. Of these 
embedded systems, 25% could kill or injure. At the same time, 48% of all embedded system engineers told 
the Barr Group that they do not bother to encrypt their communications. (Source: Barr Group). 



bedded systems are developed as online applications 


of these systems 
cou :! mure or even kit! 
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Automotive, Healthcare and Defence 
Most Important Sectors Using Embedded Systems 


Which sectors are at he forefront when it comes to developing new embedded systems? As far as Global Market Insights is 
concerned, it is pretty clear: the automotive, healthcare and defence sectors account for more than half of the total European 
market up to 2023. In the US, telecommunication and consumer electronics represent a larger slice of the cake than in Europe. 
(Source: Global Market Insights) 
























A Microcontroller Facilitating a... 
Miniature Satellite 

i It would take at least tens of millennia for contemporary satellites 
r to reach our neighbouring star system, Alpha Centauri. By con- 

I trast, a 3.5 x 3.5 cm miniature satellite powered by a 'lightsail' 

would only take 20 years to reach Alpha Centauri. No way such a 
mini satellite reach its destination without a mini microcontroller 
on board. Both the lightsail and the microcontroller are part of 
an $100 million research programme originating from Stephen 
► Hawking and Yuri Milner. (Source: Breakthrough Starshot) 



i How Much of the Code Is Generated 
Using Modelling Tools? 

A 2017 survey carried out by VDC|Research shows that, on aver¬ 
age, 20% of the in-house code is generated using modelling 
tools. 80% Of the code is written 'by hand'. 'By hand' should be 
written in quotes indeed. After all, a syntax check on code or an 
object library is not considered to be a data modelling tool. But 
tools like these sure help generating code for embedded systems. 
(Source: \/DC|Research) 
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MCUs: Revenue Growth is Less Than Unit Growth 

According to IC Insights, revenue growth for MCUs will be 9.4% in 2019, bringing the global market value to $20.4 billion from 
18.6 billion in 2018. If the numbers of 2018 are anything to go by, 2019 will see further price erosion for MCUs. After all, annual 
unit growth in 2018 was 18.5% whereas the market value increased by only 10.5%. The thin line in the graph represents the 
| average selling price (ASP). (Source: IC Insights) 
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Implementing Security 

mmm HHH Jr 

in the lOT age 



By Ramanuja Konreddy, Senior Product Marketing Engineer 32-bit 
MCU, Microchip Technology 


The IoT has the potential to create huge value 
from the real-time data collected from sensors and 
embedded systems in any network. But with the 
increased value comes risk. The ability to connect 
with practically any device over a network connection 
makes it possible for malicious users who spend 
every day probing for vulnerabilities and weaknesses 
to find many more targets. When they find a way 
in, they can bring entire networks down, steal data 
and blackmail the owners. A report by Kaspersky 
Labs based on a survey of hacking activity around 
the world estimated attacks had been staged on 
more than 40 percent of all industrial control system 
computers in the first half of 2018 alone. 

Although servers are primary targets, some attacks focus on 
comparatively simple and seemingly innocuous devices. Who 
would consider the electronic thermometer inside a fish tank as 
a potential threat to corporate network security? For a casino, 
this turned out to be the case. Hackers used the comparatively 


weak defences of the thermometer to gain initial access to the 
core network. From that foothold they gained much better access 
and soon found a key customer database that they copied. The 
breach was only discovered when a security consultant analysed 
network logs and found data being sent to a remote server in Fin¬ 
land using protocols that are normally used for streaming media. 

Banking networks have been penetrated through the close-cir¬ 
cuit television (CCTV) networks that were installed to improve 
physical security, and hackers have found ways to spy on home 
users through the cameras in their robot vacuum cleaners. 
However, these attacks are avoidable. It is possible to fend 
off the attacks and keep devices and the core network pro¬ 
tected. The key is to provide multiple levels of security bar¬ 
riers that will make it very difficult and time consuming for 
potential hackers. 

Today, hackers can often take advantage of poor decisions 
made by development teams. One common rrtistake is for 
devices to be provided with a default password that lets remote 
users log into a control shell. Such passwords can often be 
found in the apps provided to make these IoT devices easy 
to set up. Best practice is to provide each device with its own 
unique password. But as manufacturers improve their basic 
security skills, cybercriminals will employ more sophisticated 
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tactics similar to those they use against servers. Embedded 
systems cannot rely on their lower perceived value as targets 
for hacks in this changing environment. As the casino owners 
discovered, any IoT device can open up a network to a ded¬ 
icated attack. 



Figure 1: Countermeasures covering all four angles of hacker attacks. 

As shown in Figure 1, there are numerous types of attack 
that can be staged against a networked system. For example, 
a common technique employed by hackers is to harness flaws 
in software. For example, if the device receives more data in 
a packet than has been allocated to a buffer on the system 
stack, the additional bytes will overflow into neighbouring data 
structures. When a later routine pops those bytes from the 
stack, the data may well be used by other routines, which 
crash or make mistakes as a result. The processor may even 
interpret those values as branch-target addresses and attempt 
to execute the wrong code. A hacker familiar with the mem¬ 
ory layout of the device will use that knowledge to construct 
mini-programs that open the device up to them. A similar 
exploit is to send erroneous data to the device that cause the 
subroutines used to process the bytes to fail and potentially 
make the device vulnerable. 

Some attacks focus on communications protocols rather than 
core device software and attempt to overwhelm the system to 
cause it to fail. As the device tries to recover, they can try to 
gain access at that point. If the attacker is able to control nearby 
network equipment or even gain direct physical access, they 
may be able to spoof legitimate servers with which the device 
wants to communicate. Such man-in-the-middle attacks may 
be used to analyse data coming from the device that may be 
useful for a future attack. Alternatively, the hacker may attempt 


to load their own firmware onto the device. Once rebooted with 
the replacement malicious firmware, the device will perform 
any function the hacker wants. 

Countermeasures 

Ideally, the system would reject communication attempts by 
machines that cannot demonstrate they have access rights. By 
doing so, the device would reject the fake firmware provided 
by the hacker. It could also ignore attempts to connect in a 
denial-of-service attack and thus avoid tying up resources that 
force it to crash. And it would avoid sending sensitive data to 
a machine that cannot be authenticated reliably. For packets 
that the device does accept, it would check them for length 
and correctness, rejecting any malformed frames that might 
open the device up to a buffer-overflow or command-injec¬ 
tion attack. However, implementing all these protections in 
the device's firmware may be prohibitively expensive for any 
large codebase, particularly one that makes extensive use of 
third-party software libraries and applications. 

A more realistic approach is to divide the firmware into sec¬ 
tions that need high security assurance and those that can 
be allowed to fail under attack because they will not com¬ 
promise the secure functions. For example, a subroutine 
that simply packetises temperature data into a JSON format 
so that it can be relayed to a smartphone app need not be 
checked for security properties. Secure code, however, will 
ensure that authentication is carried out before that data is 
sent anywhere. 

Software considerations 

The amount of software on the device that needs full security 
hardening need only be a fraction of the total codebase. How¬ 
ever, this separation is only effective if there are no backdoors 
from the non-secure code to the high-security routines that 
hackers can exploit in privilege-escalation attacks. For exam¬ 
ple, if a buffer-overflow attack succeeds in loading into mem¬ 
ory that is designated 'secure' data that makes the attacker's 
identity that of a system administrator any protection is lost. 
Isolation of secure memory from non-secure areas is essential 
and can only be reliably enforced in hardware. 

Embedded microcontrollers such as those in the Microchip SAM 
Lll family contain security-enforcement hardware based on 
Arm® TrustZone® architecture extension augmented with pro¬ 
prietary protections against software attacks. The hardware 
enforcements in the SAM Lll make it possible to construct 
a root of trust and use that to extend security protections to 
the rest of the system, forming the basis of a comprehensive 
security framework (Figure 2). 
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Figure 2: Dual developer approach. 

The root of trust can perform cryptographic operations that 
extend the trusted zone out from itself to include other ele¬ 
ments of the system, allowing communications to be protected 
on an untrusted network. A built-in cryptographic controller 
streamlines the operation of generating per-session keys as 
well as the encryption and decryption operations. The control¬ 
ler can also help check the authenticity not only of incoming 
messages from the network but the code that the system runs. 
The cryptographic protections even guard against counterfeit 
hardware. In this case, software running within the trusted zone 
can interrogate other boards in a chassis by issuing challenges 
to which only valid boards can respond correctly. 

To maintain a root of trust, the SAM Lll hardware employs 
a secure boot process. To prevent this from being compro¬ 
mised, the initial boot sequence is from code held in a boot 
ROM area that cannot be altered after manufacture and so 
cannot be circumvented. Once initial startup has completed, 
services in the boot ROM code check the remaining firmware 
needed to complete the boot process for authenticity. It does 
this, with the help of the cryptographic accelerator, by check¬ 
ing the hash stored with each firmware segment matches and 
that it is consistent with a reference hash encoded by fuses 
set at manufacture. A mismatch in the value will reset the 
device and restart the secure-boot process. In this way, even 
if a hacker succeeds in altering the firmware stored in on-chip 
flash memory, the device cannot boot successfully until the 
manufacturer's version has been restored. 

TrustZone technology 

Once the device has booted successfully and is running known 
good firmware, the Arm TrustZone technology implementation on 
the SAM Lll acts to maintain a clear separation between secure 
and potentially hazardous software. Arm TrustZone technology 
on the SAM Lll's Arm Cortex-M23 processor code provides a 
set of secure instructions that ensure any function calls made 
by non-secure code sent into the secure domain can be checked 
for problems (Figure 3). Arm TrustZone technology allows the 
creation of software security domains that restricts access to 
selected memory, peripherals, and I/O to trusted software with¬ 
out compromising system performance. By allowing secure code 
to be collected and protected, Arm TrustZone technology greatly 
simplifies the security assessment of an embedded device. 


Figure 3: Cortex-M 23 interrupt mechanism. 

To differentiate and isolate secure code from non-secure code, 
the SAM Lll memory is partitioned into different memory 
regions, with each region configured by fuses to resist against 
software attacks. Any attempts to access regions marked as 
secure from non-secure code, or a mismatch between the code 
that is executed and the security state of the system results 
in a hard-fault exception that prevents the access succeeding 
and which may trigger a reboot of the system. This protec¬ 
tion is maintained even during interrupt handling and debug. 

For example, as shown in Figure 4, the Arm TrustZone technol¬ 
ogy implementation maintains two stack pointers that separate 
secure and non-secure execution and prevent compromises to 
data on the stack that might be attempted through an interrupt 
handler. During debug, secure and non-secure code are treated 
differently using debug access levels. A developer working on 
non-secure sections cannot alter secure code or access debug 
information on it directly. This supports a clean separation of 
responsibilities so that only developers with security creden¬ 
tials can work on the protected code. 

Typically, a developer charged with writing secure applications 
will provide header files and library routines that allow non-secure 
code to make requests, such as encrypting a network packet to 
be sent over the internet. The secure application is then loaded in 
a protected memory region. When a developer without security 
clearance develops the networking code, they will use the library 
and linker files provided but they will only have API-level access: 
the secure code and its data will be a black box. Attempts to 
alter the secure code can be forced to fail at boot time because 
its hash does not match at runtime. This is possible through the 
consistency checks made by the immutable secure boot process 
offered by SAM Lll. For example, pointer manipulation to refer 
to an improper location will trigger a fault. 

Peripherals can also be designated as secure or non-secure, 
with the result that only authorised software can access or con¬ 
trol them directly. For peripherals that may provide services to 
both types of region, access to them is protected in a similar 
manner to secure function calls. The non-secure code makes a 
request through an API provided by the secure-code developer. 
This ensures any direct control of the peripheral is maintained 
by authenticated code that can check for attempted malicious 
use. For example, non-secure code may be allowed to read the 


48 Elektor Industry 1/2019 












































Figure 4: Standard interaction between secure and non-secure states. 


state of a timer-counter but be prevented from resetting it. 
External peripherals and subsystems may only be allowed to 
make requests to the microcontroller if they provide a hash 
value that tallies with a digital certificate held in secure on-chip 
key storage and the data they send. This prevents any attempt 
by a hacker to use a compromised peripheral to subvert system 
operation and is also the basis for manufacturers to ensure their 
device cannot be used with counterfeit subsystems. Even if the 
attacker is able to probe and alter 256 bytes of RAM meant for 
key storage, the SAM Lll contains mechanisms that will zero- 
out keys and data if it detects that kind of activity. 


The result of the interlocking security measures on the SAM 
Lll that extend from physical protection of memory to the Arm 
TrustZone separation technology provides OEMs with the abil¬ 
ity to build holistic security into their embedded devices and 
ensure its applications are not the weak link in the IoT. H 
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Review: Basler Dart BCON for 
LVDS Development Kit 

By Clemens Valens — Technical Manager, Elektor Labs 

The well-designed Basler Dart BCON for LVDS Development Kit is intended for embedded vision developers. 
With this easy-to-assemble kit, you'll be working on embedded vision applications in no time. 



Figure 1: The Dart BCON for LVDS development kit (source: Basler). 



Figure 2: Dart BCON for LVDS cameras: S-mount (in the back), CS-mount (middle) and bare board 
(front, source: Basler). 


All machine vision systems need cam¬ 
eras, and this is where the German cam¬ 
era specialist Basler comes in. Not only 
do they offer a full range of cameras and 
accessories, they also have the tools to 
set them to work. In this review we will 
look at such a tool, the Dart BCON for 
LVDS development kit. (Figure 1). 

Embedded vision 

Typical machine vision and imaging sys¬ 
tems consist of one or more cameras 
connected to an image processor, often 
a PC. Embedded vision systems, on the 
other hand, do the image processing in 
the embedded system itself. As such it 
can add machine learning and image 
recognition to existing applications, and 
enable new applications. Self-driving 
cars, for instance, capable of detecting 
pedestrians and the lines on the road, 
rely on embedded vision technologies. 

Dart BCON for LVDS 
development kit 

The name of this kit contains three terms 
that need further explaining in order to 
fully understand the purpose of the kit. 
Dart is the name of the type of the cam¬ 
era included in the kit (Figure 2). The 
camera in the kit is a 5-MP (2,592 x 
1,944 pixels) daA2500-14lc colour area- 
scan camera capable of 14 frames per 
second (fps). It supports S-mount lenses, 
but CS-mount versions exist too. The "I" 
in the type number indicates that it has 
an LVDS interface. 

Low-voltage differential signalling (LVDS) 
is the electrical interface of the camera. 
LVDS is particularly suitable for embed¬ 
ded systems as it allows for very com¬ 
pact assemblies. Dart cameras also exist 
with USB 3.0, and a MIPI interface is 
announced for Q4 of 2018. 


Basler Connectivity (BCON), an adap¬ 
tation of the industry standard Cam¬ 
era Link, was developed especially for 
embedded systems. BCON is comparable 
to Camera Link's Base configuration and 
uses a single four-channel Channel Link 
transmitter over a single cable. 


What else is in the kit? The other hard¬ 
ware found in the kit is a processor 
board, a base board to hold everything 
together, a power supply, a USB cable, 
an Ethernet cable, and some nuts and 
bolts. (It is a kit after all.) 
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The Basler Dart BCON for LVDS Development Kit is a carefully designed kit 
intended for embedded vision developers. 



Linux x86 or ARM Core 


User Application 
pylon 

BCON Adapter API 


Grab BCON l 2 C 

Adapter Adapter 


Provided by pylon 


To be implemented by user 


*The grab adapter and the 
BCON PC adapter are provided 
as reference design in source 
code and as binary. The referen¬ 
ce design can be used as is, but 
users can also adapt the design 
to their needs. 



Figure 3: Dart BCON for LVDS system overview (source: Basler). 



Figure 4: The assembled Dart BCON for LVDS 
development kit up and running. 

FPGA onboard 

The processing board is an Avnet Micro- 
Zed 7010 System on Module (SoM), a 


low-cost development board based on 
the Xilinx Zynq-7010 All Programma¬ 
ble (AP) System on Chip (SoC). The 
SoC integrates a dual-core ARM Cor- 
tex-A9 running at speeds up to 866 
MHz with USB 2.0, Gigabit Ethernet, 
SD/SDIO interfaces and 28K program¬ 
mable logic cells ("FPGA fabric"). The 
SoM adds to that 1 GB of DDR3 and 
128-MB QSPI flash plus a power supply 
and connectors. 

Probably the main reason for including 
an FPGA-based processing board in the 
kit is the camera's LVDS interface. Low- 
cost popular processor boards featuring 
such interfaces are rare whereas an FPGA 
offers a perfect solution. Also the Zynq 
(if only it would be allowed in Scrabble) 
comes with DSP slices, and, being partly 


an FPGA, is just good at image process¬ 
ing in general (Figure 3). Developers 
who want to dive deeper into the hard¬ 
ware can download documentation and 
example Vivado projects from the Basler 
website to customize the Board Support 
Package (BSP). 

First steps 

Assembling the kit is really easy (Fig¬ 
ure 4), and it is made even easier by the 
excellent Quick Install Guide. Count five 
minutes for this step (unless you have 
to find your glasses first). 

Once the kit is assembled, it is time to 
make it work. Since it is not possible 
to connect a display to the kit, com¬ 
municating with it has to be done over 
a DHCP-enabled network. When the 
board's IP address is known — check the 
network router's DHCP client list if you — 
you can connect to it via a Remote Desk¬ 
top Protocol (RDP) connection. Doing so 
will get you a sober graphical desktop 
with a few icons on it (Figure 5). 

pylon 5.0 

Launch "pylon Viewer," connect to the 
camera (there should be only one, dou¬ 
ble-click on it), activate "Continuous 
Shot," and adapt the zoom to make the 
image fit the window. Camera focus can 
be adjusted manually by rotating the 
lens. Small objects right in front of the 
lens as well as large objects hundred 
metres away can be brought into focus 
this way. 

Note that objects close to the camera will 
reflect the light of a very bright green 
LED on the MicroZed processing board 
close to the camera. If this hinders your 
application, you may want to mount the 
camera on another support (or remove 
the LED). 

Programming samples 4 

C/C++ source code for example pro¬ 
grams are available on the SD card. 
These samples show how to connect to 
the camera and grab one or more images, 
and how to adjust its parameters. 
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Figure 6: What pylon sees when it looks in the mirror. 


Figure 5: The kit's Ubuntu desktop. 



Figure 7 : This image was captured by the Dart 
BCON for LVDS development kit. The object 
reflects the bright green LED mounted on the 
processor board. 

What next? 

You have now reached the point where 
you have to continue alone. Remember 


that the pylon SDK is an SDK for com¬ 
municating with cameras; it is not an 
image-processing tool. It is your job to 
set up your favourite vision development 
toolchain. Visiting the imaginghub may 
be a good next step. There you can find 
for instance sample projects and tutori¬ 
als on how to make pylon and OpenCV 
work together (Figure 6). 

Tight on disk space 

Trying to install OpenCV on the kit by 
building it myself took me quite far, but 
it failed when the system ran out of disk 
space. Ubuntu's file manager showed 
that 97% of the 3.4 GB disk had been 
used. 3.4 GB? The SD card included in 
the kit is a 16 GB type, meaning that 
plenty of space should still be available. 
Running the disk partition tool "gparted" 


on another machine allowed me to add 
almost 12 GB to the SD card's main 
partition. 

Conclusion 

The Basler Dart BCON for LVDS Devel¬ 
opment Kit is a carefully designed kit 
intended for embedded vision developers. 
The objective of the kit is not to provide 
image processing tools, but to provide an 
embeddable vision platform that works 
(almost) right out of the box. 

The kit is ready to use in about five min¬ 
utes thanks to a flawless Quick Install 
Guide. No errors or difficulties of any kind 
were encountered during its evaluation 
when following the instructions provided 
by the manufacturer. Image capture 
worked right away, and all sample code 
built without warnings and errors; tested 
samples worked fine too (Figure 7). 

The only (minor) issues that came up 
during testing were: 

• A bright green LED close to the cam¬ 
era reflects in nearby objects; 

• The file system on the SD card 
leaves about 75% of the total avail¬ 
able disk space inaccessible. 

I would highly recommend correcting 
the second issue with a disk partition¬ 
ing tool like "gparted" before doing any¬ 
thing else. N 
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Prototype Construction 
- Professionally In-house 

Factronix GmbH, located in the west of Munich, offers large 
systems for electronics production as well as a wide range of 
production systems for small series and prototypes. Start-ups, 
universities and research institutes will find suitable equip¬ 
ment as well as development departments of large compa¬ 
nies that do not have access to prototyping or production. 
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For many companies that have so far only dealt with the 
development of electronic circuits, their own small produc¬ 
tion facility for prototypes is becoming interesting since it 
almost completely eliminates annoying lead times at the 
EMS service provider (Electronic Manufacturing Service). 
Both hardware and software can be tested much faster 
and the market-ready end product can go into production 
much faster. The time-consuming, often error-prone and 
cost-intensive manual assembly by the developer is then 
of course offset by investment costs and set-up costs for a 
machine, which are, however, put into perspective in view 
of the preparatory work involved in placing an order with 
the service provider and the associated long lead time. 


In order to put a production line for prototypes into operation, 

• special attention should be paid to uncomplicated program- 

f ming and operation of the devices when selecting a device. 

! The product range at Factronix is tailored to these needs 

f and includes stencil printers, SMD placement machines (with 

f dispenser for solder paste on request) and reflow ovens in 

various sizes and configurations. The customer receives 
comprehensive consulting to select the optimal configura¬ 
tions, extensive training on an ongoing project to ensure 
a quick and uncomplicated start of their own production. 



www.factronix.com 




High-Tech Components 
for Your Innovations 


Electronics 

Worldwide 


As a leading distributor of electronic components we 
are able to offer you a wide portfolio of products, 
expert technical support for product development and 
design-in, individual logistics and supply chain manage¬ 
ment solutions as well as comprehensive services. 


Semiconductors 
Passive Components 
Electromechanical 
Components 
Displays & Monitors 


Boards & Systems 
Storage Technologies 
Wireless Technologies 


Contact us: +49 (0) 7231 801-0 

Committed to excellence 


I3DE3E9H3 


www.rutronik.com 


EMBEDDED WORLD 19 

26.-28. FEBRUARY 2019 
NUREMBERG | GERMANY 


NMfvrujp. 




/"A RUTRONIK 

WEMBEDDED 


BOOTH 159 


HALL 3 


RUTROniK 

ELECTRONICS WORLDWIDE 


■I 


Advertisement 


Embedded Technology, Microcontrollers & Tools 53 


















Rapid Prototyping 

Ruggedisation design for military and in¬ 
dustrial applications 


By Michael McCormack, President & CEO, CP Technologies 


CP Technologies has been a long-time provider of 
ruggedised computer equipment for military and 
industrial applications for over 18 years. Over the 
years, some aspects of designing rugged computers 
using COTS components have remained the same, 
while other areas have greatly changed. This 
paper discusses how CP Technologies designs and 
manufactures its ruggedised systems for harsh 
environment applications. Below we cover the 
following topics: shock and vibration, temperature, 
protection from dirt and dust, and EMI/RFI shielding 
as it relates to our product offerings. 



When starting any new project, CP Technologies collects as 
much technical detail as possible; information such as where 
and how the product will be deployed, operated, and stored 
(from an environmental standpoint), and what the product will 
be used for (from a performance and security stand point). 
This helps determine what type of computer components are 
required and to what level the system needs to be ruggedised. 
The design aspect can change greatly depending on the cus¬ 
tomer's requirements — i.e., ground-based, wheeled-vehicle, 
aircraft and shipboard applications all have their own unique 
requirements. 

Utilising its vast design library, CP Technologies has access 
to thousands of existing designs that cover the gamut of 
shapes, sizes and configurations, many that have been MIL- 
STD certified. 

Our in-depth product knowledge and system designs all stem 
from working with customers to overcome design challenges 
and incorporating lessons learned with each new design. In 
many cases, this allows CP Technologies to leverage a qualified 
existing design for new product development without having 
to start from "ground-up" (Figure 1). 

By using SolidWorks 3D CAD software for mechanical design 
work, new or updated designs can be created and validated 
virtually before any metal is manufactured, saving valuable 
time and money. 


Figure 1: Engineer working in medical analysis. 

Shock and Vibration 
1. Enclosure construction 

To address shock and vibration, we can look back to several 
customer projects that helped to fine tune our design process 
regarding shock and vibration events. 

On one specific project for the US Navy, CP Technologies knew 
the design was to be tested to MIL-S-901D, Grade A (now 
defined in MIL-DTL-901E). By understanding the environmen¬ 
tal design parameters and knowing the design concerns of 
integrated COTS hardware, our designers set out to create an 
enclosure to pass this very intensive test procedure. Simply 
put, throughout a very high shock event, the computer was 
required to continue to operate and the enclosure is required 
to keep its structural integrity without having any pieces or 
parts come loose from the system that may injure personal 
within that area. 

Utilizing designs that had been previously tested as well as 
field deployed gave us a great starting point. From there 
our engineers determined which, if any, components would 
require additional reinforcements such as heavy heat sinks, 
components that required further stabilisation, and a review 
of cable routing to ensure there were clean cabling paths to 
prevent cable tension and chaffing as well as to ensure proper 
air flow. Additionally, internal shock isolators were added at 
strategic locations to protect sensitive equipment. 
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Lastly, a review of the front and rear panels of the system were 
reviewed to ensure that no system parts or components have 
the potential to break loose during a high shock event. The 
enclosure utilises a milled aluminium front panel for strength 
and system integrity. Power and reset switches are installed 
behind a sealed front door to prevent the system from acci¬ 
dently shut down. 

This design also uses locking hardware throughout the enclo¬ 
sure and captive hardware to ensure fasteners not fall free 
from the system and become lost. 



Figure 2: Example of an enclosure utilising a milled aluminium front 
panel for strength and system integrity. Power and reset switches are 
installed behind a sealed front door to prevent the system from accidently 
shut down. 

On the rear panel, an extension bracket was added to the back 
of the enclosure to help support the cable assemblies that 
would be attached to the rear I/O of the unit. This allowed 
for external cable assemblies to be secured to the rear of the 
enclosure, while providing clean cabling service loops, removal 
of any stress on the rear I/O connectors, and to ensure no 
cabling will come loose during high shock and vibration events. 

The CP Technologies engineering team worked closely with the 
project team from the US Navy. Each side collaborated through 
the design process, sharing drawings and prototyping system com¬ 
ponents until the final designed was established. The result was 
a rugged 4U computer that was tested to and passed MIL-S-901D 
Grade A. The video of the 901D Barge test can be seen at [1]. 


2. Rugged systems integration (a turn-key system) 

CP Technologies often provides its customers with a basic rug¬ 
ged computer platform, but in many applications the customer 
will be required to add additional hardware or software to the 
system prior to delivering the final product to their customer. 
As a value-add to our customers, CP Technologies will inte- 



Figure 3: Example of a system subject to analysis of thermal, hot spots. 


grate additional hardware and or load software into a rugged 
platform, thus providing the customer with a truly a "turn-key" 
product, all assembled in one location. 

Customers may require additional I/O to communicate with 
their software, sometimes this could be an off-the-shelf I/O 
board, or other times an add-in board developed by the cus¬ 
tomer. CP Technologies prefers to install these cards during 
the assembly process at our factory (whenever possible), to 
ensure installed ruggedisation, proper cabling/power routing 
and that the board receives the required cooling it needs. Not 
only is this a further enhancement to the system itself, but it 
is one less thing a customer needs to worry about during their 
manufacturing process. 

Additionally, software can be handled in the same manner. 
Working with the customer, CP Technologies can create a revi- 
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Figure 4: CP Technologies designed "dog house" rear enclosure. Note the traditional I/O connectors are enclosed within a sealed metal enclosure and 
the I/O connections are re-routed to MIL-CIRCULAR shielded connectors. 


sion-controlled software Golden Image. This software can be 
loaded with the computers Operating System and is one more 
benefit to the customer, getting them one step closer to proj¬ 
ect completion. 

Extended Temperature Operation 

When working with COTS components within a ruggedised plat¬ 
form, heating and cooling of these components can become 
quite a challenge. Most COTS components have not been 
designed with extended temperature operation in mind. That 
said, we know certain COTS materials can operate at extended 
temperature for a duration of time without decreasing perfor¬ 
mance or damaging components. When gathering the needed 
project environmental data, the first question we will ask is 
"What is the required operating and storage temperature 
range?" along with "How long the unit is required to operate 
or be stored at those levels?". 

Below we list three of the most common operational tempera¬ 
ture ranges and how we address each: 


CP Technologies 

CP Technologies is now part of the Aeronautics Group 
of companies and is a manufacturer of computers, LCD 
displays, storage arrays that are designed and assembled in 
the USA for Military and Industrial applications. Founded in 
1997, CP has long been the leader for Rugged and Custom 
Computers and LCD technologies serving the DoD and 
Industrial markets. 



• LEVEL 1 - Standard Temperature Range 

Most CP Technologies customers require a 0°C to 50°C 
operating temperature range. At this level any CP Technol¬ 
ogies configuration will operate indefinitely with no impact 
on the lifespan of the product. 

• LEVEL 2 - Enhanced Temperature Range 

The second operational temperature range is a require¬ 
ment for -20° to 60°C. 

While a stock configuration can operate at extended tempera¬ 
tures for a short period of time, if greater operational time is 
required modifications may be necessary. 

We start with the review of each system component. The man¬ 
ufacturer's product thermal characteristics data are reviewed, 
the component itself is examined, and potential upgrades such 
as larger heat sinks, etc. are identified and implemented. We 
review how the components are installed within the enclosure 
and possible ways to route additional cooling to "hot spots" via 
cooling fan relocation or additional air ducting. Lastly, cooling 
fans can be upgraded to increase air flow and modifications 
can be made to the thermal management system to increase 
fan speed rotation. In this scenario, a standard rugged chassis 
is tuned to the specific requirements of a system with higher 
demands. 

To address low temperature operation, initialising warm-up 
heaters may be added to the system. For cold start opera¬ 
tions, the power would be applied to the internal heating ele¬ 
ments and fans allowing warm air to preheat the system before 
start-up takes place. 

• LEVEL 3 - Extended Temperature Range 

The third operational temperature range is -40 to 85C. As 
mentioned above, a computer system can operate at these 
levels for a very short duration (hours). If the* system is 
required to be stored and or operational during extended 
periods of time, then a very different component strategy is 
needed, moving away from commercial grade components. 

CP Technologies can specify components certified to operate 
at the -40 to 85C storage and operating temperatures. As an 
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example, the power supply for these units is solid state design. 
Likewise, the system hard drives are solid state and are indus¬ 
trial grade. The computers system board differs from a com¬ 
parable commercial unit by upgrading board level components 
like crystal oscillators, relays, capacitors, resistors, diodes, and 
magnetics to better endure the extreme temperature require¬ 
ments. There are a handful of low power Intel CPU's, screened 
for -40 to 85C storage and operating temperatures available. 
The selection of a proper CPU is a combination of customer per¬ 
formance requirements as well as environmental considerations. 

Additionally, depending on the environmental conditions and 
components selected, the enclosure structure itself is gener¬ 
ally a "sealed" design. An integrated heat sink, built into the 
enclosure sidewall, transfers internal heat to the outside of 
the chassis. 

Dust and Sand 

Many of CP Technologies customers are software designers that 
often are surprised to learn after winning a military contract 
award that a rugged computer able to support harsh envi¬ 
ronment operation is required to run their software. This was 
such the case for a recent project. The customer, a developer 
of persistent surveillance software, had won a large contract 
from the US Army. During testing of the system their generic 
IT-grade computers began to fail at the test site. The systems 
were becoming clogged with dirt and dust, eventually caus¬ 
ing the systems to overheat and lock up. The customer was 
given 12 weeks to come up with a rugged solution or lose the 
multi-million-dollar contract. 

CP Technologies quickly evaluated the environmental and sys¬ 
tem performance requirements and began work on designing a 
ruggedised computer system that could meet all requirements 
under a very short timeline. A ruggedised 5U (HPC) computer 
enclosure was designed that utilised many of our common 
design criteria, such as tight-fitting seams and joints, solid front 
panel with integrated air filter and a light "over pressure" to 
keep air pushing out of all openings. The biggest challenge to 
the design was managing the heat generated by the system 
all the while maintaining proper air-filtration. 

The system, a dual CPU Xeon platform with (4x) NVidia Tesla 
cards generated a tremendous amount of internal heat. To 
comply with the project environmental filtration requirements 
(basically talcum powder) required much denser air filters than 
on our stock system configurations. While this prevented dust 
from entering the system, it also lowered the amount of air 
flow for cooling down an already hot system. Ultimately our 
engineering team developed a successful filtered cooling solu¬ 
tion by upgrading cooling fans, ducting airflow, and fine-tun¬ 
ing adjustments to the Syscool thermal management system. 
The product was delivered to the customer in time to pass and 
win the contract. 

EMI/RFI Shielding 

Another area of environmental concern is with EMI/RFI shield¬ 
ing. There are times where our computers are installed in areas 
with higher than normal EMI/RFI emissions requirements. Inher¬ 
ently CP Technologies enclosures are designed with this type of 
shielding in mind. Features like tight and overlapping joints and 


seams, honeycomb vents for air intake and exhaust, as well as 
optional upgrades for additional EMI filters and enhancements. 

Beyond what has been described, modifications can be made 
to further enhance a rugged computer's EMI/RFI shielding. 

As an example, CP Technologies developed a ruggedised sys¬ 
tem for a telemetry company that was mounting the unit into 
an aircraft. This system required shielding above and beyond 
our standard shielding options. The rear panel of the computer 
is traditionally the weak spot for EMI/RFI emissions due to 
the I/O connectors and add in board slot locations as well as 
unshielded external cabling. 

To remedy this problem for this application, our engineering 
team developed a "dog house" rear enclosure. The traditional 
I/O connectors are enclosed within a sealed metal enclosure and 
the I/O connections are re-routed to MIL-CIRCULAR shielded 
connectors. The air exhaust for the enclosure was additionally 
filtered as well. External cable assemblies were manufactured 
from shielded materials and terminated into MIL-CIRCULAR 
shielded connectors. The provided system was then tested 
to and passed MIL-STD-461 and select DO-160 EMI testing. 

In conclusion, there are many ways to protect COTS hardware 
in harsh military and industrial environments. The challenge is 
a balance between providing required computer system perfor¬ 
mance along with the deployed environmental characteristics 
as well as keeping the platform cost effective. 

Also, as shown in the examples, it becomes a true partnership 
between CP Technologies and its customers to rapidly develop 
the best solution for each customer and project. N 

Weblinks 

[1] : https://www.youtube.com/watch?v=swAWpmboN64 
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By Jan Buiting, Editor-in-Chief, Elektor Industry 

Q&A with Roland Maurer 

What's new from SCHURTER at 
Embedded World 2019 


Jan Buiting: Mr. Mauer, please describe your 
function and role within the SCHURTER company. 

Roland Maurer: Product Manager, Competence Center Input 
Systems. One of my main roles is to understand which kind of 
technology is the best solution for the customer's application. 
I'm bridging the gaps between the project members like cus¬ 
tomers, suppliers and engineering, working closely with coop¬ 
eration partners in Asia and engineers on the technical spec¬ 
ifications, and ensure that the teams have all the information 
they need to supply the best support and optimum product. 

I share my technology expertise in presentations and work¬ 
shops at customers and support our sales teams in the Group. 
Also, I analyze the market development to define the technol¬ 
ogy roadmap which will show us where our teams should be 
focusing their attention for the future. 


Jan: Which are the company's main items to 
promote and introduce at Embedded World 2019? 
Will you be present at the booth? 

Roland: At Embedded World, SCHURTER will promote input sys¬ 
tems as key items according to our industry segments (Medical 
Equipment, Industrial Equipment, Automotive, Energy, Avion¬ 
ics and Space, Data & Communication). These are mainly pro¬ 
jected capacitive Multitouch panels acting as HMI for medical 
and industrial equipment integrated in customer applications. 
With the operational AURORA demo unit we will show our 
extensive abilities for development, design and manufacturing 
of such comparable complete solutions. Besides we promote 
our perfected optical bonding of displays with Multitouch panels 
for areas such as Automotive, Space and Energy. We'll also 
present the contactless 3D Input system, a programmable 
gesture control module. 

And yes, I will be present at our booth for any requests during 
the Embedded World exhibition. 


Jan: Please tell us what made SCHURTER decide 
to launch and promote "complete solutions" 
like AURORA, right alongside the component 
supply business? 

Roland: AURORA shows a complete solution as a fictive applica¬ 
tion combining the possibilities and competences of SCHURTER 
— it is not an actual "product". Its demo features are based on 
a medical application unit to show all SCHURTER products in 
combination, and expertise in one marketable complete solution. 
SCHURTER is a worldwide leading innovator and manufac¬ 
turer of input systems as well as electronic components in 
the fields of: circuit protection, connectors, switches and EMC 
products. Besides the components supply business, SCHURTER 



Roland Maurer, Product Manager, Competence Center Input 
Systems, SCHURTER. 


offers complete solutions and system integration in which all 
competences and technologies of the group like components, 
switches, electronic manufacturing services, optical display 
bonding etc. are included. AURORA is an example of 100% 
"SCHURTER inside". 

Jan: Tell us more about the AURORA package. 
What's involved, how does it work and what can 
customers expect from it? 

Roland: SCHURTER's team coordinates and links all compe¬ 
tences in the group for the development within a context of 
system solutions, and takes the full responsibility for its life 
cycle management. AURORA is synonymous for SCHURTER's 
core competences combined in one application as a complete 
solution from a one stop shop. 

Involved are Input Systems functionalities like a Multitouch 
screen and sliders based on projected capacitive sensor tech¬ 
nology — laminated behind a printed as well as curved cover 
lens. The display integration is realized with one of our optical 
bonding technologies. The complete HMI-electrohic with Linux 
based GUI-software was developed by SCHURTER. The main 
board is combined with an embedded module. The communi¬ 
cation and commands are carried out via WiFi. The PCB boards 
are manufactured and fully assembled within the Group. To 
make the demo unit complete, the CDS1 switch is integrated 
in the cover lens. 
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SCHURTER 


• Focus: safe power supply and easy-to-use equipment 

• Products/Services: electronic components and cus¬ 
tomized touch solutions 

• HQ: Lucerne, Switzerland 

• Web: www.schurter.com 



AURORA, to be demoed at Embedded World 2019, comprises Input 
Systems functionalities like a Multitouch screen and sliders based on 
projected capacitive sensor technology. 


Jan: Back to the HMI devices you were \ / 

mentioning, I guess the CDS1 configurable Witeh 
is one. What makes it special? > // 

Roland: The CDS1 is a configurable "plug & play" Input System''/ 
switch, including a full sized capacitive touchscreen corribined 
with a round OLED Display. The switch contains four softkeys 
for interactive functionalities like finger rotating, finger swiping 
in four directions, and a touch button for activation or confir¬ 
mation by tapping. The user can easily upload pictures in png 
format, or animated gif videos via a USB Interface. The CD^l 



The new CDS1 is a configurable "plug & play" Input system switch, 
including a full sized capacitive touchscreen combined with a round OLED 
Display. 


Like the AURORA demo shows, customers can expect to always 
get the best and optimized solution for their application. The 
SCHURTER team supports customers to assure their market 
position and growing along with state-of-the-art Input systems 
up to complete solutions. 

Jan: What type of customers does Schurter aim 
to attract with AURORA? Is there any chance 
of a match with start-up companies and small 
laboratories? 

Roland: SCHURTER's main customers are market leaders in 
the field of medical and industrial equipment. We support also 
customers in the market segments automotive, avionics and 
space, data and communication and energy. 

But of course we assist start-up companies and labs in devel¬ 
oping their ideas and products. It is very important to work 
with a partner and specialist from the very beginning of a proj¬ 
ect in development. SCHURTER can advise the best direction 
for the optimal design of a new product with our knowledge, 
know-how, qualified and certified systems combined with our 
long-term experience. We provide everything - from the idea 
to series production and offer consultancy, engineering, proto¬ 
typing - to offer the optimized solution in series production for 
the customer. For applications with low volume we design-in 
qualified Input systems with certified items out of the box. 


doesn 't need system software to work. Only the machine sim¬ 
ulator runs on MS Windows 7 and higher. I 2 C, SPI and RS232 
interfaces are selectable. 

Jan: Finally, what do you look forward to as 
your finest moment at the SCHURTER booth at 
Embedded World 2019? 

Roland: To have the opportunity to show and convince the visi¬ 
tors of the competences, strengths and innovations of SCHURT- 
ER's Input systems and complete solutions. To present our 
technologies and expertise to convince prospects and customers 
to be the best partner. Having interesting discussions about 
developments of input systems for any market, in the future. 

The highlight on the newly designed SCHURTER booth will 
be AURORA and its technical features. Visitors can touch and 
play to send the command to open the "treasure chest" to 
receive a gift. H 
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Promising Startups 

at CES 2019 

By C. J. Abate, Elektor Industry US correspondent 


More than 1,200 startups were on exhibit at the 
2019 Consumer Electronics Show (CES) in Las 
Vegas, NV (January 8-11, 2019). Elektor attended 
the show to sift through all the innovation. Let's 
review several of the most promising innovators. 

The Consumer Electronics Show has come a long way since 
its 1967 launch in New York City. The first show drew 17,500 
attendees and featured radio and TV technologies. Today, 
CES boasts more than 180,000 attendees and showcases an 
every-expanding range of technologies, from audio to automo¬ 
tive to virtual reality. The event also attracts forward-thinking, 
electronics-focused startups who exhibit next-generation solu¬ 
tions in every imaginable market: VR/AR, robotics, wearables, 
healthcare, gaming, automotive solutions, audio, embedded 
systems, and more. CES 2019 didn't disappoint. Let's review 
some of the most promising startups that exhibited at Eureka 
Park, which was the high-traffic startup area located in the 
Sands Convention Center. 


Adok 

Paris-based Adok develops technology that can turn any sur¬ 
face into an interactive touch screen display. At CES 2019, the 
company presented its smart projector and meeting assistant 
system. The fully autonomous Adok projector runs Windows 
10 and enables you to access business-critical apps, such as 
Trello and Office 365. Simply place the projector on a table to 
start working with it (Figure 1). 

In addition to the projector, the company's software product, 
called Adok Meetings, enables users to plan, conduct, and 
debrief meetings. According to Adok's Cofounder and CEO 
Paul Peretie, customers can implement these solutions to save 
valuable work hours by simplifying the meeting process, from 
planning to follow-up. 

"In six to 12 months, we want to really expand £nd distribute 
massively," Peretie said. "If we have 1,000 clients using our 
products saving time in meetings — 5 minutes at a time — at 
the end of the year that will be a huge amount of time saved." 
The Adok projector is available on the company's website (www. 
getadok.com) and will soon be available via distributors in 
Europe and United States. 
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Figure 1: The Adok projector (270 lumens, HD-ready) is a complete 
computer featuring Wi-Fi, webcam, microphone, speakers, Windows 10, 
and more. 

Argex 

Makers, students, STEM educators, and pro engineers alike 
will love the Argex's watchX, which is a fully functional smart- 
watch that you can assemble and code (Figure 2). More than 
a watch, the kit enables you build a variety of DIY projects. 
The Arduino-compatible watchX is accessible to wide range of 
users, as young as 9 years old. 

"We have two options. You can program it with the Scratch 
Lego-like programming language," said Cofounder and CEO 
Mustafa Tulu. "Or, if you are an advanced user, if you can code 
Arduino, you can code watchX because it shares the same 
bootloaders and same hardware structure." 

Last year, the company launched the watch on Indiegogo and 
received 2,000 orders. Now they offer new accessories for watchX, 
including a gamepad, a rover robot, and an Arduino adapter for 
custom projects. Learn more about the kit at www.watchx.io. For 
Argex's most recent Indiegogo campaign, visit www.indiegogo. 
com/projects/watchx-accessories-tools-for-next-generation/#/. 



Figure 2: Argex's watchX is a wearable, Arduino-compatible 
development platform. 



Figure 3: This myolectric hand prosthesis for amputees enables a user to 
control all the fingers with a single motor. 


BionIT Labs 

BionIT Labs is a Lecce, Italy-based startup that sees disabil¬ 
ities as obstacles that can be overcome with smart high-tech 
solutions. The company is developing Adam's Hand, which is 
a myolectric hand prosthesis for amputees (Figure 3). Based 
on patent-pending technology, the design enables a user to 
control all the fingers with a single motor. 

Typical prosthetic devices use preset poses (e.g., a circular 
grasp) from which the user must choose for grasping an object. 
The BionIT Labs solution is novel in that the "user has only to 
approach an object and to decide to open or close the end with¬ 
out preselecting," said Giovanni Zappatore, CEO and Founder 
of BionIT Labs. 

BionIT Labs was launched in 2018, but the project started a 
few years ago. Today, the company is working toward bringing 
the device to market within the next several months. 

"After winning a €30,000 grant, we passed from the alpha pro¬ 
totype to the beta prototype. Now we are in the fundraising 
phase and we seek money to reach the product commercial¬ 
ization in 2020," said Zappatore. 

Visit www.bionitlabs.com for additional details. 


Boarding Ring 

The Ollioules, France-based Boarding Ring team is tackling the 
growing problem of virtual reality motion sickness. The com¬ 
pany's Boarding VAR device can be adapted to any VR headset 
to prevent "sensorial conflict," which causes nausea, dizziness, 
and headaches (Figure 4). 

"We developed little add-ons that could be easily implemented 
in all kinds of virtual reality headsets," said Cofounder and CMO 
Marilous Sue. "It sends you some light signals that are consis¬ 
tent with your body movement, so you will avoid the conflict 
between your inner ear and your peripheral vision." 

The device is slated to hit the market at the end of 2019. "For 
the moment we are in the pre-industrialization step and this 
is the prototype," Sue said, referring to the demo unit on dis¬ 
play at CES 2019. 
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Figure 4: This myolectric hand prosthesis for amputees enables a user to 
control all the fingers with a single motor. 


The company, which is currently searching for funding and work¬ 
ing on R&D, also develops other products to address motion 
sickness, Sue said. Additional details are posted at 
www.boardingring.com. 


BrainCreators 

Amsterdam-based BrainCreators was launched by artificial 
intelligence (AI) experts in 2012. Today, the company helps 
large enterprises to roll out their AI strategies in a variety of 
verticals, including telecommunications, insurance, and man¬ 
ufacturing. For example, BrainCreators assists manufactur¬ 
ers in implementing automated quality control and predictive 
maintenance solutions. 

"What we do is all software, so it is all machine learning," said 
\ Cofounder and CEO Jasper Wognum. "But we need hardware 
\at some point. We need GPUs from either Nvidia or IBM, which 
we partner with, and we need cameras and sometimes sen- 
/ feors or other devices, and then we work with partners who 
^provide those." 

BrainCreators offers its customers a range of services, includ¬ 
ing training, implementation, and deployment. Brain Matter 
is the company's data labeling platform, which it licenses to 
enterprise customers. Current customers include large inter¬ 
nationals such as DHL and well-funded startups working in a 
variety of areas, such as brain scan analysis, Wognum said. 

Business will likely increase for BrainCreators as AI becomes 
more popular. "AI is pretty new now, so we need to explain 
ourselves a lot and explain AI a lot. And I see this changing 
rapidly," Wognum said. "So, we will shift more towards people 
buying our Brain Matter platform and requesting consultancy 
on top than people requesting consultancy and us selling Brain 
Matter to them." 



Figure 5: Elkrem's Blockchain IoT development board 


You can learn more about the company's technology at 
www.braincreators.com. 


Brilliant Sole 

Founded in the summer of 2016, Wilmington, NC-based Bril¬ 
liant Sole is an innovative startup focused on merging footwear 
and virtual reality (VR). The idea is to put your feet into VR. 
At CES 2019, Brilliant Sole's Founder and CEO Jeff Guard said 
the company is around five to six months away from releasing 
a dev kit that will enable developers to work with the tech¬ 
nology. Target customers include VR developers and video 
gamer creators. Brilliant Sole currently has proven hardware 
and multiple SDKs that work. 

"We're getting ready to launch a crowdfunding campaign 
through Indiegogo in the next few months. And if that's suc¬ 
cessful, we'll be able to deliver a development kit sometime 
late summer," Guard said. 

In addition to finding brand partners and investors interested 
hardware, the company's goal is to build its developer commu¬ 
nity. To do so, they offer a demo that shows "someone being 
able to control movement in virtual reality with their feet" and 
receive haptic feedback, Guard said. 

VR enthusiasts can learn more at www.brilliantsole.com. 


Elkrem 

Elkrem is a Cairo, Egypt-based startup that develops solutions 
for designers interested in building IoT products that commu¬ 
nicate with decentralized technologies such as Ethereum and 
Bitcoin. At CES 2019, the company presented a Blockchain 
IoT Development Board - which is currently unnamed — that 
enables designers to create and deploy IoT devices securely 
without having to rely on servers (Figure 5). 
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"The board has the simplicity of an Arduino, the power of a 
Raspberry Pi, and the security of hardware crypto wallet," CEO 
Amr Saleh said of the board, which will likely cost developers 
less than $100 once it hits the market. 

Saleh anticipates that the board will be available in Q2 2019 
after the company is sure about the production timeline. Visit 
www.elkrem.io for updates. 

German Autolabs 

Berlin-based German Autolabs is a startup focused on build¬ 
ing AI- and voice-powered assistance systems for the mobility 
market. At CES 2019, the company showcased Chris (€299), 
which is an intelligent, connected mobile device that enables 
drivers to easily and safely communicate (via phone, mes¬ 
sages, or emails), navigate, and play music using speech and 
gesture technology (Figure 6). Updates are made completely 
through the app. 

"We dub it the first digital assistant specifically made for driv¬ 
ers," said Daniel Mieves, Head of Marketing at German Auto 
Labs. "So, it is a retrofit device which goes into your windscreen 
just like a GPS. It connects to your smartphone by Bluetooth 
and then you can operate all the apps and services that matter 
while driving purely by voice, voice assistant, and gesture." 


Visit www.germanautolabs.com for more details. 

Idein 

Tokyo-based Idein implements machine learning to develop 
products that connect people and things. At CES 2019, the 
company demonstrated its Actcast IoT platform service, which 
"links events and data in the physical world to the Web with 
deep learning inference on the edge devices." 

"We have the technology to run a very large-scale deep learn¬ 
ing interference on Raspberry Pi," Founder and CEO Koichi 
Nakamura said about the platform, which enables users to 
detect information on the edge and send only summarized data 
if it is necessary. Thus, the solution can significantly reduce 
network traffic and server computing costs. 

Nakamura explained that deep learning is intended to replace 
human participation. The applications for Idein's solutions 
include traffic monitoring, in-store customer tracking, and 
factory production monitoring. 

"We don't create the actual solutions for end users or end cus¬ 
tomers, but we provide this fundamental technology to solution 
vendors," he added. 



In for a startup challenge in November? www.elektormagazine.com/p-ffwd 

( 



Figure 6: Chris is a connected mobile device that enables drivers to safely Figure 7: Kwambio printers enable users to create on-demand, 
communicate, navigate, and play music using speech and 3-D-printed ceramic designs, 

gesture technology. 




Although Chris speaks and understands German and English, 
it is currently available only in Europe. There are currently 
around 2,000 units on the road. Mieves said the company 
would like to see a five-digit number of devices on European 
streets within the next year and perhaps launch a device in 
the United States at CES 2020. 


The company intends to release a production version of Actcast 
within the next several months. Head over to https://idein.jp 
for additional information. 
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Kwambio 

Kwambio is an innovative manufacturer specializing in on-de¬ 
mand, 3-D-printed ceramics. Today, the young company runs 
a printing facility in Ukraine and has offices and showrooms in 
London, New York, and Hartford, CT. At CES 2019, Kwambio 
presented an industrial-grade printer and a desktop printer 
that's suitable for an office or gallery (Figure 7). 

According to CEO Vlad Usov, the company focuses on three 
market segments: art and design (glazed ceramics), industrial 
applications (high-temperature ceramics for functional parts), 
and healthcare (bioprinting and implants). 

"We are a full-cycle manufacturer from the powder — ceramic 
and bio powders — to the hardware and software. And 
also, we run our own facilities, so we offer not only equip¬ 
ment for sale and material, but also on-demand printing 
services," Usov explained. 

Visit www.kwambio.com to learn more about the company's 
printers and services. 


Next Industries 

Next Industries, an Italy-based developer of IoT sensor solu¬ 
tions, demonstrated itsTACTIGON SKIN (T-SKIN) gesture con¬ 
troller at CES 2019. Using artificial intelligence and sensors, 
the well-designed controller acts as an extension of a user's 
hand, and thus has numerous applications. Before introducing 
T-SKIN, Next Industries made the TACTIGON board, which is 
a small board featuring a gyroscope, accelerometer, Bluetooth 
Low Energy, and a microcontroller. 

"Our new product, TACTIGON SKIN, is a controller with Blue¬ 
tooth Low Energy onboard, a gyroscope, magnetometer, 
accelerometer, microcontroller, and pressure sensor," said 
Next Industries CEO Massimiliano Bellino. 

The company plans to launch a Kickstarter campaign for the 
T-SKIN in February 2019. Additional details are available at 
www.thetactigon.com. 

Petronics 

Petronics's Android- and iOS-compatible Mousr is an interac¬ 
tive robotic toy for cats and their owners. The innovative sys¬ 
tem was developed to act like a real mouse and to react to a 
cat's movements. 

The product was developed a few years ago by a group of 
graduate students in electrical engineering at the University 
of Illinois. According to Cofounder Michael Friedman, the team 
decided to combine its interest in robotics with its love for cats. 

"We were really interested in a doing a robot that would come 
out now and not a $40,000 robot that you see at CES but never 
actually makes it to the market," Friedman said. 

The process took about three years, and the team launched 
Petronics and launched Mousr on Kickstarter in 2014. In 2018, 
the company focused on perfecting Mousr's hardware and soft¬ 
ware, Friedman said. 

"2019 will be about expanding sales," he noted. Most of the 
company's sales right now are in the United States, but the 
European Union is a target market. 



Figure 8: Erik Thorstensson presents various Strawbees kits. 


You can purchase Mousr at www.petronics.io. It ships to the 
United States, European Union, Australia, and a few other 
countries. It is also available on Amazon in the United States. 


Strawbees 

Gothenburg, Sweden-based Strawbees develops STEM pro¬ 
totyping kits for makers of all ages. The company offers a 
variety of kits, including an Inventor Kit (comprising straws, 
connectors, and 21 maker projects), a Coding & Robotics Kit 
(comprising 200 pieces and electronic components), and more. 

Since its founding in 2015, Strawbees has gained international 
recognition for its fun, engaging prototyping kits. Its products, 
which have been featured widely via major media outlets, are 
used for both education and play by users as young as pre¬ 
school students. 

We have done all this with zero marketing," said Strawbees 
Founder and Toy Maker Erik Thorstensson. "By only organic 
growth we are now in 40,000 schools around the planet." 

The company intends to focus even more in the next year on 
getting its kits into US schools, Thorstensson said. "Kids love 
it, teachers love it, and it's valid from preschool to the uni¬ 
versity level." 

Visit www.strawbees.com for more information about the var¬ 
ious prototyping kits. 

« 

Viewwer 

Virtual reality (VR) technology is poised to revolutionize the real 
estate industry. Mulhouse, France-based Viewwer has developed 
a platform to create and publish real estate virtual tours with a 
smartphone. By creating VR tours, the startup aims to accel¬ 
erate the sale of new homes. With a smartphone and an app, 
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Figure 9: The Zimpure 3D printer air purifier 

users can quickly and easily create a 3D model of a property. 
Typically, when you want to rent, buy, or sell, you go on a web 
platform that includes pictures and text about properties. View- 
wer intends to improve the experience by enabling potential 
customers to immerse themselves in properties through VR. 
Viewwer has clear goals for the next several months. "We 
want to finish and to launch the app," said the company's CEO 
Stephane Saidani. "And after we want to promote in France 
and try to penetrate the US market." 

Saidani said the application should be available in March 2019. 
Visit www.gizmo-experience.com for additional details about 
Viewwer's application and services. 


In 2018, Zimple 3D introduced a new product called Ziflex, 
which is a thin build plate that makes removing a 3D-printed 
part safe and easy. Thin, magnetic, and flexible, the build plate 
adheres strongly to your 3D printer's bed but remains easy to 
remove once a print is ready. 

"In six months to a year, we would like to launch a new product 
and have more and more users on our 3D search engine," said 
Founder and CEO Nicolas Roux. "Our artificial intelligence algo¬ 
rithm will learn from these users and will improve the results 
while they are using it." 

Visit www.zimple3d.com for additional information and to begin 
using the search engine to find a 3D model. 


Zoi Meet 

Zoi Meet offers an Al-powered translation solution for interna¬ 
tional meetings. The technology translates audio in real time 
and can display subtitles on any device. Users can search tran¬ 
scripts, take notes, compile reports, and more. 

According to Cofounder Kevin Oranje, a monthly subscription 
will be available in March 2019. Users will be able to translate 
and store their transcriptions. A beta version is available at 
www.zoimeet.jp. 

Oranje also shared information about Volareo, which is described 
as "the world's first open-source and decentralized smart 
speaker to explore the exploding world of voice commerce." 
There are two versions of the speaker, a consumer version and 
business version with business-specific apps. 

"We're first going to go into the consumer market and make 
sure that we tackle that industry and get as much developers 
into our community as well. That's what we did from the very 
start," Oranje said. "We have a lot of people from the Block- 
chain community who are very much open source-minded, 
and they saw a huge interest in having this application or this 
hardware so that they could program onto it. And that's what 
we wanted." 


Zimple 3D 

3D printing technology is revolutionizing a wide variety of 
industries, from manufacturing to automotive. Based in the 
south of France, Zimple 3D develops 3D printing upgrades 
and offers a 3D design search engine, which it launched in 
early January 2019. 

In 2017, the company introduced Zimpure, which is a 3D printer 
air purifier that vacuums away nanoparticles and toxic fumes 
(Figure 9). The quiet purifier is compatible with several 3D 
printer models. 


Oranje said the goal for the next six to 12 months is to get the 
product in the hands of more developers. To do so, they will 
develop a platform for developers to log in start working on 
applications. Production for the speaker wills start in Febru¬ 
ary 2019. Visit https://volareo.live/ for details about Volareo. 
Flead to www.zoimeet.com for details and updates about Zoi 
Meet. N 
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Book Review: 
Programming 
with STM32 
Nucleo Boards 

By Jan Buiting - Editor in Chief, ElektorLabs Magazine 


Figure 1: Programming with STM32 Nucleo Boards, By Dogan Ibrahim 
(Elektor 2018). 



STM32 Nucleo family of processors are manufactured by STMicroelectronics. These are low-cost ARM 
microcontroller development boards. Programming with STM32 Nucleo Boards provides in-depth information 
about developing projects using the Nucleo board. 


Here comes a luxury problem! One of the stronger factors dis¬ 
couraging potential users to opt for STMicroelectronics micro¬ 
controllers traditionally has been: there are too many to choose 
from. Some people find this fascinating and a sign of constant 
technological progress, while others are in constant uncertainly 
as to which STM32 device or board is the best for the applica¬ 
tion at hand. Frankly, with STMicro's enormous product range, 
it's easy to lose count of the number of ARM and ARM-Cortex 
based processors. 

Can't see the (ST) micro for the trees 

It's exactly the above problem that author Dogan Ibrahim tackles 
and addresses with great success right in the first chapter of his 
book, Programming with STM32 Nucleo Boards (Figure 1). In 
less than 20 pages, he manages to present the first overview of 
Nucleo boards I actually found enlightening. The main groups are: 

• Nucleo-32 

• Nucleo-64 

• Nucleo-144 

Development boards from each class are briefly described, high¬ 
lighting in particular their power consumption, relative speed, and 


cost. Some of these dev boards are Arduino compatible, which 
should ease acceptance by beginners. Again, the author does 
a good job here to clarify in a few pages the bewildering use of 
STM32 L processors in the "low-end" range, of Cortex M0+, M3 
and M4 in the "middle" range, and of Cortex M3, M4 and M7 in 
the "high-end" range, all sprinkled across the Nucleo platform. 

Eventually and sadly with not much in the way of technical 
arguments, the Nucleo L476RG dev board is put forward by 
the author for the experiments in this book. With a total of 1 
MB of Flash/RAM memory the '476 is the top product in the 
Nucleo-64 range. It's a 64-pin, ultra-low-power board with 
ST Morpho as well as Arduino I/O connectors. The top side of 
the board (Figure 2) contains the "ST Link" circuitry, which is 
basically the same for all Nucleo development boards. It can 
be cut off, but then you lose the ability to power the system 
through the mini USB port. 

Insider's tip 

STMicroelectronics wields a powerful promotional distribution sys¬ 
tem for its development boards. In fact, it's so powerful you will 
find it hard to leave a trade show like Embedded World or elec- 
tronica without "something STM32" or Nucleo in your backpack. 
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Simply step onto the STMicro floorspace, find a friendly 
marketing person, mention a project you (and your company) 
would like to do, and briefly sketch the required hardware. You 
will be given a voucher to collect your kit later that day at a 
specially built counter with friendly staff. The counter is easy 
to find at the wrong end of one of the longest queues at these 
shows. But you get your STucleo hardware for free. 

Expansion projects 

STMicro's range of expansion boards is equally diversified but 
less bewildering than their MCU range, and the book again does 
a good job in presenting brief and to the point descriptions. 
Bluetooth, Wi-Fi, stepper motors, BLDC motors, motion MEMS 
& sensors, LEDs, NFC, gesture detection, and other expansion 
boards are available. Some of these may require a lot of arm 
twisting and wheedling to bring home from a show; others are 
often given away like sweets. Arguably not all expansion boards 
are used in the projects described in the book. 

The projects 

In the book, the projects are preceded by short, mostly theoreti¬ 
cal chapters on the Nucleo IDE a.k.a. development toolchain (Ch. 
3), the STM32 Nucleo processor architecture (Ch. 4), and some 
example programs using the IDEs (Ch. 5). Here I was happy to 
read about third-party products like ARM Mbed, MDK-ARM, and 
TrueSTUDIO. STMicro's own System Workbench is described last, 
extremely briefly and not getting favoured treatment compared 
to the other products. Maybe that's because System Workbench 
is highly similar to TrueSTUDIO, which is also based on Eclipse. 

The projects in Chapter 6 are the jewels in the book, not for 
their originality but all due to the rigid structure upheld for 
each and very project, from simple to "potentially challenging 
Clemens Valens." The structure comprises: 

• Project title 

• Project description 

• Aim of the project 

• Project block diagram 

• Project circuit diagram 

• Project construction 


• Project program listing 

• Description of the program 

• Additional work (optional) 

Here's where we have proof of Dogan Ibrahim's long experience 
as a technical author, instructor, lecturer, and maker of curric¬ 
ula. All projects in the book have been tried and tested by him. 

The circuit diagrams, although unambiguous electrically, I found 
lacking the usual Elektor style and symbols. The program list¬ 
ings on the other hand are not mangled by page layouting. 
But hold on, you may not have to type anything. 



Figure 2: The top of the board includes the "ST Link" circuitry. 


the book covers many projects mmg most features e# the STM32 Nucleo development boards where the full software listings 
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are given using the Nudeo Expansion Boards, including popular expansion boards such as solid-state relay, MEMS and 
environmental sensors, DC motor driver, Wi-Fi, and stepper motor driver. These Expansion Boards plug on top of the Nucleo 
devefopment boards and simplify the task of project development considerably 
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Figure 3: Click to download software examples. 
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A BUTTON 

A COUNT 

A dice 

A D1CE2 

A EVENTS 

A fourleds 

A ICDCOUNT 

A lcdtext 

A LEDS 

A LIGHTHOUSE 

A PARKING 

A PORT 

A RANDOM 

A SAWTOOTH 

A SEVENSEGMENT 

A SEVENSEGMENT2 

A SINE 

A T1MERINT 

A TMP36 

A UART 

A ULTRASONIC 

A VFLASH 

• Figure6-3.txt 

• Figure6-4.txt 

• Ftgure6-8.txt 

• Figure6-9.txt 

• ’ Figure6-14.txt 

• Figure6-15.txt 

• Figure6~16.txt 

Figure6-17.txt 

• Figure6-19.txt 

• Figure6-20.txt 

• Figure6-23.txt 

• Figure6-24.txt 

• Figure6-30.txt 

• Figure6-31.txt 

• Figure6-32.txt 

• Fjgure6“41.txt 

• Figure6-42.txt 

• Figure6-50.txt 

• Figure6-51.txt 

« Figure6-53.txt 


Figure 4: The ZIP file has all the demo programs neatly arranged in 
folders named after the "project" carried out and described in the book. 


Free software 

I was happy to see an old problem with many of Elektor's 
"embedded and computing" books rectified with this publi¬ 
cation: the availability, free and online, of all code examples 
discussed in the book. In the past, the publisher wielded a 
strange policy of supplying a unique code with each book to 
enable the rightful owner to access the software. In even worse 
cases, entire software packages duly prepared by book authors 
were either "in hyperspace" due to constant website migra¬ 
tions, stored in arcane places, or buried deep in the Elektor 
websites (plural intended). 

Not so with Programming with STM32 Nucleo Boards, where 
the software examples can be downloaded easily by first finding 
the book's support and information page: www.elektor.com/ 
programming-with-stm32-nucleo-boards and then locating 
"download software" (meaning: Software download?), which 
although printed in bold and red still isn't too obvious an active 
hyperlink (Figure 3)! 

Clicking on it downloads a huge (283-MB) file called "Programs 
STM32 Nucleo Book.zip." Unzipped, the file has all the demo 
programs neatly arranged in folders named after the "project" 
carried out and described in the book (Figure 4). 

You may be happy at this point to have "all the A @#&* files" 
on your computer, but knowing how to use them in in STMicro's 
System Workbench environment is another thing. Fortunately, 
in Appendix A of the book, the author provides a concise, per¬ 
fectly structured tutorial in Nucleo file unpacking, organizing, 
viewing, if necessary editing, compiling, and uploading to the 
Nucleo processor, which should enable you to launch the proj¬ 
ects in a jiffy. None of this happens in a "cloud" environment 
as is so trendy these days. 

Conclusion 

This is a book worth having, as it perfectly complements, and 
in some ways beats, STMicroelectronics's official documenta¬ 
tion on their Nucleo L476RG dev board and the wide range of 
Nucleo extension boards. As minor criticisms of the book, the 
author does not explain too well — or is overmodest about — his 
choice of the Nucleo-L476RG Development Board as the board 
on which all experiments in the book are based. Although his 
choice leaves little to desire especially for students and new¬ 
comers to ARM programming, a little more on the trade-offs 


Programming with STM32 Nucleo 
Boards 


• By Dogan Ibrahim 

• 288 pages, soft bound 

• Price: €34.95 

• ISBN 978-1-907920-68-4 

• www.elektor.com/programming-with-stm32- 
nucleo-boards 


between cost, power, memory size and ease of use compared 
to, a cheap Nucleo-144 board or the beefiest of Nucleo-32 
boards would have enriched the first chapter. I also found the 
book slightly lacking in personal tone and ways of expressing 
the relative difficulty or fun factor of the projects, as well as 
the problems and bugs encountered during their development 
(which surely must have occurred). 

On the book proper, I cannot fathom why the figure captions in 
the book have square brackets around them, why the chapter 
titles are so small, nor the ugly habit of starting chapters on 
left-hand pages. Also, a cry should go out to the publishers 
to print books like this in colour to do justice to the complex 
screen dumps and program listings. 

On special promotion the book comes with a free Nucleo L476RG 
dev board for just €34.95. It's a pity the bundle does not 
include two or three low-end Nucleo expansion boards to get 
you started but then you have one extra reason to rail away 
to electronica Munich in November this year. N 


The Author 

Jan Buiting has been active in electronics and ways of 
expressing it since the age of 15. Attempts at educating 
Jan formally have so far yielded an F-class radio amateur 
license, an MA degree in English, a Tek Guru award, 
and various certificates in electronics. Jan joined Elektor 
Magazine's English edition in 1985 and is the magazine's 
longest standing editor at ease with creative writing as well 
as soldering. 
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Chip Fuse for Highest Demands 


With the UAI 1206, 
SCHURTER offers a pulse 
and temperature resistant chip 
fuse with slow release characteris¬ 
tics for applications in which aging 
resistance and maximum reliability 
have the highest priority. 

Regular fuses have some kind of 
memory. If they are exposed to pul¬ 
se-shaped current peaks and high tem¬ 
perature fluctuations, their properties 
change. Every pulse makes the fuse a 
little weaker, every temperature fluc¬ 
tuation a little more susceptible. Not 
so with the SCHURTER UAI 1206. 

Pulse and temperature 
resistant 

Thanks to the special fuse construc¬ 
tion, the resistance to current pulses 
smaller than the melting integral (I2t) 
could be massively increased. The UAI 
1206 has practically no derating to the 



usual extent. The ingenious design of 
the fuse body also dampens tempera¬ 
ture fluctuations to a high degree. The 
SCHURTER UAI 1206 is also hermetically 
sealed against potting compound. 

Areas of application 

The new chip fuse, which is offered in two 
versions with rated currents of 5.3 A and 


7.5 A, was specifically developed for 
automotive applications. The SCHUR¬ 
TER UAI 1206 meets all requirements 
according to AEC-Q200. 

However, it is also suitable wherever 
maximum pulse resistance, thermal 
resistance and high mechanical loads 
meet. 

Unique Selling Proposition 
Meets highest AEC-Q200 requirements 
regarding Mechanical Shock and Ter¬ 
minal Strength. 

Internet 

UAI 1206 datasheet : 

www.schurter.com/en/datasheet/UAI 

1206 

Chipfuses landing page : 

w w w. sch u rte r. co m/chi pf u ses 


www.schurter.com 
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Renesas Synergy: 

Complete Solution for IoT Development 



By Zibo Su, Junior Product Sales Manager Microcontroller, Rutronik 

There are hardly any uniform standards for IoT and 
embedded development. Writing new software and 
configuring drivers are therefore time-intensive and 
costly tasks. Through its Synergy Platform, Renesas 
has set itself the goal of significantly accelerating 
and simplifying these developments. 


The Internet of Things (IoT) is one of the largest growth mar¬ 
kets. By the end of 2020, there should already be more than 
20 billion networked IoT devices, according to the analysts 
from the market research company Gartner. They expect an 
annual growth rate of up to 15%, particularly in the sectors 
of medical technology, mobile devices, navigation technology, 
automotive, security technology, and industry. The increased 
demand for IoT applications in more and more sectors and ever 
shorter development cycles are putting developers under con¬ 
siderable pressure. In particular, products that interact with a 
large number of peripheral devices and therefore use complex 
interfaces, such as Ethernet and USB, often require time-in¬ 
tensive programming of drivers, graphic interfaces, and appli¬ 
cation software. 

Lowered hurdles 

Renesas wants to lower these hurdles through its Synergy 
Platform. The development platform, specially designed for IoT 
applications, consists of hardware and software components: 
Four microcontroller series with corresponding evaluation kits 
are supplemented in the software by the Synergy Software 
Package (SSP), various development tools, and third-party 
software add-ons. The Synergy Gallery, a library of already 
developed solutions, demos, tools, licenses, and much more, 
completes the offer. 

This provides developers with a comprehensive software foun¬ 
dation. They can start directly at the API level, thereby saving 
valuable development time. Since all the components within 
the Synergy Platform are fully coordinated, the development 
process is additionally simplified. Through the integration of 
numerous peripherals, various middleware components, such 
as network protocols, Wi-fi, and PLC, as well as numerous other 
features, for example the implementation of enterprise cloud 
interfaces, the platform supports the realisation of countless 
innovative ideas. 


The Synergy microcontroller family 

The SI, S3, S5, and S7 microcontroller series were developed 
especially for the rapidly growing IoT market. Each of the 
four MCU series is designed for specific applications. Thanks 
to numerous integrated features, they simplify connectiv¬ 
ity and the HMI/GUI design. In addition, they ensure robust 
security standards as well as high reliability and improved 
data processing. 
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The SI series is extremely power efficient, making it particu¬ 
larly suitable for battery-powered sensors and control appli¬ 
cations; the S3 series is primarily designed for efficiency. A 48 
MHz Arm Cortex M4 processor and a floating-point unit allow 
DSP operations with minimum CPU clock cycles in order to 
process data prior to transfer. 


Beside good performance thanks to the 120 MHz Arm Cortex 
M4 processor, the S5 series offers a high level of integration. 
A 640 kB on-chip SRAM eliminates the need for an additional 
SRAM module and performs tasks, such as buffering graphic 
frames to control a TFT display. A floating-point unit, integrated 
encryption and decryption via RSA, and features, such as a 



File management, software 
and MCU configuration, 
code generation, 
compilation, debugging... 
everything facilitated 

capacitive sensor unit, make the all-round MCUs suitable for 
an array of applications. 

The S7 series offers the highest standard of performance, con¬ 
nectivity, and security features within the series. With inter¬ 
faces for Ethernet, CAN, TFT controllers, USB, timers, A/D and 
D/A converters, etc., the MCUs can operate multiple secure 
high-speed channels simultaneously, control a variety of TFT 
displays up to WVGA resolution, execute precise control com¬ 
mands, and record analog signals precisely. By delivering a 
performance level of up to 300 MHz, an on-chip code flash of 
4 MB, and a data flash memory of 64 kB, they can be easily 
used as the main MCU of a product. 

For secure IoT applications with extensive hardware acceleration 
(Secure Crypto Engine 7), the S7 microcontrollers support a 
range of symmetric and asymmetric cryptography algorithms, 
such as AES, RSA and HASH algorithms, as well as secure key 
generation and storage. 

All Synergy MCUs offer drop-in, pin-to-pin compatibility across 
the same package within each series as well as peripheral and 
register compatibility across the entire family. High reusabil¬ 
ity of the software is thus possible during migration from one 
MCU to another. Furthermore, it reduces PCB layout effort and 
increases manufacturing efficiency. 

The Synergy Software Package 

The Synergy Software Package (SSP) uses commercial¬ 
ly-tested embedded software that is compatible with all 
Renesas Synergy microcontrollers. It contains a multitude 
of programs, connectivity protocols, drivers, and many other 
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Figure 1: The AECL0UD1 kit includes reference solutions, step-by-step 
documentations and complete software-projects so developers can 
quickly start on the Synergy Software Package (SSP) and set up 
Wi-Fi-Framework, Ethernet connectivity and cloud connectivity. 

features that are indispensable when programming embed¬ 
ded applications. 

The main component of the SSP is the X-Ware software from 
Express Logic. X-Ware includes the real-time operating sys¬ 
tem RTOS, the NetX middleware, as well as the NetX Duo IPV4 
and IPv4/IPV6 TCP/IP stacks, the USBX USB host/device/OTG 
protocol stack, the MS-DOS compatible FileX file system, and 
the GUIX runtime graphics library. The SSP is complemented 
by extensive API interfaces, libraries for security and encryp¬ 
tion, CMSIS DSP and Captouch, HAL drivers, and an applica¬ 
tion framework. 



The Author 

Zibo Su was born in Shanghai and finished his studies of 
Telecommunication Engineering, Electrical Engineering and 
Information Engineering as a Dipl.-Ing. (MSc.) at Stuttgart 
University. Since June 2016 Zibo Su is Product Manager for 
Renesas MCU 8c MPU, at distributor Rutronik. 



The SSP is permanently supported and maintained by Renesas; 
further, new content is added and constantly being qualified. 
This means developers no longer have to create and maintain 
low-level software for each of their embedded projects. 

Development tools and kits 

In addition to the provision of coordinated hardware and soft¬ 
ware, the second main pillar of the Synergy Platform is sim¬ 
plification of the development process. To achieve this goal, it 
offers hardware support through numerous suitable develop¬ 
ment kits and software development tools. 

The kits support evaluation of the Synergy Platform and con¬ 
figuration of the MCUs: 

1. The starter kit and the promotion kit allow easy entry into 
the world of Synergy. While the starter kit is based on the 
S7-MCU, the promotion kit works with an S5 microcontroller. 
Both boast a capacitive touch sensor, and the starter kit also 
comes with a Bluetooth LE module. 

2. The development kits enable the evaluation of specific func¬ 
tions through supporting circuits and connections, such as 
graphics and Pmod™ plug connectors for third-party peripheral 
modules. Standard and customer-specific multifunction boards 
accelerate prototyping even further. Moreover, the kits allow 
connection to Ethernet, USB, CAN, RS-232, and RS-485 buses, 
with a modular design also for additional peripheral devices. 

3. Target board kits are the more compact version of the devel¬ 
opment kits. They also offer access to all the pins of the MCUs 
but offer fewer connection options. 

Development tools 

The development tools of the Synergy Platform facilitate file 
management, software and MCU configuration, code gener¬ 
ation, compilation, debugging, and enable intuitive graphi¬ 
cal interface design. Available tools include IAR Embedded 
Workbench for compiling, code analysis, and debugging; E2 
Studio ISDE, an Eclipse-based development program; TraceX 
for the monitoring and graphical visualisation of run-time 
events; GUIX Studio for GUI designs; and the Renesas Syn¬ 
ergy Standalone Configurator (SSC), which duplicates the e2 
Studio project generator to configure clock, pin, RTOS, and 
SSP modules. M 
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Arrow Electronics 
showcases range of 
AI capabilities at 
Embedded World 


NVIDIA and Arrow Electronics are bringing NVIDIA® Jetson™ Xavier™, 
a first-of-its-kind computer designed for AI, robotics and edge computing, to 
companies worldwide to create next-generation autonomous machines. 



... it's a smarter world 


Arrow Electronics will be showcasing solutions at Embedded World that enable 
users to harness the power of artificial intelligence (AI) in their applications. 
Arrow has teamed up with its suppliers to offer technology, guidance and support 
that will help implement AI functionality across a wide range of sectors including 
industrial, healthcare and transportation. 

Many companies are searching for the expertise to take full advantage of the 
capabilities that AI provides. Arrow's approach means that it can assist with 
deployment of AI functionality from the cloud right to the edge of networks. 
The ability to deploy AI within edge computing is unlocking a range of new pos¬ 
sibilities. Machine vision, well established in the industrial sphere, can be taken 
to the next level with AI enabling identification of objects and people. This can 
also expand the role of robotic systems in terms of their ability to recognize, 
analyse, make decisions, and safely work alongside human operators instead 
of in a caged area. Arrow's extensive portfolio of embedded vision solutions 
provides a strong platform for companies adopting AI techniques in this area. 

Arrow provides solutions and services for almost every AI market, such as smart 
cities (street lighting, parking, public safety), industrial, robotics, autonomous 
machines and agriculture. In many cases, embedded technologies are at the 
core of Al-driven applications. 


www.arrow.com 
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ByteSnap Desig 

Industry Predictions for 



Contributed by Bytesnap Design 

As 2018 drew to a close, engi¬ 
neers at award-winning elec¬ 
tronics design consultancy 
ByteSnap Design were wonder¬ 
ing what the year ahead would 
hold for the embedded systems 
industry. Here's their forecast... 



As Amazon and Billy Bass join forces [1], 
we look forward to the improving func¬ 
tionality of voice assistants next year. 
They should have better connectivity, 
and will continue to have extra features 
added. For example, Google Assistant 
has recently been updated with routines, 
so that you can say "I am going to bed" 
and it will know that means "Turn off the 
light, lower the thermostat, and switch 
off the TV". 

These up-scaled voice assistants are 
also likely to be implemented into more 
devices such as cars, and children's toys 
such animatronics and pet robots. 

sizes getting smaller 

Although EVs with larger batteries tend 
to dominate the trade press, counter¬ 
intuitively, we predict an increasing mar¬ 
ket for EVs with small batteries for the 
foreseeable future — primarily for urban 
driving. 


We also expect to that 2019 will see the 
start of a drive which sees small battery 
BEVs decreasing in size over the coming 
decades. Here's why: 



• The average trip distance in the UK 
is 7.04 miles; an average commut¬ 
ing journey is 11.2 miles [2] and 
an average car drives 6500 to 7500 
miles [3]. This means that, if we 
assume a recharge only happens 
at home and we allow for a 100% 
margin, an urban BEV only needs 
a range of 45 miles. Also, note: 
7500/365 = just 20 miles. 



• EV owners generally charge oppor¬ 
tunistically. So, as the number of 
charge points increases, the require¬ 
ment for BEVs to support a whole 
day's journey will reduce by a factor 
of 2 or so, meaning that an urban 
BEV range of 23 miles will become 
the norm. 

• Batteries are going to drop in 
price; especially as the BEV market 
explodes and better battery tech¬ 
nology appears (currently increas¬ 
ing at about 15% energy density per 
year [4]), but the simplicity of BEVs 


will drive cost reductions in all areas 
and an obvious area is the batteries 
themselves, since a smaller battery 
means a lighter car: which results 
in additional cost savings in the 
car chassis, brakes, charging tech, 
motor power, etc. 

• Vehicle to grid technology will work 
well with small battery BEVs, pri¬ 
marily because household power 
consumption is and will be going 
down in the future. Even a BEV with 
a 25-mile capacity will be, at about 
4.5 miles per KWh, just 5.5 kWh 
and this will be enough to provide 
about 30% of household electricity 
consumption. 

• Small capacity BEVs reduce the rate of 
churn in charging technology and will 
make it easier to balance out charg¬ 
ing demand. For example, an aver¬ 
age 11.2-mile journey would require: 
11.2/4.5 = 2.5 kWh or 21 minutes to 
charge at a domestic level of 7 kW. 



• Autonomous BEV taxis will need 
most of the same characteristics of 
these urban BEVs — for example, 
when such a taxi is booked, the 
user will provide the intended route 
and thus a small battery BEV will 
be directed to the user). In addi¬ 
tion there will be a large market for 
autonomous 2-person taxis, which 
because of additional weight reduc¬ 
tions makes small battery BEVs even 
more viable. 

Now, we're not predicting that all BEVs 
will be like this. Rather that we see that, 


74 Elektor Industry 1/2019 



















for second cars or autonomous taxis, 
mini or microBEVs have a large market 
potential in a number of areas as the 
technology and infrastructure improves. 
For most people, long-distance journeys 
tend to be occasional; therefore house¬ 
holds will either have second, larger BEVs 
or hire BEV taxis [5]. 



We expect in 2019 to see really strong 
growth in EV (BEV) sales. They have 
been widely production constrained and 
— given the poor market in the rest of 
the automotive sector and the cut back in 
allowances on PHEVs — BEVs will surge. 



5G infrastructure 
rollout begins in earnest 

The first 5G-ready phones are due to be 
released early next year. As 5G com¬ 
munications continue to be developed 
around the world, we believe there'll be 
a greater push by network operators 
to start the rollout of 5G infrastructure 
in the UK in 2019. The West Midlands 
has been designated the UK's 5G test¬ 
bed by the Government, and has been 
awarded £75 million of funding for the 
task. Despite the lack of cohesion regard¬ 
ing a global 5G rollout and the applica¬ 
tions focus (Low latency — for, say, con¬ 
trol of vehicles from the cloud? Super- 
high data rate? Low power, for IoT-type 
devices?), we expect to a lot of growth 
in the UK's 5G infrastructure next year to 
herald the arrival of 5G devices in 2020. 


Do you agree... 

... with ByteSnap Design's 
predictions? Or do you think other 
trends and areas of the sector — 
such as cybersecurity, FinTech or 
Agri-Tech — will dominate industry 
headlines instead next year? 



Resurgence of smart 
glasses 

Smart glasses will gain greater industry 
prominence over the next few months 
and we expect they'll re-emerge with 
very specific use cases in mind, rather 
than Google's approach of a replacement 
for your phone. Cycling glasses with navi¬ 
gation built in and specialised heavy duty 
glasses for use on construction sites could 
be potential uses. 



Fitness trackers 
will become more 
sophisticated 

More companies have been launching 
their own fitness trackers/Fitbit clones 
this year. In order to compete with an 
increase in competition, expect to see 
developers step up their game in 2019 
and improve what their trackers can 
actually detect. For example, they can 
currently detect your steps, sleep quality 
and heart rate, so in theory they should 
be able to detect if you are ill, when you 


have a lower amount of steps, a poorer 
quality of sleep and a higher heart rate, 
and can then offer advice to you. This 
could potentially link in with Amazon's 
Alexa, which has patented a technology 
to tell if you are ill based on your voice 
to give you product recommendations. 

A 

IoT to gain greater 
traction in conservative 
markets 

We're likely to experience a maturing 
of IoT across 2019, as it takes a greater 
foothold in industry, construction and 
other more traditional verticals, rather 
than being mainly consumer-driven. 



This expansion in the more slow-moving 
industries will be fuelled by the normali¬ 
sation of connected technologies in soci¬ 
ety and with it a reduction in the percep¬ 
tion of risk associated with their adoption 
plus the improvements in IoT security, 
which has been a major focus for semi¬ 
conductor manufacturers. 



No let-up in mergers 
and acquisitions 
— brakes may be applied to 
mega-mergers though... 

Qualcomm was blocked from taking over 
NXP by the Chinese Government this 
year. Despite the cancellation of $44 bil¬ 
lion dollar deal — Qualcomm still seems 
keen to expand in the semiconductor 
space — so look out for updates on its 


Embedded Technology, Microcontrollers & Tools 75 


















About ByteSnap Design 



takeover ambitions over the next few 
months. Other circling big hitters include 
Broadcom, Cypress and Microchip. 

Amongst all the takeover activity next 
year, however, we expect that the mega¬ 
mergers the industry has seen in the past 
— such as Avago Technologies' $37BN 
acquisition of Broadcom in 2016 - are 
unlikely to be repeated during 2019. There 
are a number of factors to support this, 
including global trade tensions, increasing 
regulatory activity around mergers and 
stock market underperformance in the 
sector in 2018. 

Therefore, it looks to us as though double 
digit deals (at least those north of $20 BN) 
will be thin on the ground next year. 



Smart Gardening 

oT has now been through the 
buzz word phase where everyone jumps 
on the band wagon and big money is 
being thrown at people with slick suits 
who often have no clue what they're 
doing. The fridge that orders your food 
isn't in anyone's kitchen but most of the 
hype has moved to crypto currency and 
self-driving vehicles now so this is a good 
time for some IoT devices which genu¬ 
inely improve people's lives to come into 
their own. 


While there are some who love the pro¬ 
cess of mowing the lawns and watering 
plants, there are a large number, espe¬ 
cially in tech-savvy generations, who 


consider this to be the kind of drudgery 
that technology can handle. Many in 
these cohorts can't afford houses with 
gardens, but as more of them do, we 
expect 2019 to be a good year for robot 
gardening. Other areas to remove bore¬ 
dom with IoT are probably the place to 
look for genuinely useful applications 
which people will buy to make their 
lives better. N 


Weblinks 

[1] : https://mashable.com/2017/09/27/ 

amazon-alexa-big-mouth-billy- 

bass/?europe=true#xNpA5sLQJEqV 

[2] : https://www.racfoundation.org/as- 

sets/rac_foundation/content/ 

downloadables/car-and-the- 

commute-web-version.pdf 
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wp-content/uploads/road-use- 
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ByteSnap Design is a specialist 
in innovative embedded systems 
development, encompassing 
hardware and software design, with 
an international client list. 

ISO 9001:2015 certified, ByteSnap 
Design is an NXP Approved 
Engineering Consultant as well as 
being in the partner programmes 
of Digi, SiLabs and Microchip. 

The team's experience ranges 
from electronic design through 
to BSP porting and mobile app 
development. 

ByteSnap Design won 2016 Design 
Team of the Year and Consultancy 
of the Year in 2013 at the British 
Engineering Excellence Awards 
(BEEA). The team was 'Highly 
Commended' for design work on 
electric vehicle charging posts for the 
London 2012 Olympic Games at the 
BEEA 2012. ByteSnap Design also 
won 'European Design Team of the 
Year' 2011 in the ELEKTRA awards. 

The consultancy also has experience 
of electronic circuit design, 
microcontroller design, Linux and 
embedded software development - 
designing hardware products from 
wireless sensors to ruggedised 
tablets with multiple software 
projects such as developing Android 
BSPs through to video processing 
applications. 

There's more to discover about 
ByteSnap Design at 
www.bytesnap.com. 
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Burklin Electronics is a pan-European, 
family-owned, market leading dis¬ 
tributor of high-quality electronic 
components. Independent since 
1954, Burklin Electronics currently 
offers more than 1.5 million prod¬ 
ucts from over 500 well-known man¬ 
ufacturers. More than 75,000 of these 
products are permanently in stock in 
the warehouse at the company head¬ 
quarters in Oberhaching near Munich, 
Germany. 

Burklin Electronics has over 38,000 
active customers, sells more than 
6,000 products per day and dis¬ 
patches over 1,500 parcels per day 
from its modern logistics centre. 
Any orders placed before 6 pm are 
shipped on the same day and deliv¬ 
ered the next day to most addresses 
in Europe. 


Our services at a glance: 

Online shop. Availability display in real 
time, import of order lists, single-pice 
orders possible, optimized filter and com¬ 
parison function, product search using the 
most common product references, mobile 
version. 

Shop: On site in Oberhaching near Munich. 
Products in real time - directly from our 
warehouse. 

eProcurement solutions. EDI via 

closed networks, which allow an auto¬ 
matic transfer of all order documents; 
OCI interface, allows direct access to our 
webshop via your ERP system; BMEcat 
with eCI@ss and UNSPSC, with inte¬ 
gration option in your preferred B2B 
platform/marketplace. 

Internal sales force, field sales force, 
field application engineer. Personal con¬ 
tact persons for all matters relating to 
the order, enquiries and questions about 


the services. For questions on strate¬ 
gic topics and on-site project support. 
Product-related services: Cable 
assembly via external partners, custom¬ 
er-specific set assembly, 3D printing, 
calibration of measuring instruments, 
reeling service (from 100 pieces, free 
of charge without delivery delay). 
Order-related services: No small 
quantity surcharge, procurement of 
articles outside our range, parts list 
processing, quotation service, delivery 
on the desired date, standing orders, 
project support. 

Burklin GmbH & Co. KG 
Grunwalder Weg 30 
82041 Oberhaching 
Tel.: 4-49 (0) 89 55875-0 
info@buerklin.com 

www.buerklin.com 
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The Significance of the 

MIPI CSI-2 Interface in 

Embedded Vision Applications 

By Dr. Thomas Rademacher, Product Manager, and Frank Karstens, Product Platform Manager; Basler AG 
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Figure 1: C-PHY and D-PHY here with two lanes each. C-PHY makes it possible to reach more than 
double the bandwidth per lane than D-PHY. 


An increasing number of 
embedded vision applications 
have appeared on the market in 
recent years. These are systems 
based on an embedded computing 
board and a camera module. Such 
a system can manage vision tasks 
more affordably and efficiently. 

The interface, which is the 
connection between the camera 
module and host, plays a key role 
in the setup of such an embedded 
vision system. The plug-and-play 
USB 3.0 interface can be used 
here, for example. LVDS interfaces 
(Low Voltage Differential Signaling) 
are also worth considering, 
especially for FPGA-based systems. 
But in very many cases, the MIPI 
CSI-2 interface is the appropriate 
choice. This White Paper provides 
an overview of the significance and 
features of this important interface 
for the embedded vision field. 

What is MIPI? 

The MIPI Alliance — or Mobile Indus¬ 
try Processor Interface Alliance — is an 
association of nearly all manufacturers 
of applications or hardware in the mobile 
communication and entertainment elec¬ 
tronics industry. Its goal is to standard¬ 
ize all important interfaces between the 
mobile processor and peripherals (posi¬ 
tion sensors, cameras, input interfaces, 
displays, etc.). This makes it easier for 
manufacturers of mobile peripherals to 


adjust their hardware to various types 
of processors. It creates a larger range 
of potentially compatible peripherals for 
processor manufacturers. This way both 
sides can profit with more economical 
development and production processes. 

Well-known MIPI standards include the 
DSI (Display Serial Interface) specifica¬ 
tion and the CSI (Camera Serial Inter¬ 
face), which we will look at in more 
detail. 

2. What defines MIPI CSI-2? 
What doesn't? 

The CSI specification has already existed 
for several years. By now the third gen¬ 
eration has appeared, namely CSI-3. 
However, the lack of hardware support 
has prevented CSI-3 from catching on 
in the industry, although it has indisput¬ 
able advantages compared to the prede¬ 


cessors' standards (e.g. a much higher 
maximum bandwidth). 

The fact that the most widely used CSI-2 
standard at this time is completely suffi¬ 
cient for current hardware requirements 
may also play a role here. 

The MIPI CSI-2 specification describes 
the physical layer of the signal transfer 
(D-PHY or C-PHY) as well as the CSI-2 
protocol for image data transfers which 
are based on it. This standard also speci¬ 
fies an interface for a camera configura¬ 
tion via I 2 C, namely CCI (Camera Control 
Interface). 

2.1 The physical layer * 

- C-PHY vs. D-PHY 

With MIPI CSI-2, the image data are 
transferred serially through individual 
lanes. It is customary to connect image 
sensors or camera modules with two or 
four lanes. The maximum possible band- 
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width is linearly scaled with the number 
of lanes, i.e. four lanes offer twice as 
much possible bandwidth as two lanes. 
This standard originated in the world of 
smartphones, where a high-resolution 
camera on the back of the cell phone 
was connected with four lanes but the 
lower-resolution camera on the front with 
only two lanes. As a result, nearly all cor¬ 
responding on-chip processors already 
have one CSI-2 interface with two and 
one with four lanes. 


• Physical image data transfer 
via C-PHY: 

In C-PHY, a lane consists of three con¬ 
ductors, realizing a 3-phase symbol 
coding with an embedded clock. 
According to the latest specification, 
this can theoretically result in 5.7 
GBit/s per lane. 

• Physical image data transfer 
via D-PHY: 

D-PHY has a simpler structure com¬ 
pared to C-PHY — similar to LVDS, 
the data streams are transferred dif¬ 
ferentially via two conductors. A shared 
external clock line is then available for 
all lanes. As a result, this simpler setup 
only allows lower data rates of up to 
2.5 GBit/s/lane. 

Despite the lower bandwidth (which 
is still completely adequate for most 
applications), D-PHY in particular has 


caught on as a standard layer. 

But D-PHY and C-PHY can also coexist 
in the respective hardware, and indi¬ 
vidual sensors can, for example, be 
operated with one or the other tech¬ 
nology (Figure 1). 

• Camera Control Interface (CCI): 

CSI-2 also offers a standard protocol 
for the configuration of the sensor/cam¬ 
era module in the form of CCI (Cam¬ 
era Control Interface). CCI is physically 
based on I 2 C and in general, the cam¬ 


era module could be configured through 
an arbitrary I 2 C interface, which is 
present in multiple instances on virtu¬ 
ally all SoCs. However, there is a lack 
of uniformity in the area of sensors/ 
camera modules as well as the SoCs 
themselves: Some SoCs have a dedi¬ 
cated I 2 C/CCI interface that must be 
used for the configuration; at the same 
time, many sensors/camera modules 
are not configured via the standardized 
CCI but through manufacturer-specific, 
proprietary implementations. 

2.2 The CSI-2 protocol layer 

CSI-2 is a packet-oriented protocol. For 
that reason, the specification describes 
the packet data format in particular 

(Figure 2). 

The possible pixel formats (e.g. RGB, 
YUV, RAW and JPEG etc.) that can nor¬ 
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mally be used by an application are also 
specified. However, the MIPI CSI-2 driv¬ 
ers of a mobile processor generally only 
support a few pixel formats (which are 
sometimes pixel formats that tend to be 
unconventional in the market of indus¬ 
trial image processing). 

2.3 MIPI CSI-2 compared to industry 
standards (GenICam etc.) 

The MIPI CSI-2 is more of a description 
of the "standard on the wire" and in this 
respect is comparable with the GigEVi- 
sion specification (image data transfer 
through Gigabit Ethernet). Unlike the 
standards from the GenICam family 
commonly used in the image process¬ 
ing market, MIPI CSI-2 lacks a stan¬ 
dardized software stack, a standardized 
programming interface (Application Pro¬ 
gramming Interface, API) - as repre¬ 
sented by GenAPI, for example - and a 
standardized image data interface (such 
as GenTL). With MIPI CSI-2, the image 
data are usually delivered through Vide- 
o4Linux (V4L), but this is also neither 

standardized nor universally the case. 

♦ 

3. What are the advantages? 

The mobile market is huge, mobile pro¬ 
cessors are produced in extremely high 
quantities and the market size as well 
as competitive pressure are resulting in 
increasingly efficient processors in short 
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used for frame 
synchronization 


Frame Start 
Packet 


Image data 


First Packet 
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KEY: 

SoT - Start of Transmission 
PH - Packet Header 
FS - Frame Start 
LS - Line Start 


EoT - End of Transmission 
PF - Packet Footer + Filler (if applicable) 
FE - Frame End 
LE - Line End 


Figure 2: CSI-2 packet data format. 
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innovation cycles. Even very inexpensive, 
low-end processors now generally have 
two MIPI CSI-2 interfaces on a chip with 
two or four lanes. 

Many manufacturers who once only 
produced mobile processors (e.g. Qual¬ 
comm, Rockchip, Samsung) have discov¬ 
ered an interesting market in the image 
processing 

industry and now also offer the products 

- sometimes through module partners 

- in smaller quantities and with long¬ 
term availability for industrial applica¬ 
tions. At the same time, the more typical 
industrial embedded processors (e.g. the 
i.MX family from NXP, some Sitarra SoCs 
from TI, NVIDIA, Intel Atom SoCs etc.) 
are also equipped ith MIPI CSI-2 inter¬ 
faces by now, so that this new camera 
interface is virtually unavoidable for the 
image processing market. CSI-2 enables 
extremely slim and inexpensive machine 
vision designs, which make it possible to 
use sensors or camera modules with a 
very high bandwidth. 

But the fact that processors are afford¬ 
able and getting still more affordable is 
not the only reason why the unit costs 
are decreasing. As a result of the multi¬ 
tude of processors, the developers can 
freely choose the design of the optimal 
system depending on the application. 
This can also lead to reduced energy 
consumption by the embedded system, 
for example. 

MIPI CSI-2 technologically enables very 
small design sizes, which can be imple¬ 


mented with a flat flex cable through a 
board-to-board connection (Figure 3). 
Otherwise this is only possible via LVDS- 
based connections and certainly not 
through a connection via USB 3.0, whose 
plugs make them take up significantly 
more space. The available assembly 
space is one of the most relevant factors 
for many products based on embedded 
systems, so USB 3.0 may not be consid¬ 
ered here at all. 

With the MIPI CSI-2 interface, the image 
data can be transferred directly from the 
camera module or sensor to the proces¬ 
sor. This eliminates the need for interim 
processing or a data conversion as is the 
case with USB 3.0 i.e. the data doesn't 
"take a detour" that affects the proces¬ 
sor's capacities. The corresponding hard¬ 
ware (microcontroller etc.) is also omitted. 
These conditions make it possible to imple¬ 
ment much slimmer embedded systems. 

4. Which obstacles might arise? 

As seductive as the offer of an effi¬ 
cient MIPI CSI-2 camera interface is, 
being available virtually without addi¬ 
tional costs, there are some obstacles 
that should be considered during the 
development: 

• Cable length: Unfortunately, the 
physical image data transfer (D-PHY) 
only permits shorter cable lengths, 
usually not more than 20 cm. For 
mobile applications like smart¬ 
phones, this is not an issue, but for 
many industrial applications this 
might be a non-option. 


• Plugs: Unfortunately, the MIPI Alli¬ 
ance does not standardize a plug for 
MIPI CSI-2. This means that a sen¬ 
sor/camera module must always be 
connected individually and in a pro¬ 
prietary way. 

• Driver support: The lack of a stan¬ 
dardized driver and software stack 
requires the individual adjustment 
of a sensor or camera module to 
the CSI-2 driver of a given SoC via 
a proprietary I 2 C driver as a Vide- 
o4Linux sub-device. In other words: 
When you select a sensor/camera 
module designed for an SoC, make 
sure that this module also has a cor¬ 
responding I 2 C driver. This signifi¬ 
cantly limits the choice of sensors/ 
modules and SoCs. 

Pixel formats: As described above, most 

CSI-2 drivers only support very few pixel 

formats, which aren't necessarily those 

required on the image processing market. 

• Camera API: The standards of the 
GenICam family have caught on in 
the image processing market. Thanks 
to GenICam, the camera API is stan¬ 
dardized and full access to all cam¬ 
era features is ensured. The desig¬ 
nations for the camera features are 
also standardized independently of 
the manufacturers, which allows the 
user to change the camera model 
and even the interface technology 
(e.g. USB3 Vision instead of GigEVi- 
sion) without having to make signifi¬ 
cant changes in the program code. In 
contrast, however, the lack of stan¬ 
dardized feature designations and 

a standardized API makes it more 
difficult to reuse existing code when 
migrating from one camera module 
to another or one SoC to another. 

All of these obstacles can be overcome 
with the appropriate expenditure, but this 
can drive up the development and manu¬ 
facturing costs (e.g. to implement longer 
cables). 

Individual industrial camera manufac¬ 
turers are working on th6 development 
of a GenICam interface for MIPI CSI-2- 
based camera solutions as well, which 
would provide access to all camera fea¬ 
tures and pixel formats and at the same 
time permit much longer cables (over 
one meter). 
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5. Summary 

The MIPI CSI-2 interface is suitable for 
embedded vision systems in which a lean 
and cost-optimized structure is desired. 
But the integration of a corresponding 
camera module takes effort, particularly 
on the software side. 

Drivers and image data interfaces may 
need to be adjusted to the applications. 
Other restrictions, for example those 
posed by hardware, may also need to be 
considered. 

To make sure that system developers 
can reliably estimate their workload, they 
must therefore consider the scope and 
compatibility of the drivers as well as 
potentially existing camera software and 
its SW interfaces. If the right options are 
available here, an efficient vision system 
can be developed, resulting in a well¬ 
performing end product. N 
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By Jan Buiting, Editor-in-Chief 

Q&A with Michael Pickart 

(Multi-CB) 


Jan Buiting: How did you come into contact 
with Elektor? 

Michael Pickart: As an experienced printed circuit board sup¬ 
plier, our employees are of course also technically up to date, 
therefore it was inevitable that we got to know Elektor. Since 
2017 we also use Elektor Industry (formerly Elektor Business) 
to promote our products. We are confident that Elektor is the 
right platform to promote our high-tech low-cost printed cir¬ 
cuit boards. 


Jan: Multi-CB boasts 25 years' experience in 
the PCB making industry. Can you sketch the 
company's development to this date? 

Michael: Actually, now we are already 30 years in the PCB busi¬ 
ness. It all started with the urge for high-tech printed circuit 
boards in the late eighties. The founder of Multi-CB, who was 
then a "PCB buyer", was developing advanced technology for 
industrial automation. When he did not find what he was look¬ 
ing for in the PCB market, he took the business into his own 
hands, initially starting with just 2 employees. 

Over the years, it has become apparent that the Multi-CB team 
has continued to advance the circuit board market through 
accurate analysis and early adaption of new technologies. 
Early on, Laser Direct Imaging (LDI) and Camera Controlled 
Drilling (CCD) were introduced to achieve lower rejects and 
higher quality. This enabled the successful Multi-CB concept, 
which continues today: Top technology at the best price in very 
short production time. Extending the range of products with 
high-quality SMD-Stencils was another logical step. 

Today, the Multi-CB group has reached nearly 30,000 custom¬ 
ers located in 46 countries worldwide. Customers include all 
types of branches, also including PCB manufacturers. Our own 
customs clearance team is able to handle export even to third 
countries without delay, thus saving valuable working days. 

The challenge for the near future is a further improvement of 
the solder mask. Our present parameters for solder stop are 
already among the best, yet the optimization process continues. 

Jan: How many staff are on Multi-CB 
printed circuit boards, and what are their 
expertise levels? 

Michael: Several hundred employees work for the Multi-CB 
Group and its contractors. To a great extent, the German loca¬ 
tion Multi Leiterplatten GmbH is responsible for customer ser¬ 
vice like CAM, support and dispatch. The PCB data is checked 



Michael Pickart - Authorised Officer, Multi Leiterplatten GmbH. 


by about two dozen experienced CAM engineers. Constant 
training and direct contact with quality management ensure 
that quality levels are high and steadily increased. 

Jan: The PCB making industry is highly 
competitive. What are your 3 unique 
selling points? 

Michael: As we focus on technology, this is the 1st and most 
important point. Currently we offer 0.1mm track width / spac¬ 
ing / annular ring as well as 0.2 mm vias as standard at no 
extra charge. 2nd point is an affordable price, which we achieve 
through our high-tech production, automation and a sophisti¬ 
cated pooling process. 3rd point is fast production time from 
4WD standard (1WD express). 4th point is our personal and 
practical customer support. Apparently counting to three is 
not one of our strengths. 


Jan: Do you run checks on customers' PCB 
files before production? Do you advise them if 
mistakes or inconsistencies are found irt their 
designs or requirements? 

Michael: Before a file upload, our online calculator already iden¬ 
tifies conflicting parameters and makes suggestions. All PCB 
data received from our customers are intensively checked for 
producibility and compliance with production parameters by 
means of a Design Rule Check (DRC). This free-of-charge DRC 
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Jan: In terms of turnover and client volume, 
where do you expect Multi-CB to be by 
February 2020? 

Michael: Even if the current global economic situation does not 
exactly encourage optimism, we are confident that we will be 
able to confirm our double-digit growth as in recent years in 
the coming year, and our customer base will pass the 30,000 
mark in 2019. N 



helps to recognize many mistakes already in advance, and to 
avoid problems for the customer. We try to clarify any prob¬ 
lems as quickly as possible and, if necessary, to find the best 
solution together with the customer. For special requirements 
(like impedances, small BGA, via-in-pad, rigid-flex etc.) the 
clients are finding guidance in our comprehensive Design-Aid 
on the website, or in direct conversation with our experienced 
engineers. 


Jan: How does the Multi-CB turnover split across 
PCBs, SMD stencils, and PCB + SMD stencil in or 
order? Do you see a trend there? 

Michael: About 25% of our first orders are SMD stencils. Our 
customers usually order stencils together with the PCBs, 
although ordering independently is possible. Because of the 
increasing stencil orders over the past years, we made great 
progress in automation of stencils: In 2018 the starting price 
for our high precision stencils dropped and now the customer 
can add a stencil to the PCB order with a single click. Due to 
the further improved attractiveness, we are confident that we 
are going to exceed 2,000 stencils per month in spring 2019. 
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Cross-platform Embedded 
System Development 


CDP Studio offers a single 
development tool for all 
your customer specific 
embedded systems. 


By Odd Gilinsky — CDP Technologies AS 



The cost cutting impact of having a single development platform covering a wide range of hardware is 
significant. With embedded devices running Linux, tools, functional libraries, people skill- set, etc. is shared 
across systems. Now you can build embedded Linux devices much in the same way as CDP Studio is used 
for higher level control systems, removing a significant chunk of low level configuration. 


With CDP Studio you can build a distributed control system 
with a combination of small embedded Linux devices, auto¬ 
mation controllers, industrial computers, and even Windows 
desktop systems. All part of an integrated system, developed 
on the same platform. 

This article focuses on the embedded end of this scenario to give 
some inspiration on how to use CDP Studio on small Linux pow¬ 
ered devices and in embedded hardware environments, based 
on the current standard toolchains that ships with CDP Studio. 

Embedded solutions 

With the term "embedded Linux" we normally think of stand¬ 
alone appliances running a tuned, stripped down, Linux system. 
Embedded devices are designed to do a specific task, some 
also have real-time requirements. These devices are locked 
down with a given functionality, ranging from simple electronic 
toys, to marine navigational systems. The simpler products are 
delivered "as is", i.e. no ways to update the software or ways 
to interact beyond the operational user interface, while indus¬ 
trial systems tend to be both configurable and upgradeable. 
For customer specific solutions, this is an opportunity to deliver 
tailor made solutions, even for low volume devices. This is 
where CDP Studio as a development platform provide the tools 
to design, configure and maintain systems, making such cus¬ 
tomisation a sensible business case. 


Embedded device 

For standalone devices, there is just one run-time application 
doing its tasks, running on top of a trimmed down Linux OS. 
The end-user will not relate to CDP Studio as such, it is only 
used for development and maintenance of the software appli¬ 
cation. Examples here would be devices for data acquisition 
or dedicated controllers, probably configured by the end user 
via a web interface; Figure 1 shows an example. 


I2C 

CANopen 

NMEA 

Modbus 

| MQTT 

SNMP 

m 

■ OPC UA 

HTML5 
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Figure 1: Devices for data aquisition require communication protocols. 
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Customisation 

Your product may be delivered in a standard version, but you 
also have the freedom to deliver custom variants (Figure 2). 
Modifying and enhancing products to fit specific customers or 
projects, will in many cases just be configuration changes, i.e. 
not require any changes in the underlying C++ code. Such 
changes may even be implemented by the project people, not 
involving R&D. 

Taking this a step further, you could provide the CDP Studio 
development tool including your function library to system 
integrators or system manufacturers. Then your product is not 
just open for third party applications, but you provide a very 
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Figure 3: The hardware involved in a project may come from 
multiple vendors. 


accessible development environment for your customers to 
add their special knowledge or specific market segment func¬ 
tionality. Your product has added value! 

Distributed systems 

Even though embedded Linux products tend to be standalone 
devices, most will be attached to a network. CDP Studio has 
distributed system design built into the native application frame¬ 
work, i.e. a system is several applications working together. 
The applications may run on a single computer or distributed 
between controllers/computers on an Ethernet LAN segment. 
As CDP applications are abstracted from HW and OS, you 
may build a hybrid system solution of several low-level Linux 
controllers, a Windows Operator GUI, and a Linux IPC for the 
heavy signal processing (Figure 3). CDP Studio let you put 
functions where it makes most sense for system ruggedness, 
controller performance, combination with other software, stor¬ 
age capacity, etc. 

System builders and integrators will then be able to focus on 
the solution, using a single development environment even if 
the hardware involved is coming from multiple vendors . The 
system as such has then increased hardware independence! 

Hardware 

When it comes to available hardware, CDP Studio currently has 
two ARM toolkits relevant for embedded devices: 

• generic ARM7 toolkit for Debian based systems. 

• A dedicated ARM6 toolkit for Raspberry Pi hardware run¬ 
ning Raspbian. 

There is also a range of compact SBCs (Single Board Comput¬ 
ers) running Linux (or Windows) on x86 architecture which 
could be seen as embedded devices. Here we just use the 
generic Linux or Windows toolkits that comes with CDP Studio. 
If we look at relevant ARM based hardware suitable for CDP 
Studio projects, the following examples gives a better picture 
of the possibilities. In general, if it runs a Debian derivative, in 
most cases your CDP applications will work, using the appropri¬ 
ate toolkit. Be aware that this is also linked to the CPU platform. 

Raspberry Pi and derivatives 

The Raspberry Pi ecosystem continue to grow and while the 
standard Raspberry Pi is not something you use for a mission 
critical control system, it is quite useful for prototyping and 
demos. CDP Studio has a dedicated toolkit for the Raspberry 
Pi, for use on the standard Raspbian Linux distribution. 

There is also now an increasing range of small controllers using 
the Raspberry Pi compute module (Raspberry CM3), which is 
a Raspberry Pi 3 in a more flexible form factor, intended for 
industrial usage. 
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revolution PI 

RevPi Core 5 


Figure 4: The Revolution Pi as an example of an industrialised system. 



Figure 5: CM3-Home board from Guiott. 



Figure 6: BeagleBoard.org opensource HW is easy to implement in projects. 


Several development kits for the Raspberry CM3 module are 
available for device design. 

The Revolution Pi (Figure 4) is such an industrialised system 
complete with analogue and digital I/O etc. This boils down 
to a capable industrial Linux controller at a reasonable price. 
CDP Studio comes with an I/O server for Revolution Pi, so 
building a controller with bus attached I/O works straight out 
of the box [4]. 

Another example geared more towards home control is the 
CM3-Home by Guiott (manufactured by Acme systems [1]). 
The board (Figure 5) fits in a DIN-rail enclosure and has a 
range of useful interfaces and proper 12-24 VDC power, but no 
monitor connector, being a true headless embedded controller. 


ARM Barebone hardware 

If you are going deeper embedded, then there are multiple 
embedded ecosystems and development kits using the popular 
ARM architecture. CDP Studio will need a system that comes 
with a Debian derivative, either generic or HW specific builds 
using e.g. Yocto. 

The BeagleBoard.org® ecosystem, the first open-source Linux, 
completely open-source hardware community, now over 10 
years old. They now have a range of boards coming from multi¬ 
ple manufacturers, which ship with Debian . As the BeagleBone® 
is completely open-source hardware, integrating this into your 
electronics is easily doable. Variants of the BeagleBone® like the 
one pictured in Figure 6 [2] may be used directly in projects. 

The normal approach would be to use a SoM (System on Mod¬ 
ule) including development kits or evaluation boards (Figure 7). 
An example here is the RoadRunner SoM from Acme Systems 
[3] (article head photo). With its single-core Cortex A4 pro¬ 
cessor at 500 MHz, the module is not very powerful, but still 
comes with a trimmed down Debian Linux. A neat package 
for small devices. 

There are several similar systems on the market, and with 
CDP Studio as a single development tool you will cover the full 
range from a tiny Cortex device to a powerful server workhorse. 
There is also the more powerful x86 based devices for specific 
markets, like the Marine computer pictured in Figure 8. 

Toolchains, framework, and IDE 

Using CDP Studio, the target applications run compiled code 
using linked libraries, which means the processing speed is as 
fast as it gets, hence utilising the hardware in an optimum way. 
As hardware is increasingly more capable at reduced cost, 
size, and power consumption, application execution speed is 
not the only parameter. This is especially true for customer or 
project specific solutions; the development time of a system 
is the only place to save significant project cost*. 

CDP Studio is a complete development environment, implying 
that the maintenance of the overall tool is managed for you. 
CDP Studio is not just the IDE, but comes with a development 
framework geared towards control systems and real-time com¬ 
puting, a set of standard functions and protocols, and finally 
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toolkits for several hardware platforms. If you need a product 
specific toolkit, we can build it as a separate add-on to the 
standard CDP Studio. 

CDP Studio may be seen as a layered "stack" of functionality 
as illustrated in Figure 9. 

Framework 

One important aspect is the hardware abstraction achieved 
through a comprehensive framework, combined with complete 
toolchains for several HW/OS platforms. This is how you can 
develop on Windows, and even test most aspects of applica¬ 
tions on Windows before they are compiled and deployed to 
the target hardware. CDP Studio covers the full range from 
Linux devices to Windows desktop systems, where functions 
are shared across all platforms. The hardware independence 
and the amount of time saved by the readymade complete 
toolkits included in CDP Studio, are great cost savers. 

Coding 

'Components' are the main building blocks in CDP based appli¬ 
cations. A Component is basically a run- time C++ program, a 
component could cover anything from standard protocol imple¬ 
mentations to customer specific algorithms. This is where CDP 
Studio removes much of the effort of developing in C++, as almost 
everything in the code except the logic itself is generated for 
you, using the graphical IDE. CDP Studio comes with an exten¬ 
sive library of standard functions, to which developers add their 
own components. This is where you build reusable added value. 



Figure 7: RoadRunner development kit from Acme Systems. The board 
has plenty of space for your own applications. 

System configuration 

When it comes to configuration and assembly of the actual 
application, there is no coding involved. For customer projects, 
you need people closer to the end- customer, a different skill- 
set than C++ component development. In addition, CDP Studio 
has a full-blown GUI editor with a library of readymade widgets, 
to build graphical user interfaces, as a part of the solution. 
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Figure 8: Marine Computer featuring an x86 processor. 
Image courtesy of Recab AB. 


The framework of a development tool like CDP Studio is import¬ 
ant, as the developers should be "helped" into a common 
design structure, to safeguard quality and make the solutions 
better maintainable. Team collaboration is also a part of this to 
enable sharing and re-use of components, as well as speeding 
up large projects. A comprehensive tool, like CDP Studio, where 
the complete tool is released and updated as one package, is 
closer to an industrial mindset than handling a suite of inde¬ 
pendent tools. Industrial computing still differs to IT systems 
by longer update cycles and expected lifetime. 

The freedom and power of software-based control systems 
is usable in industrial applications only if the development 
process is structured and the solution as such is possible to 
maintain for the lifetime of the system. With an efficient devel¬ 
opment system like CDP Studio, even single project usage of 
embedded Linux devices is feasible with a reasonable devel¬ 
opment cost. N 
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Figure 9: A layered stack is one way of describing CDP Studio. 


Weblinks 

[1] : https://www.acmesystems.it/catalog_cm3home 

[2] : https://beagleboard.org/black 

[3] : https://www.acmesystems.it/roadrunner 

[4] : https://revolution.kunbus.com 



Important is also the tools for testing and run-time analysis, 
all done from inside the IDE. As an example; you can tweak 
parameters on a running system while monitoring live signals 
and variables. 

The final compiling and deployment on the target system is 
also controlled from the graphical IDE, which takes away a 
significant source of trouble and wasted time. 


Configurable embedded systems, 
a business opportunity 

With CDP Studio you can transform your application knowledge 
into function components as building blocks in your system 
design. Your knowledge can be distilled into your own library of 
CDP Components and reused as configurable functions without 
modifying the component C++ code. 


Odd Gilinsky is heading sales at CDP Technologies, and 
has a background from product management in both 
the telecommunications- and oil & gas industry. As an 
electronics engineer the span has been from air traffic 
control communications to subsea automation. 
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Quick CAN Bus Diagnosis, Single-handedly 



The German company PEAK-System has released the hand¬ 
held device PCAN-MiniDiag FD for the basic diagnosis and 
fast checking of CAN and CAN FD buses. The battery-pow¬ 
ered device has functions which show, for example, the 
termination, bus load, message and error counters as well 
as the levels at the CAN connection. In particular, for the 
first time, users can access any CAN network in a matter 
of seconds with the innovative transmission rate detec¬ 
tion. More precisely, bit timing measurements are used to 
determine the nominal bit rate for CAN and the data bit 
rate for CAN FD. 

The PCAN-MiniDiag FD can easily be operated with one 
hand due to its compact size and fits into any conven¬ 
tional trouser or jacket pocket. The device is suitable for 
service technicians and developers who want to quickly 
access unknown CAN networks in vehicles, machines, or 
industrial facilities and perform simple diagnostics. The 
PCAN-MiniDiag FD has a D-Sub connector, an OLED dis¬ 
play, a membrane keyboard with four keys, and a housing 
with increased IP42 ingress protection. 
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The cost cutting impact of having a single software 
development tool for your embedded systems, automation 
controllers and industrial computers is significant. 


With embedded devices running Linux; tools, functional 
libraries and people skillset are shared across systems. 
Now you can build embedded solution much in the same 
way as for higher level control systems, removing a 
significant chunk of low-level configuration. 
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Artificial Intelligence 
Goes to the Edge 


By Lukasz Grzymkowski, Software Application Engineer IoT FAE, Arrow Electronics 


Buzzwords like artificial 
intelligence (AI), machine 
learning, and deep-learning have 
all gained a lot of attention in 
recent years. This is in many 
parts thanks to the large, 
internet-based corporations 
that utilize them for extremely 
interesting tasks like image or 
speech recognition, and natural 
language processing. Most of us 
use such systems on a daily basis. 
When thinking about machine 
Learning, the first thing that 
comes to our mind is the cloud 
hosted on enormous data centers 
with thousands of servers. 



For many applications, this is the stan¬ 
dard and has been for many years. How¬ 
ever, with recent increase in hardware 
availability and performance, thanks to 
the advent of the Internet of Things and 
decrease in cost, a vast range of use 
cases are moving from the cloud directly 
to the edge. In this paradigm shift, the 
node devices are becoming more autono¬ 
mous as the intelligence shifts closer to 
the field, where the events take place, 
and away from the cloud. This has 
already enabled very interesting applica¬ 
tions, like autonomous drones, ADAS sys¬ 


tems in automotive, smart mobile robots 
and this is certainly just the beginning. 
In the following article, we will provide 
an overview of what a system designer 
must consider when working on an artifi¬ 
cial intelligence in the edge solution. The 
typical flow comes down to understand¬ 
ing the task to be solved, choosing the 
algorithm, and training and deploying a 
model for inference. 

The goal: defining the problem 

When working on any solution, prob¬ 
ably the most important, and surpris- 


\ 
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ingly often neglected, step is to identify 
the problem that we are trying to solve. 
Truly understanding the issue is crucial 
to choosing the right angle and technol¬ 
ogy to tackle it. Is what you are trying 
to address a complex classification task 


The Jetson AGX Xavier Development Kit. 


that requires a deep neural network with 
many hidden layers? Machine learning is 
not limited to deep learning and neural 
networks only. There are plenty of so- 
called classical" machine learning algo¬ 
rithms, for example k-means, support 
vector machines, statistical models, that 
are often less resource-intensive and may 
in fact be an optimal solution. It is there¬ 
fore important to experiment and be able 
to fail-quickly in order to move forward 
with a more appropriate approach. That 
said, deep learning is what has been the 
main driving force in popularizing artifi¬ 
cial intelligence recently. 

Architecture: 

choosing the correct tools 

The application requirements and con¬ 
straints are what drives the specification 
of the final product that incorporates an 
artificial intelligence-related algorithm. 
These are related to robustness, infer¬ 
ence time, hardware resources and qual¬ 
ity of service. This is especially true when 
considering edge deployment and choos¬ 
ing appropriate the embedded platform. 
Robustness is the accuracy of the model's 


output and the ability to generalize, e.g. 
the likelihood of computing a correct out¬ 
put and avoiding overfitting. Typically, 
the more complex the model (or deeper, 
more layered) and the richer the dataset, 
the more robust the model tends to be. 

Defining a desired inference time is 
entirely dependent on the application. 
In some cases, for example in automo¬ 
tive, it is crucial for safety reasons to 
get a response from a machine vision 
system in under a millisecond. This not 
the case for a sensor fusion system with 
slow-changing measurements where 
one could infer only every minute or so. 
Inference speed depends on the model 
complexity - more layers correspond to 
more computations and that results in 
longer inference time. This can be off¬ 
set by selecting and using more power¬ 
ful compute resources, e.g. embedded 
GPUs, DSPs, or neural accelerators with 
OpenCL kernels to fully utilize the avail¬ 
able resources. 

In addition, the model memory footprint 
grows with the number of neurons and 
weights. Each weight is a number that 
must be stored in memory. To reduce the 
size of the model, and often to address 
hardware specifics, one can convert the 
weights from floats or doubles and use 
integers instead. 

Quality of service and reliability of the 
system depends on the deployment 
model. In a cloud-based approach, the 
fact that a connection is needed can 
result in the system being unreliable. 
What happens if the server is unreach¬ 
able? Still, a decision must be made. In 
such cases, the edge may be the only 
viable solution, e.g. in autonomous cars, 
isolated environments. It is also essential 
to understand that the machine learning- 
based algorithms are inherently probabi¬ 
listic systems and the output is the likeli¬ 
hood with a certain dose of uncertainty. 
However, for many use cases, the accu¬ 
racy or reliability of predictions made by 
AI systems already exceeds those made 
by humans. Whether the system designer 
should consider a 90% or 99% probabil¬ 
ity to be high enough depends on the 
application and its requirements. 

Finally, when considering an appropri¬ 
ate hardware and software, a designer 
should realize that the difficulty of devel¬ 
opment and scalability of certain solu- 



M10V&MX70 

Fully automated, inexpensive 
Pick& Place Systems 

• SMD-Placers for low volume series and 
prototypes 

• optional high precision dispenser for solder paste 

• range: 0201... > 35 x 35 mm BGA 

• optical component alignment 

• vision system for pick-up from bulk 

• also great for universities and training centers 


• factromx 

Systeme fur die Elektronikfertigung m 
♦ 

Tel.+49 (0)8153/90 664-0 
office<5>factronix.com 
www.factronix.com 

Advertisement 




SMT-Assembly 

for Low Volume and 

Prototypes 


...or so 


Embedded Technology, Microcontrollers & Tools 91 













AI at Arrow 

AI is not new to Arrow Electronics but 
now we believe that this is the time 
to drive this technology from bottom- 
up meaning that we need to address 
all options available and to fit it to the 
customer demand and requirements. 

In September 2018 , Arrow Electronics 
and NVIDIA signed a global agreement 
to bring the NVIDIA® Jetson™ Xavier™, 
a first-of-its-kind computer designed 
for AI, robotics and edge computing, 
to companies worldwide to create next- 
generation autonomous machines. 

Jetson Xavier — available as a developer 
kit that customers can use to prototype 
designs — is supported by comprehensive 
software for building AI applications. 


This includes the NVIDIA JetPack™ 
and DeepStream SDKs, as well as 
CUDA®, cuDNN and TensorRT™ software 
libraries. At its heart is the new NVIDIA 
Xavier processor, which provides more 
computing capability than a powerful 
workstation and comes in three energy- 
efficient operating modes. 

The Tech Specs for Jetson AGX Xavier 
are: GPU 512-core Volta GPU with Tensor 
Cores, CPU 8-core ARM v8.2 64-bit CPU, 
8 MB L2 + 4MB L3, Memory 16 GB 256- 
Bit LPDDR4X | 137GB/S, Storage 32 GB 
eMMC 5.1, DL Accelerator (2x) NVDLA 
Engines, Vision Accelerator 7-way VLIW 
Vision Processor, Encoder/Decoder (2x) 
4Kp60 | HEVC/(2x) 4Kp60 | 12-Bit 
Support, Size 105 mm x 105 mm as 
Deployment Module (Jetson AGX Xavier). 


deep learning frameworks like Tensor- 
Flow or Caffe. These models must be 
converted to a format that can be run by 
the inference engine on the edge device, 
for example using Open Neural Network 
Exchange format (ONNX) or to a plain file 
with weights for ARM CMSIS-NN on Cor- 
tex-M. To further optimize, weights may 
be optimized by pruning (removing close 
to zero values), quantization (moving 
from float32 to integer) or compression. 

Finally, the heavy lifting on the device is 
done by an inference engine. It is mainly 
up to vendors to support the target 
processors and components for frame¬ 
works like OpenCL or OpenCV. Unfor¬ 
tunately, the market at the moment is 
very fragmented and we can see vari¬ 
ous proprietary SDKs or tools, and no 
single standard for how to deploy and 
infer on the edge. What is promising is 
that with standards like ONNX there is 
an increasing interest in the industry for 
standardization. 


tions may differ. For example, running 
models on an NVIDIA Jetson* [see box] 
is almost seamless thanks to the software 
tools availability, driving the software 
development costs down significantly. 

Data & training: 
get the right answer 

Data is the true currency of artificial 
intelligence. By collecting, processing 
and analyzing data companies can get 
important and meaningful insights into 
business processes, human behavior or 
recognize patterns. No wonder many 
internet-based companies like Google 
or Amazon invest so heavily into stor¬ 
ing and processing the data they have 
access to. In deep learning, the datas¬ 
ets are used to train neural networks. 
In general, the larger the dataset, the 
better the accuracy and more robust the 
model. To make it even less susceptible 
to environmental factors (sunlight, dirt 
on lenses, noise, vibration, etc), the data 
is typically augmented, for instance by 
rotating images, cropping, or adding arti¬ 
ficial noise. 

There are different approaches to training 
a model and these are briefly the super¬ 
vised, unsupervised and reinforced learn¬ 
ing. In the first, the dataset is labeled 
and, for image classification, is consti¬ 
tuted of pairs of images and labels. The 
image is forward propagated through the 


model's layers, each layer adding a bit 
more abstraction to finally get the clas¬ 
sification value. The output is compared 
to the label, and the error is then back- 
propagated from the end to the start 
to update the weights. In unsupervised 
learning, the dataset is unlabeled and the 
model finds patterns on its own. Rein¬ 
forced learning is best explained by tak¬ 
ing an example of a video game. The goal 
is to maximize the score by taking a set 
of subsequent actions and responding to 
feedback from environment, for instance 
performing a series of consecutive con¬ 
trol decisions to move from one place 
to another. 

Deployment and inference: 
the unsolved challenge 

Most of the training of deep neural net¬ 
works typically takes place on large 
GPUs. When it comes to inference, i.e. 
forward propagation of the neural net¬ 
work to obtain a prediction or classifica¬ 
tion on a single sample, there are vari¬ 
ous platforms that can be used. Depend¬ 
ing on the requirements, it is possible to 
deploy and run models on devices like 
Cortex-M, Cortex-A microcontrollers with 
GPUs or neural accelerators, FPGAs or 
specialized ASICs. These obviously vary 
by processing power, energy consump¬ 
tion and cost. The tricky part is how to 
efficiently and easily deploy a model. 
The models are typically trained using 


Conclusion: 

The Edge is getting smarter 

Artificial intelligence has been the biggest 
trend in recent years. For edge devices, 
the key obstacles to adoption are the lack 
of understanding and difficulty in deploy¬ 
ing and running. As suppliers compete 
to attract customers and establish their 
solution as the go-to standard, Arrow 
has the unique position of being able to 
understand the different approaches from 
our partners and recognize where differ¬ 
ent platforms may be the most useful for 
our customers. We are using our exper¬ 
tise in artificial intelligence to aid custom¬ 
ers and demystify edge computing. N 


The Author 

tukasz Grzymkowski has worked in 
the embedded and IoT industry as a 
software engineer, both in startups 
and enterprises, having been with 
Intel for 5 years and has recently 
joined Arrow Electronics. He holds a 
degree in robotics and is currently 
pursuing a PhD focused on control 
theory and artificial intelligence. 
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Display Controller 
Optimized for In-Vehicle 
Head-Up Displays 



Socionext Inc. has commenced volume shipping of its lat¬ 
est display controller, the SC1711, developed for in-vehi¬ 
cle head-up displays, alongside the software development 
kit. It features SEERIS®2D graphics engine, high-speed 
APIX®2 interface, as well as comprehensive safety func¬ 
tions, making it suitable for highly safe and cost-compet¬ 
itive in-vehicle display systems. 

Interest in safety features for in-vehicle systems is grow¬ 
ing very rapidly. In particular, head-up displays (HUD) are 
attracting a lot of attention as they require less movement 
in the line of sight to get information, reducing driver fatigue 
and thus improving safety. 

The SC1711 was designed to meet the specific needs 
of HUDs, with features such as Socionext's high-perfor¬ 
mance 2D graphics engine SEERIS, and APIX2 high-speed 
serial interface. Socionext optimized the functionality and 
performance of the SC1711 for medium resolution displays 
which are used for HUDs, and integrated these features 
into a compact 20 mm x 20 mm package. Socionext also 
made major improvements in the heat tolerance of the 
package, to meet the rigorous requirement of dashboard 
devices used in the harsh temperature environment. 

The SC1711 also features the capability to detect dis¬ 
play system errors for stable output utilizing a signature 
unit, which monitors the integrity of display outputs, and 
a watchdog function. When a screen freezes due to a dam¬ 
aged cable, the SC1711 immediately switches the display 
output to notify the driver. The device integrates all nec¬ 
essary features to meet the high safety standards required 
for automotive applications. 

Socionext, as a leading provider of SoC-based in-ve¬ 
hicle graphics solutions, will continue to develop and 
deliver new products and services, which will serve the 
needs of high demanding automotive applications. 


http://eu.socionext.com 


Kitronik Posts 
Record Month of 
Online Sales 


Kevin Spurr and James Patrick at Bett 2018, UK. 



Kitronik, a leading developer of electronic project kits and 
learning resources for schools, makers and coders is pleased 
to announce that it has achieved its highest ever online 
sales and distribution figures in November 2018. Overall, 
distribution had increased by 58% and online sales had 
risen by 22% when compared to the same period last year 
which all makes for a great end to the year for the Not¬ 
tingham based company. 

The increase in distribution has been powered by a number of 
significant deals achieved by Kitronik which sees the company 
partner with a number of national and international large dis¬ 
tributors. Chief amongst these is the partnership with North 
American electronic component firm Digi-Key Electronics. 
Continued growth in demand from inspired makers and 
coders is another of the contributing factors to Kitronik's 
record online sales month, as is the uptake in schools 
teaching digital skills using the BBC micro:bit and Kitron¬ 
ik's BBC micro:bit products. 

Kitronik co-founder Kevin Spurr comments: "Since we 
launched over ten years ago, and more recently since the 
launch of the BBC micro:bit in 2016, we have seen a huge 
growth in the world-wide demand for our products. As with 
UK schools, there's a realisation overseas that more needs 
to be done to close the digital skills gap and to help stu¬ 
dents achieve digital literacy. Companies such as Educa 
Tec based in Switzerland, are using our products to embed 
the teaching of technology in STEM subjects across the 
curriculum and in doing so are supporting teachers and 
transforming teaching and learning." 

To meet the growing demand, Kitronik is continuously 
developing new products to add to its extensive range of 
BBC micro:bit accessories. Earlier this year, the company 
launched the :KLEF piano, which allows makers to create 
their own music using the BBC micro:bit, and the :GAME 
ZIP 64, a handheld gaming device on which people can code 
and play their own retro games such as Pong and Snake. 
The New Year promises to be an exciting one for Kitronik, 
with a new range of BBC micro:bit products aimed at the 
primary education market scheduled to be launched at the 
Bett Show in January. Negotiations are also underway for 
the company's products to be sold on Amazon. 

www.kitronik.co.uk 
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ELECTRONIC COMPONENTS 


www.schurter.com 



PHCENIX 

CONTACT 


www.phoenixcontact.com 




life, augmented 

www.st.com 


Your logo could 
be here. 

Please call 

+49 (0)241 955 09 186 
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Selected Products for Innovators and Start-ups 


ELECTOR INDUSTRY STORE 

www.elektor.com/store 


l 


Weller WT 1014 Digital 
Soldering Station 



The Weller WT 1014 soldering station set includes the WT 1 
supply unit, the WSP 80 Robust soldering iron and the WSR 
201 safety rest. It is stackable and thus guarantees more 
space at the workplace. With an integrated usage sensor, the 
soldering tool switches off automatically. 

Features: 

• 1-Channel Soldering Station digital 90 W (95 W) 

• WT11-channel power supply unit 

• Safety rest WSR 201 

• Soldering tips LT 

• AUTO OFF time 

• Lock function 

• And more 


price: C389 rrp • C350.10 mp 


www.elektor.com/weller-wt-1014 


eC-placer 



The eC-placer is an innovative camera-assisted manual pick 
and place device designed and priced for prototype and small 
series assembly. eC-placer's robust construction ensures 
long-term accuracy and repeatability. The machine is fast 
to set-up with 23 adjustable feeders included for component 
tapes and sticks. The combination of clear imaging from 
the high-definition camera and ergonomic design enhances 
productivity and minimizes operator fatigue. Two special 
placement modes boost speed and accuracy. The Array mode 
provides a fast solution for placing a row of components. The 
Copy-paste mode uses a standard steel stencil to accurately 
locate BGAs, FPGAs and other complex components which are 
difficult to place by eye alone. 


price: €2,399 rrp (also mp) 


www.elektor.com/ec-placer 


Weller ESF-120 ESD-safe PCB Holder 



The Weller ESF-120 ESD PCB-holder is a mounting frame that 
satisfies all requirements made when mounting, soldering 
and removing printed circuit boards, without the need for 
additional tools. 

The tool has a spring clamp, rotates through 360° in 
increments of 15° and has a cushioned pressure arm for 
keeping components in place when you flip the board upside 
down for soldering. 

• Max. size: 160 x 235 mm 

• Rotates through 360° in 15° increments 

• Spring clamp 

• Cushioned arm for component fixing 

• ESD safe 


price: €129.95 rrp • €116.96 mp 

www.elektor.com/pcb-holder 


Siglent SDS1204X-E 4-channel 
Oscilloscope (200 MHz) 



The Siglent SDS1204X-E is a powerful 200 MHz four- 
channel oscilloscope that is built on the same platform as 
the very popular SDS1202X-E but with several significant 
improvements, including two 1 GSa/s ADCs and two 14 Mpt 
memory modules. Waveform capture rates are up to 100,000 
wfms/s in normal mode and 400,000 wfms/s in sequence 
mode. The SDS1000X-E scopes feature a large 1 " 256-level 
color display with intensity grading and color temperature 
features. 


@ektor 


# BOOKS DVD MAGAZINES BOARDS | TOOLS LAB EQUIPMENT TOP 


Print Now in 3D! 


Anet A6 3D Printer (Kit of Parts) 

PLA filament (1.75 mm j 1 kg) - black 
PLA filament (1.75 mm 11 kg) - blue 
PLA filament (1.75 mm j 1 kg) - transparent 

Bundle deal 


r just €249! 



pi-top 2 - RPi Laptop Kit 



Products can be ordered at www.elektor.com. Prices are 
including Dutch VAT, excluding shipping and handling. 


Siglent SDG1025 Arbitrary 
Waveform Generator (25 MHz) 



The SDG1025 features maximum output frequency of 25 MHz 
and is capable of generating several different wave types that 
can be output using the dual-channels integrated into the 
device. Siglent's SDG1000 range of function generators also 
come with a full-colour built in screen that can be used to 
accurately track waveforms generated and make adjustments 
as necessary using the large selection of function buttons to 
the right of the screen. The full colour of the screen makes it 
easy to track two waveforms being output at the same time 
as different waves are assigned different colours. 


price: €829 rrp (also mp) 


www.elektor.com/siglent-sdsl204x-e 


JS 


price: €399 rrp (also mp) 


www.elektor.com/siglent-sdgl025 
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SHOPPING 


PCB REWORKING 


ANALYZERS 


LAB GEAR 


f 



HDMI/AV Digital 
Microscope ADSM302 



Precise optics and HD image sensor provide amazingly crisp 
images on HDMI display. Ideal for SMD soldering. 

• 5" adjustable LCD monitor with adjustable tilt angle 

• High resolution video & photo capture 

• Wide table with comfortable headroom 

• Heavy-weight stable metal stand 

• Tall lifting stand (26 cm) 

• Smooth adjustment wheels for focus and height 

• Buttons on the monitor + remote control 

• AV, USB, HDMI outputs 


DEVELOPMENT TOOLS ASSEMBLY 


MonoDAQ-U-X - Multifunctional 
USB DAQ System 



MonoDAQ-U-X is a fully isolated USB test & measurement 
device with full software support in DEWESoft data acquisition 
software. At the core of the measurement chain is a sigma- 
delta ADC with a maximum sample rate of 50 kS/s (16 bit) and 
a maximum resolution of 20 bit (100 S/s). 8 multifunctional 
front pins can be configured as analog or digital inputs or 
outputs. 


> Item descriptions are subject to change, errors and omis- 
I sions, rrp -recommended retail price; mp = member price, 

www.elektor.com/adsm302 

I 


price: €299.95 rrp • €269.96 mp 


price: €489 rrp • €440.10 mp 


www.elektor.com/monodaq 


PeakTech 3442 True RMS 
Digital Multimeter 



The PeakTech 3442 is a new digital multimeter for heavy duty 
use with a high variety of useful measurement functions. 

• Bluetooth 4.0 interface for data transfer to Android 
smartphones 

• Windows software for data transmission and remote control 
•4 5/6-digits measurement value display (max. 59999) 

• LCD-Display with Relative-value measurement 

• 42-segment bargraph 

• Continuity and diode-test 

• Auto-Hold, Min, Max and AVG function 

• 4-20mA% current loop measurement 

• Duty Cycle (Hz / %) 

• Low Pass filter function 


Handheld Thermal Imaging 
Camera HT-02 



This thermal imaging Camera combines the functions of 
surface temperature measurement and real-time thermal 
imaging. To improve its recognition this product is equipped 
with a vision camera. It can not only show the thermal image 
and the thermal variation but also blend visible and infrared 
image too. The thermal image and the actual image can be 
stored on a PC which is used to generate a report or for 
printing. 


Anet A6 3D Printer 



What strikes first with the Anet A6 3D printer is its price. If 
you are seeking quality and if you are convinced that price 
and quality are necessarily in direct proportion to each 
other, this price could have a repulsive effect on you. Leave 
all preconceived ideas behind. This well designed and easy 
to assemble kit has a robust frame with excellent rigidity. 
The thread of its silver steel rods is trapezoidal, guaranteeing 
high accuracy. From the very first tests, this 3D printer was 
adopted in Elektor's lab, especially for it$ flexibility and ease 
of use. 


• Safety: EN 61010-1; CAT III 1000 V / CAT IV 600 V; TUV/GS 


^SS price: C149 rrp • C134.10 mp 


~^B8 price: €259 rrp • €233.10 mp 


"^S3 price: €299 rrp • €269.10 mp 

www.elektor.com/peaktech 

www.elektor.com/ht-02 

www.elektor.com/anet-a6 
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ByteSnap. 

ByteSnap Design's Industry Predictions for 2019 | Article Contribution 
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The Significance of the MIPI CSI-2 Interface in Embedded Vision Applications 
Dr Thomas Rademacher, Frank Karstens 
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CDP Technologies. 

Cross-platform Embedded System Development \ Odd Gilinsky 



CDPBfudio 


Arrow Electronics. 

Artificial Intelligence Goes to the Edge | tukasz Grzymkowski 


ARROW 


Edition 2/2019 of Elektor Industry magazine will 
cover sensors as well as equipment and methods 
for test and measurement, with contributions from 
companies, industry specialists, Elektor editors, and 
free-lance authors. Edition 2/2019 is focused on the 
Sensor & Test trade show in Nuremberg, Germa¬ 
ny, June 25-27, 2019. 

The issue will be available to ElektorLabs magazine 
Gold members in print, and ElektorLabs magazine 
Green members as a PDF download, as well as for 
purchase by anyone, at www.elektormagazine.com. 
Publication date: 18 June 2019. 
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: ast forward 

the start-up platform 

powered by Elektor 
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o 


launch 


PRODUCTRONICA 2019 


O p-ffwd 2019 - Participate Now! 

November 12-15, 2019 
Munich 



Further information at: 
www.elektormagazine.com/p-ffwd 




Productronica Fast Forward is brought to you by 


productronica 







PRINTED CIRCUIT BOARDS 


NEW' 1-CUCK STENCIL ORDER 

I ■ ■■ “ ■■ ■ Simply add to the PCB 


Hightech PCB Precision SMD-Stencil Ail from one source 




Smulti-cb 


1 -48 layers | from 


1WD Express 


Ultra finest-line 

Filmless laser-direct-imaging (LDI) 
Impedance control, from 4WD 
HDI boards 

Blind & Buried Vias 
Microvias, also lasered 
Via Filling / Via in Pad overplated 
Stacked & Staggered Vias 


2 layers e.g. 1 pc. 80mm x 10Omm 


UNIT PRICE 
, € 35, 00 net 

€41, 65 gross 


4 WD 


e.g. Ipc. 100mm x 120mm 


UNIT PRICE 

€ 9/ 


SMD-Stencil 


in 4 WD 


1 WD 


8 WD 


€ 29, 80 no, 

€35, 46 gross 


€ 11 , 


TOTAL PRICE 
lA/n € 44, 9 ° net 

WD 

t J J, gross 


■ J gross 

incl. German VAT 19% 


ALREADY INCLUDED 


0.1mm tracks & annular ring, 
0.2mm drills, FR4 1.55mm 35pm 
Cu, surface HAL lead-free, 2x sol¬ 
der-stop green, lx legend print 
white, E-Test, Design Rule Check 


ALREADY INCLUDED 


Unlimited pads, thickness 100- 
120pm, PCB name half-lasered on 
squeegee side, optional pad reduc¬ 
tion, finishingtreatmentdeburring on 
both sides, axial tolerance only ±2pm 


n8WD € 39, 70 net 

€ 47, 24 gross 


YOUR ADVANTAGE 


2 Layer PCB 

together with 

SMD-Stencil 

Only lx shipping 


DEBURRING: 


SMD-Stencil for €9,90 - Hightech makes it possible: 

Our high-performance laser systems for 5MD stencils meet the highest 
quality standards with optimum cutting quality (axial deviation only ± 2pm). 

All common quick clamping frames (for example ZelFlex, Pag- 
gen, VectorGuard, etc.) and aluminum frames are available. All 
SMD-Stencils from Multi-CB are deburred on both sides. Addition¬ 
al finishing treatments include electropolishing and nano coating. 

Your advantage - Deburring avoids time-consuming reworking. 


PCBs including 0.1mm Tracks, 0.2mm Drills, 4WD Standard! 

Comparing pays off, why pay more for less performance? 



High-tech makes it possible without surcharge! 


E 

E 

LD 

LD 


cr 


A Layers 

1 pc. 80 x 100mm 

HAL lead-free 

€59, -net 

€70r g ross 

ind. German VAT 19% 

5 WD 

€49, 80 « 

€59?y.„ 

8 WD 

6 Layers 

1 pc. 80 x 100mm 

chem. Gold (ENIG) 

€98, "net 

€l16f 2 grass 

6 WD 

€93, 10 *t 

9 WD 


ALL-INCLUSIVE 

PRICING: 


- FRA 1.55mm 35pm Cu 

- Surface finish 

- 2 x solder-stop green 
- 1 x legend print white 

- E-Test, Design Rule Check 
-A.0.I.& X-Ray 

- Milling (inner, outer) 

- PTH slits 


■ Plated-through slits 

■ Countersink holes 

■ Z-axis milling 

■ Plated halfholes 

■ Sideplating 

■ Custom layer-buildup 

■ Thin laminates 

■ PCB thickness up to 7mm 

■ Backplanes, Backdrill 

■ PCI cards, Goldfingers 

■ Thick copper 

■ Panel production 

• UL certified (El98312) 

• IPC-A-600 

Surface finish e.g.: 

■ HAL lead-free ■ chem. Gold (ENIG) 

■ ENEPIG, Bondgold.... 


Special material e.g. 

■ Rogers ■ FR4 HTg 

■ Alu core (1.0-8.0 W/mK) 



Contact England: 
Multi Circuit Boards Ltd. 
Business Centres. HC 
GB-Poole BH17 7FJ 


Contact Germany: 
Multi Leiterplatten GmbH 
Brunnthaler Str. 2 
DE-85649 Brunnthal 


info@multi-cb.eu 
Hotline DE / EN: 
+49(0)8104/628 0 
+44 (0)1425/489111 


Prices plus delivery costs from €8,03 gross/ €6,95 net 
Sales only to business customers and public institutions. 


Calculate price and production time comfortably online: www.multi-cb.eu 


Circuit Boards 


HTg, HDI, HF, etc. 



SMD-Stencils 

also damping frames 


Zelflex, Quattroflex, Paggen, Essemtec, 
Metz, pen nnn VectorGuard etc. 


Flex & Rigid-Flex 

up to 12 layers 



Alu core (IMS) 

1 & 2 layers PTH 





® Cipc 

Member 


Payment 

options: 


i PayPal plus 


Prepayment 


Directly from xi 

j e.g. : SI 


Ee a a u g t l°e desk ' Head 















































